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PUBLIC SUMMARY 
 

This document outlines the standardization, dissemination and promotional activities during the second 
period of ANASTACIA project. It also identifies the main metrics to raise awareness through presentations, 
workshops, conferences, and other events. 

1 INTRODUCTION 

1.1 AIMS OF THE DOCUMENT 

This document represents the second results of !b!{¢!/L!Ωs WP7. It presents the main dissemination 
activities and events held to raise awareness on the project achievements within the community of 
researchers and industrials. These events consist of workshops, presentations and conferences. 

WP7 is responsible for the dissemination and outreach activities while receiving contributions from other 
work packages [1]. 

This document is structured as follows. Section 2 presents the dissemination activities of the project partners 
and promotional activities. Section 3 presents the different standardization activities conducted in 
ANASTACIA, Online presence and Conclusions are drawn in Sections 4 and 5 respectively. 

1.2 APPLICABLE AND REFERENCE DOCUMENTS 

This document refers to the following documents: 

ǒ ANASTACIA project deliverable D7.1 - Initial Dissemination, Standardization, and Outreach Strategy 
Plan  

1.3 REVISION HISTORY 
 

Version Date Author Description 

0.1 21.11.2019 Zinelaabidine Nadir Content of Chapter 5 

0.2 21.11.2019 Aiman Nait Abbou Content of chapter 2, 3, 6 

0.3 21.11.2019 Othmane Hireche Content of chapter 2 

0.4 22.11.2019 Miloud Bagaa Editorial corrections of chapter 1-6 

0.5 22.11.2019 Kristian Slavov Standardization 

0.6 04.12.2019 Adrian Quesada Rodriguez, 
Bojana Bajic 

Standardization and Dissemination 

0.7 11.12.2019 Dallal Belabed Section 2 and 5 and general revision of the 
document 

0.8 15.12.2019 Zinelaabidine Nadir, Aiman 
Nait Abbou, Othmane 
Hireche 

 
Update and correction of chapter 1-6 

0.9 17.12.2019 Miloud Bagaa Update and correction of chapter 1-6 

1.0 27.12.2019 Stefano Bianchi Final proofreading 
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1.4 ACRONYMS AND DEFINITIONS 

 

Acronym Meaning 

CGA Cryptographically Generated Address 

EAP Extensible Authentication Protocol 

IESG Internet Engineering Steering Group 

IETF Internet Engineering Task Force 

IoT Internet-of-Things 

LWIG Light Weight Implementation Guidance 

T2TRG Thing-to-Thing Research Group 

SDO Standards Development Organization 

GIoTS Global Internet of Things Summit  

IRSG  Internet Research Steering Group 

EVE Evolution & Ecosystems  

ISG Industry Specification Group  

LI Lawful interception 

SBA Service Based Architecture  

ONAP Open Network Automation Platform  

ADMF administrative function  

SDNs Software Defined Networks 

NFVs Virtual Network Functions 

AAF Application Authorization Framework  

SEC Security Subcommittee 

STIX Structured Threat Information Expression 

SDOs STIX Domain Objects 

SROs STIX Relationship Objects  

SOL solution  
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2 DISSEMINATION 
In this section, we present the different publications, dissemination and promotional activities conducted by 
the project partners. 

2.1 PUBLICATIONS 

1. S. Ziegler, A. Skarmeta, J. Bernal, E. E. Kim and S. Bianchi, "ANASTACIA: Advanced networked agents 
for security and trust assessment in CPS IoT architectures," 2017 Global Internet of Things Summit 
(GIoTS), Geneva, 2017, pp. 1-6. 

2. S. Lal, T. Taleb and A. Dutta, "NFV: Security Threats and Best Practices," in IEEE Communications 
Magazine, vol. 55, no. 8, pp. 211-217, Aug. 2017 

3. S. Lal, S. Ravidas, I. Oliver and T. Taleb, "Assuring virtual network function image integrity and host 
sealing in Telco cloue," 2017 IEEE International Conference on Communications (ICC), Paris, 2017, 
pp. 1-6 

4. H. Sedjelmaci, S. M. Senouci and T. Taleb, "An Accurate Security Game for Low-Resource IoT Devices," 
in IEEE Transactions on Vehicular Technology, vol. 66, no. 10, pp. 9381-9393, Oct. 2017. 

5. M.  BƻǳŜǘΣ ±Φ /ƻƴŀƴ άDŜƻ-ǇŀǊǘƛǘƛƻƴƛƴƎ ƻŦ a9/ wŜǎƻǳǊŎŜǎέ  Lƴ tǊƻŎŜŜŘƛƴƎǎ ƻŦ ǘƘŜ ²ƻǊƪǎƘƻǇ ƻƴ aƻōƛƭŜ 
Edge Communications (MECOMM '17), ACM, New York, NY, USA,  2017, pp.  43-48. 

6. 9Φ /ŀƳōƛŀǎƻΣ DΦ tŀǇŀƭŜƻΣ aΦ !ƛŜƭƭƻΣέ{ƭƻǿŎƻƳƳΥ 5ŜǎƛƎƴΣ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜ ŜǾŀƭuation 
ƻŦ ŀ ƴŜǿ ǎƭƻǿ 5ƻ{ ŀǘǘŀŎƪέΣ WƻǳǊƴŀƭ ƻŦ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴǎΣ ±ƻƭ орΣ ǇǇΦ но-31, 2017. 

7. I. Farris et al., "Towards provisioning of SDN/NFV-based security enablers for integrated protection 
of IoT systems," 2017 IEEE Conference on Standards for Communications and Networking (CSCN), 
Helsinki, 2017, pp. 169-174. 

8. S. Lal, A. Kalliola, I. Oliver, K. Ahola and T. Taleb, "Securing VNF communication in NFVI," 2017 IEEE 
Conference on Standards for Communications and Networking (CSCN), Helsinki, 2017, pp. 187-192. 

9. Y. Khettab, M. Bagaa, D. L. C. Dutra, T. Taleb and N. Toumi, "Virtual security as a service for 5G 
verticals," 2018 IEEE Wireless Communications and Networking Conference (WCNC), Barcelona, 
2018, pp. 1-6. 

10. A. M. Zarca, D. Garcia-Carrillo, J. B. Bernabe, J. Ortiz, R. Marin-Perez and A. Skarmeta, "Managing AAA 
in NFV/SDN-enabled IoT scenarios," 2018 Global Internet of Things Summit (GIoTS), Bilbao, 2018, pp. 
1-7. 

11. 5Φ aŜƘǘŀΣ !Φ aŀŘȅΣ aΦ .ƻǳōŜƪŜǳǊΣ 5Φ aΦ {ƘƛƭŀΣ ά!ƴƻƳŀƭȅ-Based Intrusion Detection System for 
9ƳōŜŘŘŜŘ 5ŜǾƛŎŜǎ ƻƴ LƴǘŜǊƴŜǘέ ƛƴ tǊƻŎŜŜŘƛƴƎǎ ƻŦ ǘƘŜ ¢ŜƴǘƘ LƴǘŜǊƴŀǘƛƻƴŀƭ /ƻƴŦŜǊŜƴŎŜ ƻƴ !ŘǾŀƴŎŜǎ 
in Circuits, Electronics and Micro-electronics, Venice, Italy. 2018. p. 16-20 

12. !Φ aŀŘȅΣ wΦ ¢ǊŀǇŜǊƻΣ !Φ {ƪŀǊƳŜǘŀΣ {Φ .ƛŀƴŎƘƛΣ ά¢ƻǿŀǊŘǎ Secure Building Management System based 
ƻƴ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ ƛƴ tǊƻŎΦ /9bL/{Φ нлмтΦ ǇΦ см-644 

13. LΦ ±ŀŎŎŀǊƛΣ 9Φ /ŀƳōƛŀǎƻΣ aΦ !ƛŜƭƭƻΣ έwŜƳƻǘŜƭȅ 9ȄǇƭƻƛǘƛƴƎ !¢ /ƻƳƳŀƴŘ !ǘǘŀŎƪǎ ƻƴ ½ƛƎ.ŜŜέ ƛƴ bŜǘǿƻǊƪǎΦ 
Security and Communication Networks,2017, pp 1-9.  

14. M. ZarcaΣ WΦ.Φ .ŜǊƴŀōŜΣ LΦ CŀǊǊƛǎΣ ¢Φ ¢ŀƭŜōΣ !Φ {ƪŀǊƳŜǘŀΣ ŀƴŘ ¸Φ YƘŜǘǘŀōΣ ά9ƴƘŀƴŎƛƴƎ Lƻ¢ {ŜŎǳǊƛǘȅ 
ǘƘǊƻǳƎƘ bŜǘǿƻǊƪ {ƻŦǘǿŀǊƛȊŀǘƛƻƴ ŀƴŘ ±ƛǊǘǳŀƭ {ŜŎǳǊƛǘȅ !ǇǇƭƛŀƴŎŜǎέ ƛƴ !/a LƴǘΩƭ WΦ ƻŦ bŜǘǿƻǊƪ 
Management, 2018 

15. M. Bouet and V. Conan, "Mobile Edge Computing Resources Optimization: A Geo-Clustering 
Approach," in IEEE Transactions on Network and Service Management, vol. 15, no. 2, pp. 787-796, 
June 2018. 

16. !ΦaΦ ½ŀǊŎŀΣ WΦ.Φ .ŜǊƴŀōŞΣ {ƪŀǊƳŜǘŀΣ WΦa !ƭŎŀǊŀȊΣ ά±ƛǊǘǳŀƭ Lƻ¢ IƻƴŜȅƴŜǘǎ ǘƻ ƳƛǘƛƎŀǘŜ ŎȅōŜǊŀǘǘŀŎƪǎ ƛƴ 
SDN/NFV-enabled IoT  ƴŜǘǿƻǊƪǎέ ƛƴ L999 WƻǳǊƴŀƭ ƻƴ {ŜƭŜŎǘŜŘ !ǊŜŀǎ ƛƴ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΣ 

17. A. Molina Zarca et al., "Security Management Architecture for NFV/SDN-Aware IoT Systems," in IEEE 
Internet of Things Journal, vol. 6, no. 5, pp. 8005-8020, Oct. 2019. 

18. tΦ {ŀƭǾŀΣ Ŝǘ ŀƭ Σ άрD b.-IoT: Efficient network traffic filtering for multi-ǘŜƴŀƴǘ Lƻ¢ ŎŜƭƭǳƭŀǊ ƴŜǘǿƻǊƪǎέ 
in Security and Communication Networks , 2018 
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19. A.M. Zarca et al. ά9ƴŀōƭƛƴƎ ±ƛǊǘǳŀƭ !!! aŀƴŀƎŜƳŜƴǘ ƛƴ {5b-.ŀǎŜŘ Lƻ¢ bŜǘǿƻǊƪǎΦέ {ŜƴǎƻǊǎ ό.ŀǎŜƭΣ 
Switzerland) vol. 19,no.2, Jan. 2019. 

20. LΦ ±ŀŎŎŀǊƛΣ 9Φ /ŀƳōƛŀǎƻΣ [Φ tŀǘǘƛΣ aΦ !ƛŜƭƭƻΣ ά5ŀǊƪƴŜǘ {ŜŎǳǊƛǘȅΥ ! /ŀǘŜƎƻǊƛȊŀǘƛƻƴ ƻŦ !ǘǘŀŎƪǎ ǘƻ ǘƘŜ ¢ƻǊ 
bŜǘǿƻǊƪέ ƛƴ L¢!{9/ нлмфΣ нлмф 

21. 9Φ /ŀƳōƛŀǎƻΣ DΦ /ƘƛƻƭŀΣ aΦ !ƛŜƭƭƻΣ άLƴǘǊƻŘǳŎƛƴƎ ǘƘŜ {ƭƻǿ5ǊƻǇ !ǘǘŀŎƪέ ƛƴ /ƻƳǇǳǘŜǊ bŜǘǿƻǊƪǎΣ ±ƻƭ 
150,pp 234-249,2019.  

22. DΦ aŜƘǘŀΣ .Φ !ƴŘǊŜŀΣ  !Φ aŀŘȅΣ {Φ ±ǳǇǇŀƭŀΣ {Φ tƛƻǘǊΣέ /ƻƴǎǘǊŀƛƴǘ tǊƻƎǊŀƳƳƛƴƎ aƻŘŜƭ ŦƻǊ !ƴƻƳŀƭȅ 
5ŜǘŜŎǘƛƻƴέ ƛƴ 9ǳǊƻǇŜŀƴ /ƻƴŦŜǊŜƴŎŜ ƻƴ hǇŜǊŀǘƛƻƴŀƭ wŜǎŜŀǊŎƘ 5ǳōƭƛƴΣ LǊŜƭŀƴŘΣ WǳƴŜΣ нлмфΦ 

23. S. Vuppala, A. E. Mady and D. Mehta, "A Novel Asset Authentication Scheme for Cyber Physical 
Systems," 2019 Global IoT Summit (GIoTS), Aarhus, Denmark, 2019, pp. 1-5. 

24. 5Φ aŜƘǘŀΣ .Φ !ƴŘǊŜŀΣ  !Φ aŀŘȅΣ {Φ ±ǳǇǇŀƭŀΣ {Φ tƛƻǘǊΣ ά[ŜŀǊƴƛƴƎ /ƻƴǎǘǊŀƛƴǘ-based Model for Detecting 
aŀƭƛŎƛƻǳǎ !ŎǘƛǾƛǘƛŜǎ ƛƴ /ȅōŜǊ tƘȅǎƛŎŀƭ {ȅǎǘŜƳǎέ ƛƴ LƴǘŜǊƴŀǘƛƻƴŀƭ  Conference on Advanced and Trusted 
Computing, Leicester, UK, Aug., 2019. 

25. J L. Hernández-wŀƳƻǎ Ŝǘ ŀƭΣέtǊƻǘŜŎǘƛƴƎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛƴ Lƻ¢ ǇƭŀǘŦƻǊƳ ǎŎŜƴŀǊƛƻǎ ǘƘǊƻǳƎƘ ŜƴŎǊȅǇǘƛƻƴ-
ōŀǎŜŘ ǎŜƭŜŎǘƛǾŜ ŘƛǎŎƭƻǎǳǊŜέ ƛƴ /ƻƳǇǳǘŜǊ /ƻƳƳǳƴƛŎŀǘƛƻƴǎΣ ±ƻƭ молΣ ǇǇ нл-37, 2018. 

26. A. .ƻǳŘƛΣ LΦ CŀǊǊƛǎΣ aΦ .ŀƎŀŀΣ ŀƴŘ ¢Φ ¢ŀƭŜōΣ ά!ǎǎŜǎǎƛƴƎ ƭƛƎƘǘǿŜƛƎƘǘ ǾƛǊǘǳŀƭƛȊŀǘƛƻƴ ŦƻǊ ǎŜŎǳǊƛǘȅ-as-a-
ǎŜǊǾƛŎŜ ŀǘ ǘƘŜ ƴŜǘǿƻǊƪ ŜŘƎŜέ  ƛƴ L9L/9 ¢ǊŀƴǎŀŎǘƛƻƴǎ ƻƴ /ƻƳƳǳƴƛŎŀǘƛƻƴǎΣ нлмфΣ ǾƻƭΦ млнΣ ƴƻ рΣ ǇΦ фтл-
977. 

27. LΦ CŀǊǊƛǎΣ ¢Φ ¢ŀƭŜōΣ ¸Φ YƘŜǘǘŀōΣ ŀƴŘ WΦ {ƻƴƎΣ ά! {ǳǊvey on Emerging SDN and NFV Security Mechanisms 
ŦƻǊ Lƻ¢ {ȅǎǘŜƳǎέ  L999 /ƻƳƳǳƴƛŎŀǘƛƻƴǎ {ǳǊǾŜȅǎ ϧ ¢ǳǘƻǊƛŀƭǎΣ нлмуΣ ǾƻƭΦ нмΣ ƴƻ мΣ ǇΦ умн-837. 

28. !Φ .ƻǳŘƛΣ LΦ CŀǊǊƛǎΣ aΦ .ŀƎŀŀΣ ŀƴŘ ¢Φ ¢ŀƭŜōΣ ά[ƛƎƘǘǿŜƛƎƘǘ ±ƛǊǘǳŀƭƛȊŀǘƛƻƴ ōŀǎŜŘ ǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪ ŦƻǊ 
bŜǘǿƻǊƪ 9ŘƎŜέ in 2018 IEEE Conference on Standards for Communications and Networking (CSCN). 
IEEE, 2018. p. 1-6 

29. V Casola, et al. "A security monitoring system for internet of things." Internet of Things 7 (2019) vol. 
7, p. 100080. 

30. LΦ ±ŀŎŎŀǊƛΣ 9Φ /ŀƳōƛŀǎƻΣ aΦ !ƛŜƭƭƻΣ ά9Ǿaluating Security of Low-tƻǿŜǊ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎ bŜǘǿƻǊƪǎέ ƛƴ 
International Journal of Computing and Digital Systems, 2019, vol. 8, no 02, p. 101-114. 
 

2.2 DISSEMINATION AND PROMOTIONAL ACTIVITIES 
 

The International Event on IoT Solutions World Congress (www.iotsworldcongress.com) is one of the 

leading international events that links the Internet of Things with industry. The last edition took place in 

Barcelona on the period between October 16th -18th  2018 and was attended by more than 13,000 visitors 

and 279,700 web visits during the month of the event. 252 media & press registered for the event.  During 

its three days period, the ANASTACIA project was presented in an exhibition panel. Visitors were very 

interested in security and privacy solutions in order to obtain seals or certifications for private clients and IoT 

deployments.  

 

 

 

 

 

 

 

 

http://www.iotsworldcongress.com/
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The Figure 1 presents !b!{¢!/L!Ωǎ ōƻƻǘƘ ŘǳǊƛƴƎ ǘƘŜ ŜǾŜƴǘΦ 

 

 

Figure 1: !b!{¢!/L!Ωǎ ōƻƻǘƘ ŘǳǊƛƴƎ ǘƘŜ Lƻ¢ {ƻƭǳǘƛƻƴǎ ²ƻǊƭŘ /ƻƴƎǊŜǎǎ ŜǾŜƴǘ нлму- Barcelona 
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The Ibero-American Meeting for the Protection of Personal Data 2018  

During this meeting in Costa Rica we have promoted ANASTACIA within the ecosystem of privacy and security 
professionals. We had the opportunity to meet with more than 400 privacy experts and stakeholders from 
private and public sector from Latin America and Europe, such as representatives of data protection 
authorities of Spain, Mexico, Uruguay, Colombia, Chile, Argentina, the Federal Trade Commission of the 
United States, Google, Facebook and Microsoft. We promoted Privacy and Cyber-security Tools in relation 
with ANASTACIA project and exchange different ideas regarding privacy and Cyber security.  

 

 

Figure 2: AS and MI team during the The Ibero-American Meeting Of Data Protection 

The IAPP Europe Data Protection Congress 2018 edition took place in Brussels ς Belgium and was attended 

by more than 2000 visitors. 

Main event in data protection, law and policy with wide-ranging discussions of strategic developments in 
regional and international data protection, plus training classes and a deep-dive workshop day. 

ANASTACIA participated with a conference booth. In the addition to promoting the Project to the experts 
and professionals of security and privacy, many visitors and enthusiasts had the chance to discover the 
project and our vision toward the emerging technologies related to ANASTACIA from a different angle. Figure 
3 and 4 provide pictures from the event. 
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Figure 3: Official picture from IAPP 2018 

 

Figure 4: !b!{¢!/L!Ωǎ .ƻƻǘƘ IAPP 2018 
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IAPP world summit in Washington (April 2019) 

IAPP summit in Washington is privacy and data protection conference that focuses on international topics, 
policy and strategy. Recognized as a leading forum for discussion, the Summit features expert speakers and 
top regulators, and delivers unmatched education and networking opportunities. MI promoted the project 
ANASTACIA during this conference reaching the most important stakeholders from the privacy domain. 

 

ITU WSIS Forum in Geneva, (April 2019) 

World Summit on the Information Society (WSIS) Forum is a global United Nations (UN) multistakeholder 
platform facilitating the implementation of the WSIS Action Lines for advancing Sustainable Development 
Goals (SDGs). It is co-organized by ITU, UNESCO, UNDP and UNCTAD, in close collaboration with all WSIS 
Action Line co-/facilitators and other UN organizations (UNDESA, FAO, UNEP, WHO, UN Women, WIPO, WFP, 
ILO, WMO, ITC, UPU, UNODC, UNITAR, UNICEF and UN Regional Commissions). MI and AS presented the 
Anastacia project with the booth during the 4 days of the conference and used the opportunity to receive 
the feedback regarding the DSPS thanks to the Survey made to engage the end-users in development of the 
DSPS. With more than 1000 visitors WSIS is one of the most important conferences in the domain of internet 
technologies. 

 

 

Figure 5: !b!{¢!/L!Ωǎ .ƻƻǘƘ ²{L{ ŎƻƴŦŜǊŜƴŎŜ нлмф 

 

ITU AI for Good global summit in Geneva, (May 2019).  

AI for Good is a United Nations platform, cantered around annual Global Summits, that fosters the dialogue 
on the beneficial use of Artificial Intelligence, by developing concrete projects. MI and AS had the opportunity 
to present the Anastasia project during the conference and to disseminate the Survey for end-user 
engagement in the development of the DSPS. 
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Figure 6: !b!{¢!/L!Ωǎ .ƻƻǘƘ!L ŦƻǊ DƻƻŘ {ǳƳƳƛǘ DŜƴŜǾŀ 

 

European Data Protection Day in Berlin (May 2019) 

One of the largest European conference for the privacy experts where met more than 400 data protection 
authorities, DPOs and data protection specialists from all over the world. AS and MI promoted the Anastacia 
project and its relation with in privacy regulations like GDPR and ePrivacy. Furthermore, we distributed our 
survey in order to implement our user validation activities. 

 

Figure 7: !b!{¢!/L!Ωǎ ōƻƻǘƘ ŘǳǊƛƴƎ ǘƘŜ 9ǳǊƻǇŜŀƴ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ Řŀȅ ƛƴ .ŜǊƭƛƴ 
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IoT Week Aarhus (June 2019) 

Europe's largest IoT conference, IoT Week was held 17 - 21 June 2019 in Aarhus, Denmark with more than 
2000 visitors, 360 speakers from the worlds of research, industry, business, technology and science. The 
conference was complemented for the first time by a public exhibition that provided the experience of real 
IoT solutions and products, inspiring and showing how far IoT and digitization have come today. Anastacia 
was presented at the Public Exposition place during three days of the conference. 

Project and the was promoted to the experts and professionals of security and privacy but also to many 
visitors from universities that had the chance to discover the project and Anastacia vision toward the 
emerging technologies. 

 

Figure 8: !b!{¢!/L!Ωǎ .ƻƻǘƘ Lƻ¢ ²ŜŜƪ !ŀǊƘǳǎ нлмф 

 

Annual Privacy Forum 2019, Rome 

ENISA, DG CONNECT, the University of Rome Tor Vergata and LUISS University organized the Annual Privacy 
Forum (APF) 2019 on 13 & 14 June 2019 in Italy, Rome. The event encouraged dialog with panel discussions 
and provided the room for exchange of ideas in between scientific sessions.  

MI had the booth during the conference where Anastacia was presented to European privacy professionals.  

 

41st International conference of data protection and privacy commissioners in Albania (Oct. 2019) 

The International Conference of Data Protection and Privacy Commissioners (ICDPPC) is a worldwide annual 
forum at which independent regulators on privacy, data protection and freedom of information adopt high 
level resolutions and recommendations addressed to governments and international organisations. The 
Conference connects the efforts of 122 privacy and data protection authorities from across the globe. 

MI promoted the project Anastacia during the conference to Data Protection and Privacy Commissioners, 
members, observers and European privacy community. 

 






































