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PUBLIC SUMMARY 
According to the DoA, the scope of this deliverable is performing the validation and evaluation of the 
ANASTACIA integrated framework within the Test Cases and according to the methodology defined in T6.2. 
The performance and the usability of the ANASTACIA test cases will be monitored and validated. After the 
validation of the Test Cases, the end users will evaluate the ANATACIA performance and provide their 
feedback regarding any optimizations and further improvements to be performed in the second cycle of 
ANASTACIA development. 

Concretely, this document is focused on the validation of ANASTACIA framework according to four use-
cases implemented (BMS.2, BMS.3, BMS.4 and MEC.3). For each use case, it is provided a detailed 
description of its implementation and the benefits of ANASTACIA framework. This description includes 
capture data (i.e. web interfaces and log consoles) from ANASTACIA components during the execution and 
validation of the specific use case. Moreover, key performance indicators (KPIs) of ANASTACIA components 
are been measured and reported according to the Test-Cases defined in the deliverable D6.2 for each use 
case.  

Moreover, the document presents the results of the evaluation performed by 65 end-users to be meant to 

help the Consortium in the prioritization of functionalities and features to must be improved. To facilitate 

the evaluation carried out by end-users, five videos have been provided. The videos show the execution of 

the first release of integrated ANASTACIA framework according to 4 different use cases in 2 application 

domains: Building Management System (BMS) and Mobile Edge Computing (MEC). In additional, a video 

shows the demonstration of seal management module that will be integrated in the next cycle of 

ANASTACIA development. The evaluation provides end-users feedback based on a questionnaire divided 

into three parts: general features, specific operations of each implemented use case and related aspects of 

DSPS Seal management.  
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1 INTRODUCTION 

1.1 AIMS OF THE DOCUMENT 

This document provides the results of end-users evaluation and validation of the ANASTACIA framework. 
The main aims are: 

- to describe the use cases implemented and the benefits provided by ANASTACIA framework; 
- to validate the test cases defined in D6.2 to verify the integration of ANASTACIA components; 
- to provide key performance indicators (KPIs) of ANASTACIA components; 
- to provide the results of end-users feedback related to further improvements during the second 

cycle of ANASTACIA development; 

 

1.2 APPLICABLE AND REFERENCE DOCUMENTS 

This document refers to following documents: 

¶ DǊŀƴǘ !ƎǊŜŜƳŜƴǘ bϲтомрру ŀƴŘ ŀƴƴŜȄŜǎ όά5ŜǎŎǊƛǇǘƛƻƴ ƻŦ !Ŏǘƛƻƴέύ. 

¶ D1.2 User-centred Requirement Initial Analysis. 

¶ D1.3 Initial Architecture Design. 

¶ D6.1 Initial Technical integration and validation Report. 

¶ D6.2 Initial Use cases implementation and tests Report. 

1.3 REVISION HISTORY 
 

Version Date Author Description 

V0.1 14/06/2018 Rafael Marin (OdinS) ToC and Introduction 

V0.2 02/10/2018 Rafael Marin (OdinS) Description of BMS.2 + Benefits from ANASTACIA 

V0.3 05/10/2018 Rafael Marin (OdinS) Initial contents of BMS.3 

V0.4 08/10/2018 Rafael Marin (OdinS) Initial contents of BMS.4 

V0.5 15/10/2018 Diego Rivera (MONT) Description of MEC.3 + Benefits from ANASTACIA 

V0.6 17/10/2018 Rafael Marin (OdinS) 

Stefano Bianchi (SOFT) 

Questionnaire and Contextualization 

V0.7 23/10/2018 Piotr Sobonski (UTRC) Description of BMS.4 + Benefits from ANASTACIA 

V0.8 29/10/2018 Rafael Marin (OdinS) Description of BMS.3 + Benefits from ANASTACIA 

V0.9 31/10/2018 Rafael Marin (OdinS) Revision of test-cases and KPIs for BMS.2 and BMS.3 

V0.10 7/11/2018 Rafael Marin (OdinS) Revision of test-cases and KPIs for BMS.4 
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V0.11 14/11/2018 Rafael Marin (OdinS) Revision of test-cases and KPIs for MEC.3 

V0.12 16/11/2018 I.Vaccari (CNR), 
E.Cambiaso (CNR),  

First review phase 

V0.13 12/12/2018 Rafael Marin (OdinS) Results of End-users Evaluation in Section 3.5  

V0.14 13/12/2018 I.Vaccari (CNR), 
E.Cambiaso (CNR),  

Second review phase 

1.4 ACRONYMS AND DEFINITIONS 
 

Acronym Meaning 

API Application Programming Interface 

BMS Building Management Systems 

CRUD Create/Retrieve/Update/Delete 

DDoS Distributed Denial of Service attack 

DoA Description of Action 

DPO Data Protection Officer 

DSPS Dynamic Security and Privacy Seal 

FR Functional Requirement 

GDPR General Data Protection Regulation 

HSPL High-level Security Policy Language 

IoT Internet of Things 

Kafka Message broker used in ANASTACIA framework to enable distributed communication between 
components 

KPIs Key Performance Indicators 

MAS Mitigation Action Service 

MEC Mobile Edge Computing / Multi-access Edge Computing 

MSPL Medium-level Security Policy Language 

MVP Minimum Viable Product 

NFR Non Functional Requirement 
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NFV Network Function Virtualization 

OVS Open Virtual Switch 

PI Policy Interpreter 

PR Privacy Requirement 

REST Representational State Transfer 

SAS Security Alert Service 

SEP Security Enforcement Plane 

SDN Software Defined Network 

SO Security Orchestrator 

TRL Technology Readiness Level 

TC Test Case 

UC Use Case 

UML Unified Modeling Language 

VDSS Verdict Decision Support System 

VID Virtualized Infrastructure Domain 

VNF Virtual Network Function 

XML eXtensible Markup Language 
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2 CONTEXTUALIZATION 

2.1 SCOPE 

This document reports the validation and evaluation of the ANASTACIA framework that is able to take 
autonomous decisions through the use of new networking technologies such as Software Defined 
Networking (SDN) and Network Function Virtualisation (NFV) and intelligent and dynamic security 
enforcement and monitoring methodologies and tools.  

According to the initial architecture design as shown in Figure 1, ANASTACIA is envisioned as a framework 
integrated on top of an IoT infrastructure where IoT devices, physical and virtual network elements interact 
in the Data Plane. On top of that, the Control Plane manages the computing, storage, and networking 
resources in the Data Plane by leveraging SDN controllers, NFV orchestration platforms, and IoT controllers. 
The Autonomic Plane includes the components that provide the ANASTACIA framework with its intelligence 
and dynamic behaviour. The Autonomic Plane can be divided into several sub-planes, which carry out 
specific activities: 

¶ Seal Management Plane provides users with a real-time indicator of the overall security level. 

¶ User Plane includes interfaces, applications and tools that help system administrators to manage the 
IoT platform through the ANASTACIA framework. For example, at this plane system admins are able to 
edit the security policies that govern the underlying IoT platform.  

¶ Monitoring plane. In this process the monitoring information is extracted from the devices through 
monitoring agents and according to the security controls interpreted from the security policy. In this 
activity, the monitoring data is filtered and aggregated to carry out its analysis and the detection of 
anomalies and threats.   

¶ Reaction plane. In this process the detected anomalies are evaluated to design counter measures in 
order to mitigate the effects of attacks and potential threats.  

¶ Security orchestration plane. Once the mitigation action has been designed, it is necessary to enforce 
the controls specified within the security policies. To orchestrate the selected IoT/SDN/NFV-based 
security enablers, appropriate interactions with the relevant management modules are required in the 
Security enforcement plane. 

 

Figure 1. Initial design of ANASTACIA architecture 
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2.2 END-USERS  

As indicated in the DoA, part of the activities of task T6.3 included the evaluation of ANASTACIA framework 
with potential end-users and stakeholders. The context of use of the main services which will be included in 
the ANASTACIA framework potentially includes several different user categories, all coping at different 
levels with security and privacy issues: 

¶ SW developers 

¶ IoT architects/developers 

¶ SDN architects/developers 

¶ NFV architect/developers 

¶ Security managers 

¶ Solution integrators 

¶ Chief Security Officer (CSO) 

¶ Chief Technology Officer (CTO) 

¶ Chief Information Officer (CIO) 

¶ Chief Information and Security Officer (CISO) 

¶ Mobile Edge Computing/Multi Access Edge Computing (MEC) stakeholders 

¶ Building Management System (BMS) stakeholders 

¶ System / Network administrators 

¶ Security professionals/consultants 

¶ Lawyers 

¶ GDPR-associated actors (e.g. Data Protection Officer, Data Processor, Data Controller, etc.) 

2.2.1 Interviews 

In particular, the evaluation was performed by 65 different users in order to gather meaningful feedback as 
shown in the following list. 

1. Alejandro Perez Mendez (Security Researcher, JISC UK) 
2. Christos Iliou (Privacy and Security Researcher, CERTH) 
3. José Luis Hernández Ramos (Privacy and Security Researcher, JRC)  
4. Ana María García López (Solution integrator in BMS and Energy-efficiency, ENGER) 
5. Sotiris Koussouris (IoT Systems Manager, Suite5 Ltd) 
6. Daniela Mikeli (IoT developer, SingularLogic) 
7. Ramon Sanchez Iborra (IoT researcher, Technische Universität Berlin) 
8. Djamel Eddine Bensalem (NFV researcher, Aalto University) 
9. Diego Leonel Cadette Dutra (Professor of Mobile Systems, Federal University of Rio de 

Janeiro (UFRJ), Brazil) 
10. Ibrahim Afolabi (SDN developer, Aalto University) 
11. Oscar Novo (Senior security researcher, Ericsson) 
12. Thu Le Pham (IoT developer, UTRC) 
13. Teo Virta (IoT researcher, Ericsson) 
14. Tejaswini Darure (IoT SW developer, UTRC) 
15. WION Adrien (Security researcher, Telecom ParisTech) 
16. Ehsan Ebrahimi (IoT researcher, Thales) 
17. Agathe Blaise (IoT researcher, LIP6) 
18. Kevin Phemius (IoT researcher, Thales SIG GTS) 
19. Naresh Yarlapatiganesh (IoT developer, UTRC) 
20. Walid BOUMEZER (SW developer, ComNet Department, Aalto University) 
21. Christian Melchiorre (IoT Research Team Leader, Softeco Sismat) 
22. Wiktor Buclek (IoT developer, UTRC) 
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23. Mauro Porrati (SonicWall CSSP - CSSA, Senior ICT Solution Architect, Softeco Sismat) 
24. Marcello Torchio (IoT developer, UTRC) 
25. Pedro J. Fernández (SDN/NFV researcher, University of Murcia) 
26. RUBEN RICART-SANCHEZ (SDN/NFV researcher, UNIVERSITY OF THE WEST OF SCOTLAND) 
27. Olivia Döll (IoT security researcher, Archimede Solutions) 
28. Juan Antonio Martinez Navarro (IoT security researcher, Odin Solutions) 
29. Emilia Evéquoz (IoT security researcher, Archimede Solutions SARL) 
30. Alejandro González Jiménez (SDN developer, University of Murcia) 
31. Zakaria laaroussi (IoT security researcher, Ericsson) 
32. Dan Garcia (IoT security researcher, Odin Solutions) 
33. Pedro Gonzalez (SW developer, University of Murcia) 
34. Kazi Wali Ullah (IoT security researcher, Ericsson) 
35. Jorge Gallego (IoT SW developer, University of Murcia) 
36. Marco Boero (Head of Research & Innovation, Softeco Sismat) 
37. Ana Hermosilla (Big Data researcher of Building Management System, University of Murcia) 
38. Mai Hoang Long (SW developer, Montimage) 
39. Javier Ramirez de la Pinta (IoT researcher, ATOS) 
40. MOSCA GIOVANNI (Research & Innovation Business Development, Softeco Sismat) 
41. Huu Nghia Nguyen (IoT researcher, Montimage) 
42. Antonio Álvarez (IoT projects manager, ATOS) 
43. GIANNI VIANO (Head of Technology Solutions, Softeco Sismat) 
44. Ana Cavalli (IoT Security researcher, Montimage) 
45. Adrián Arroyo Pérez  (IoT developer, ATOS Research and Innovation) 
46. JAVIER PASTOR GALINDO  (SW developer, University of Murcia) 
47. Pasquale Annicchino (IoT Security researcher, Archimede Solutions) 
48. Vinh Hoa La (SW developer, Montimage) 
49. Jeremy Davis (SW developer, Device Gateway) 
50. Beatriz Gallego-Nicasio Crespo (IoT developer, ATOS) 
51. Michael Hazan (IoT Security researcher, Device Gateway) 
52. Anna Brekine (Security researcher, Mandat International) 
53. Niki Kontoe (Software Engineer, UBITECH) 
54. Francesco Malandrino (Software developer, CNR) 
55. Edgardo Montesdeoca (IoT researcher, Montimage) 
56. David Rojo Antona  (Security research engineer, ATOS) 
57. Luong Nguyen (IoT researcher, Montimage) 
58. Gustavo Gonzalez  (Security researcher, ATOS Research & Innovation) 
59. Bernard Santoux (IoT Security researcher,  Mandat International) 
60. Pascal Bisson (IoT researcher, Thales SIX GTS France) 
61. Mario Ferdinando Faiella (SW developer, ATOS) 
62. Danae Vergeti (Software Engineer, UBITECH) 
63. Francesco De Rose (IoT researcher, Device Gateway) 
64. Hristo Koshutanski (IoT researcher, Atos Research & Innovation) 
65. Petros Mantos (IoT Developer, UBITECH) 

The results of the feedback collected from these end-users are presented in Section 3.5 to be considered in 
the second cycle of ANASTACIA development. Moreover, a table with all answers provided by end-users are 
included in the Annexe I. 
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3 END-USER EVALUATION OF ANASTACIA FRAMEWORK 

VALIDATED ACCORDING TO USE CASES  
This section reports the validation and end-user evaluation of ANASTACIA framework corresponding to the 
four use-cases implemented. For each use case, it is provided a detailed description of its implementation 
and the benefits of ANASTACIA framework. The description subsection includes capture data (i.e. web 
interfaces and log consoles) from ANASTACIA components during the execution and validation of the 
specific use case. Moreover, key performance indicators (KPIs) of ANASTACIA components are been 
measured and reported according to the test-cases defined in the deliverable D6.2 for each use case.  

3.1 USE-CASE: BMS.2 - INSIDER ATTACK ON THE FIRE SUPPRESSION 

SYSTEM 

3.1.1 Use case description and benefits from ANASTACIA framework 

The insider attacker tries to activate remotely a fire alarm connected to an IoT device. To execute the 
attack, the attacker sends a COAP message with the query of fire alarm activation towards the IPv6 address 
of the IoT device. Figure 2 shows the main operations performed by ANASTACIA components such as 
allowing IoT-device bootstrapping, secure bootstrapping, attack triggering, monitoring and reaction. The 
colours of lines indicate the different operations done. Moreover, these operations will be described in 
detail below. 

 

Figure 2. Use case deployment for BMS.2 

Thanks to the benefits of ANASTACIA architecture, an insider attacks cannot generate a fire alarm 
activation to force the evacuation of the building. Any actuation query must be authorized by the 
requested IoT device using a distributed capability-based technique called DCapBAC. This security-by-
design property acts as monitoring component in IoT-devices to enable the attack detection and alert 
notification, as demonstrated in this use case.  

Another advantage of the ANASTACIA architecture is the novel mitigation action based on the creation of a 
virtual honeynet emulating an IoT network to redirect the attack traffic for further analysis of the threat 
and avoid any damage in the real infrastructure of smart building. 
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The complete flow of BMS.2 use case is divided into 4 phases: 

1. Allow network authentication and device registration based on IoT bootstrapping technique and 
SDN traffic management.  

2. Insider attack sends a COAP message with an unauthorized actuation to a fire alarm wired to IoT 
device that uses distributed capability-based access control based on DCapBAC protocol to monitor 
and detect unauthorized actuation. 

3. Threat monitoring and reaction decision based on event correlation and mitigation actions that 
generates MSPL file with a XML-based language to define the reaction countermeasures. 

4. Deploy reaction countermeasures by security-orchestrator coordinating NFV controller and SDN 
controller: 

ï IoT honeynet deployment. 

ï Transparent traffic forwarding. 

In the next subsections, these different stages of the use case are described in detail. 

3.1.1.1 Complete flow of use case BMS.2 

3.1.1.1.1 Bootstrapping and Registration 

The first stage includes the bootstrapping and registration of an IoT device in the ANASTACIA framework to 
achieve network connectivity. Following the interactions shown in Figure 3, the network administrator 
must use the policy editor tool to define a policy rule for enabling the registration and deployment of new 
IoT devices based on bootstrapping PANA protocol. The policy editor provides a HSPL file with PANA traffic 
enablement to the policy interpreter translating the HSPL file (High Security Policy Level) to MSPL file 
(Medium Security Policy Level) shown in Figure 4. This MSPL file is sent to the Security Orchestrator in 
order to enforce the PANA traffic enablement in the ONOS SDN controller for the IoT network. Once the 
PANA traffic is allowed, any IoT device can start the bootstrapping process to be authenticated in the IoT 
network by the PANA Agent that informs to the IoT controller sending the device registration to the 
Security Orchestrator in order to request the data traffic enablement in SDN network for the new IoT 
device.  

 

Figure 3. Bootstrapping phase for BMS.2   
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Figure 4: MSPL policy for PANA traffic enablement for BMS.2 

The next figures show the data captured (logs and screens) of the ANASTACIA components (IoT device, 
PANA agent, IoT controller and Security Orchestrator) to perform the 3 main interactions for the network 
registration:  

1. Figure 5 shows that IoT-device (at the middle console) starts the bootstrapping process with PANA 
Agent (in the right console). 

 

 

Figure 5. Bootstrapping process for BMS.2 

2. Figure 6 shows that IoT-device (at the middle console) finished the bootstrapping process with 
PANA Agent (at the right console) sending a registration message to the IoT controller. 
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Figure 6. Network authentication completed for BMS.2 

3. Figure 7 shows that the Security Orchestrator (at the top-left console) receives the registration 
from IoT controller and generates a command to ONOS SDN controller (at the right side) to allow 
that the authenticated IoT device sends data traffic. For instance, ICMP messages are sending 
through SDN switches as shown at the bottom-left console. 

 

 

Figure 7. ONOS SDN controller allows data traffic from authenticated IoT device for BMS.2 

 

3.1.1.1.2 Attack triggering 

The second stage includes the execution of an attack script to send a query to an IoT device to request the 
fire alarm activation as shown in Figure 8. First, the attacker sends a COAP message including the fire alarm 
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activation with an invalid capability token. Before activating the fire alarm, the device verifies that the 
token is invalid and then the device sends a threat notification towards the IoT broker.  

 

Figure 8. Attack triggering for BMS.2 

The next figures show the data captured (logs and screens) from the attacker, IoT device and IoT broker to 
do the 2 main interactions of the threat detection:  

1. Figure 9 shows in the top console in the right side that the attacker sends the COAP request with a 
capability token. 

 

 

Figure 9. Token validation in IoT device for BMS.2 

 

2. Figure 10 shows in the middle console that IoT-device receives the COAP request and detects the 
invalid token and notifies the attack to the IoT-broker. 




















































































































