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PUBLIGUMMARY

According to the DoAthe scope of this deliverable is perfoimg the validation andevaluation of the
ANASTACIA integrated framework within the Test Cases and according to the methodology defined in T6.2.
The performance and the usability of the ANASTA&Pcases will be monitored and validatedifter the
validation of the Test Caseshe end users will evaluate thANATACIA performanamnd provide their
feedback regarding any optimizations and furtheprovementsto be performedin the secondcycle of
ANASTACIdevelopment

Concretelythis documentis focused onthe validation ofANASTACIAamework according tofour use

cases implemented(BMS.2, BMS.3, BMS.4 and MECE®)r each use case, it is provided a detailed
description of its implementation and thbenefits of ANASTACIA framework.isTdhescription includes
capture data (i.e. web interfaces and log consoles) from ANASTACIA components during the execution and
validation of the specific use case. Moreover, key performance indicators (KPIs) of ANASTO#ents

are been measured and reported according to TestCases defined in the deliverable D6.2 for each use
case.

Moreover, the document presents the resultstbe evaluation grformed by 65 endisersto be meant to

help the Consortium in the prigiization of functionalities and features to must lmproved To facilitate

the evaluation carried out by endsers, five videos have been providdthe videoshow theexecution of

the first release ointegrated ANASTACIA framework according to 4 different use cases in 2 application
domains:Building Management System (BMS) and Mobile Edge Computing (MEEditional, a video
shows the demonstration of seal management module that will be integrated in the rogxie of
ANASTACIA developmeiithe evaluation providesnd-users feedbackased ona questionnaire divided

into three parts:generalfeatures, specific operations of each implemented use case and related aspects of
DSPS Seal management.
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1 INTRODUCTION

1.1 AIMS OF THE DOCUMENT

This documenprovides the result of end-usersevaluation and validation ahe ANASTACIA framework.
The main aims are:

- to describe the use cases implemented and the benefits provided by ANASTACIA framework;

- to validate thetest cases defined in D6.2 werify the integration oANASTACIA components;

- to provide key performance indicators (KPIs) of ANASTACIA components;

- to provide the results of endusers feedback related tturther improvements during the second
cycle of ANASTALdevelopment

1.2 APPLICABLE AND REFEERREDOCUMENTS

This document refer® following documents:

DN} yid ! ANBSYSyld bctomppy YR IyySESa 6a5S5a0ONAL
D1.2 Userccentred Requirement Initial Analysis.

D1.3 Initial Architecture Design.

D6.1 InitialTechnical integration and validation Report.
D6.2 Initial Use cases implementation and tests Report.

=A =4 =4 =8 =4

1.3 REVISIONHISTORY

Version Date Author Description

V0.1 14/06/2018 Rafael MariiOding  ToCand Introduction

V0.2 02/10/2018 Rafael MarifOding  Description of BMS.2 Benefits from ANASTACIA

V0.3 05/10/2018 Rafael Marin (OdinS) Initial contents of BMS.3

V0.4 08/10/2018 Rafael MarifOding Initial contents of BM&.

V0.5 15/10/2018 DiegoRiveralMONT)  Descriptionof MEC.3+ Benefits from ANASTACIA

V0.6 17/10/2018 Rafael MarifOding  Questionnaireand Contextualization
Stefano Bianchi (SOF

V0.7 23/10/2018 Piotr Sobonski (UTRC Description of BMS.#4 Benefits from ANASTACIA

V0.8 29/10/2018 Rafael MariOding Description of BMS.+ Benefits from ANASTACIA

V0.9 31/10/2018 Rafael MarifOding Revision of testases and KPIs for BMS.2 and BMS.:

V0.10  7/11/2018 Rafael MariOding Revision of testases and KPIs for BMS.
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V0.11  14/11/2018 Rafael Marin@ding  Revision of testases and KPIs for MEC.3

V0.12  16/11/2018 l.Vaccari (CNR), First review phase
E.Cambiaso (CNR)

V0.13  12/12/2018 Rafael Marin (OdinS) Results of Endisers Evaluation in Section 3.5

V0.14  13/12/2018 |.Vaccari (CNR), Second review phase
E.Cambiaso (CNR)

1.4 ACRONYMS ANDEFINITIONS

Acronym Meaning

API Application Programming Interface

BMS Building Management Systems

CRUD Create/Retrieve/Update/Delete

DDoS Distributed Denial of Service attack

DoA Description of Action

DPO DataProtection Officer

DSPS Dynamic Security and Privacy Seal

FR Functional Requirement

GDPR General Data Protection Regulation

HSPL Highlevel Security Policy Language

loT Internet of Things

Kafka Message broker used in ANASTACIA framework to ewdlédifbuted communication betweer

components
KPIs Key Performance Indicators
MAS Mitigation Action Service
MEC Mobile Edge Computing / Muliccess Edge Computing

MSPL Medium-level Security Policy Language

MVP Minimum Viable Product

NFR NonFunctional Requirement
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NFV Network Function Virtualization
(OLVAS Open Virtual Switch

PI Policy Interpreter

PR Privacy Requirement

REST Representational State Transfer
SAS Security Alert Service

SEP Security Enforcement Plane
SDN Software DefinedNetwork

O Security Orchestrator

TRL Technology Readiness Level

TC TestCase

uc Use Case

UML Unified Modeling Language
VDSS Verdict Decision Support System
VID Virtualized Infrastructure Domain
VNF Virtual Network Function

XML eXtensible Markup.anguage

v
& NASTACIA
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2 CONTEXTUALIZATION
2.1 SCOPE

This document reports the validation and evaluatiohthe ANASTACI#amework that is able to take
autonomous decisions through the use of new networking technologies sucBo#tsvare Defined
Networking (SDN)and Network Function Virtualisation (NF\nd irtelligent and dynamic security
enforcement and monitoring methodologies and tools.

According tathe initial architecture desigas shown in Figure, ANASTACIA is envisioned as a framework
integrated on top of an IoT infrastructure where 0T devices, physical and virtual network elements interact
in the Data Plane. On top of that, the Control Plananages the computing, storage, and networking
resources in the Data Plane by leveraging SDN controllers, NFV orchestration platforms, and IoT controllers.
The Autonomic Plane includes the components that provide the ANASTACIA framework with its iogelligen
and dynamic behaviour. The Autonomic Plane can be divided into severglags, which carry out
specific activities:

1 Seal Management Plangrovides users with a rediime indicator of the overall security level.

9 User Plandncludes interfaces, apphtions and tools that help system administrators to manage the
0T platform through the ANASTACIA framework. For example, at this plane system admins are able to
edit the security policies that govern the underlying loT platform.

1 Monitoring plane. In thisprocess the monitoring information is extracted from the devices through
monitoring agents and according to the security controls interpreted from the security policy. In this
activity, the monitoring data is filtered and aggregated to carry out its aiglgnd the detection of
anomalies and threats.

1 Reaction plane In this process the detected anomalies are evaluated to design counter measures in
order to mitigate the effects of attacks and potential threats.

1 Security orchestration planeOnce the migation action has been designed, it is necessary to enforce
the controls specified within the security policies. To orchestrate the selected l0T/SDRASEY
security enablers, appropriate interactions with the relevant management modules are requitteg in
Security enforcement plane

4 SEAL MANAGEMENT PLANE USER PLANE

Seal Manager

Monitoring Security
and Policy

Verdicts Data

Monitoring and Reaction
Plane

Policy set-up.

Security
Policy -
&

Reactions

Monitoring
Data

S3UIBPINS JUBLIAC[2A3P 21RAJOS 2IND2S
ASU2BURUOD pUR BU|[2POW 351 AJRALG

Security Enforcement Plane

Figurel. Initial design of ANASTACIA architecture
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2.2 BEND-USERS

As indicated in the DoA, part of the activities of task3Ti6cluded the evaluation of ANASTACIA framework
with potential endusers and stakeholder$he context of use of the main services which will be included in
the ANASTACIA framework potentially inelsdseveral different user categories, all copingddferent
levels with security and privacy issues:

SW developers

IoT architects/developers

SDN architects/developers

NFV architect/developers

Security managers

Solution integrators

Chief Security Officer (CSO)

Chief Technology Officer (CTO)

Chief Informatbn Officer (CIO)

Chief Information and Security Officer (CISO)

Mobile Edge Computing/Multi Access Edge Computing (MEC) stakeholders
Building Management System (BMS) stakeholders

System / Network administrators

Security professionals/consultants

Lawyers

GDPRassociated actors (e.g. Data Protection Officer, Data Processor, Data Controller, etc.)

= =4 =4 =8 -8 -8 88 ofofoaoa s oa o o

2.2.1Interviews

In particularthe evaluation waperformed by65 different usersin order togather meaningful feedbacks
shownin thefollowing lig.

Alejandro Perez Mende&écurity Researcher, JISC UK)

Christos lliouRrivacy andGecurity Researcher, CERTH)

José Luis Herndndez RamBs\acy andecurity Researcher, JRC)
Ana Maria Garcia Lopegd(ution integréor in BMS and Eneregfficiency, ENGER)
Sotiris KoussourisqT Systems Managespuite5 Ltd)

Daniela MikelilpT developerSingularLogjc

Ramon Sanchez Iborra (10T researchiechnische Universitat Berjin
Djamel Eddine BensalemFVresearcher, Aalto University)

Diego Leonel Cadette Dutra (Professor of Mobile Systems, Federal University of Rio de
Janeiro (UFRJ), Brazil)

10. Ibrahim Afolabi §DNdeveloper Aalto University)

11. Oscar NovoSeniorsecurityresearcherfricsson

12. Thu Le PhartloT developer, UTRC)

13. Teo Virta loT researchefricssop

14. TejaswinDarure (0T SW developer, UTRC)

15. WION AdrienSecurityresearcher, Telecom ParisTech)

16. EhsarEbrahimi(loT researcher, Thales)

17. Agathe Blaisel@T researchell.IP6)

18. KevinPhemiugloT researcherThales SIG GTS)

19. Naresh YarlapatiganegtoT developer, UTRC)

20. Walid BOUMEZHEBW developerComNet Departmentialto University)
21. Christian MelchiorréloTResearch Team Lead&ofteco Sismat

22. Wiktor Buclek (loT developer, UTRC)

=

OWeNoGhWN
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23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

37

42

48

Mauro Porrati(SonicWall CSSEESSA, Senior ICT Solution Archit®gafteco Sismat
Marcello Torchio (IoT developer, UTRC)

Pedro J. FernAnd¢3DMNFVresearcher, Wdiversity of Murcia

RUBEN RICASANCHEBDNNFV researchel)NIVERSITY OF THE WEST OF SCPTLAND
Olivia DOl T ®curity researcher, Archimede Solutigns

Juan Antonio Martinez Navarro (0T security researcher, Odin Solutions)
Emilia Evéquoz (10T security researcher, Archimede Solutiony SARL
Alejandro Gonzalez Jimén&l(Ndeveloper University oMurcia)

Zakaria laaroussiqT ®curity researcher, Ericsson)

Dan Garcia (loT security researcher, Odin Solutions)

Pedro Gonzalez (SW developer, University of Murcia)

Kazi Wali UllalloT curity researcher, Ericsson)

Jorge Gallego (loT SW developdnjversity of Murcia)

MarcoBoero(Head of Research & Innovatiddofteco Sismat

. Ana Hermosilla (Big Data research&Building Management Systetdniversity of Murcia
38.
39.
40.
41.

Mai Hoang Long (SW developer, Montimage)

Javier Ramirez de la Pinta (0T research&€$

MOSCA GIOVANNI (Research & Innovation Business DeveloBofeatp Sismat)
Huu Nghia Nguyen (IoT researcher, Montimage)

. Antonio AlvarezI0T pojects manager, ATOS)
43.
44,
45,
46.
47,

GIANNI VIAN@Head of Technology Solutior&pfteco Sismat)

Ana Cavalli (lo$ecurity researcher, Montimage)

Adrian Arroyo PérezlqT developerATOS Research and Innovajion
JAVIERPASTORALINDQ SW developer, University of Murcia)
Pasquale Annicchino (IoT Security researcheahimede Solutions

. Vinh Hoa La (SW develop®&tontimage)
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.

Jeremy Davis (SW developBevice Gateway

Beatriz GallegiNicasio Crespo (IoT developer, ATOS)
Michael HazaifloT Security researchddevice Gateway

Anna Brekine (Security researchitandat Internationa)

Niki Kontoe (Software Engine&iBITECH)

Francesco Malandrino (Software developer, CNR)

Edgardo Montesdeoca (I0T researcher, Montimage)

David Rojo AntongSecurityresearchengineer ATO$

Luong NguyelloT researcher, Montimage)

Gustavo GonzaletSecurity researcher, AT®8search &novation
Bernard SantoudoT Security researcheMandat International
Pascal BissofioT researchefThales SIX GTS France

Mario Ferdinando Faiel&W developer, ATOS)

Danae Vergef{iSoftware Engineer, UBITECH

Francesco De Ro$®T researcheevice Gateway

Hristo KoshutansKioT researcherAtos Research & Innovatipn
Petros Mantos (loT Developer, UBITECH)

The results ofthe feedback collecteérom theseend-usersare presentedin Section3.5to be consideredn
the second cycle of ANASTACIA developmmdoteover,a table withall answergrovided by eneusers are
included in the Annexe |
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3 BEND-USErR EVALUATION OF ANASTACIA FRAMEWORK
VALIDATEBCCORDING TdSECASES

This sectiorreports thevalidation andend-user evaluation oANASTACI#ameworkcorresponding tdhe
four usecases implemented For each use casd, is provideda detailed description ats implementation
and the benefits of ANASTACIA frameworke @bscription subsectionincludes capture datai.é. web
interfaces and log consolg$rom ANASTACIA components during eecution and validation of the
specific use caseMoreover, key performance indicater (KPIs)of ANASTACIA componerdse been
measured and reported according to the testsesdefined in the deliverable D6f2r eachuse case.

3.1 USseCASE BMS.2 - INSIDERATTACK ON THERE SUPPRESSION
SYSTEM

3.1.1Use case descriptioand benefits from ANASTACIA framework

The insider attacker tries to activate remotely a fire alarm connected to an loT deviaxetuate the

attack the attacker sends a COAP message with the query of fire alarm activation towards the IPv6 address
of the loT deviceFigure 2showsthe mainoperations performed by ANASTACIA componestsh as
allowing loFdevice bootstrapping, secureootstrapping, attack triggering, monitoring and reaction. The
colours of lines indicate the different operations done. Moreover, these operatighse described in

detail below.

1. Allow loT Device Bootstrapping loT device
2. Bootstrapping

Policy
Editor
Tool

Policy
Interpreter

Security 7 3. Attack
Orchestrator Triggering

5. Reaction

loT honeynet

Broker
Cooja Simulator

4. Monitoring

loT

Incident
nciden Controller

Detector

Processor

Figure2. Use case deploymerfor BMS.2

Thanks to thebenefits of ANASTACIA architecture, an insider attacks cannot generate a fire alarm
activation to force the evacuation of the building. Any actuation query must be authorized by the
requested 0T device using a distributed capabbiged echnique called DCapBAC. This secijty
design property acts as monitorirgbmponentin loT-devices to enable the attack detection and alert
notification, as demonstrated in this use case.

Another advantage of the ANASTACIA architecture is the novigatioh action based on the creation of a
virtual honeynet emulatingan 10T network to redirect the attack traffic for further analysis of the threat
and avoid any damage in the real infrastructure of smart building.
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The complete flow of BMS.2 use casdiigded into4 phases:

1. Allow network authentication and device registration based on |oT bootstrapping technique and
SDNraffic management

2. Insider attack sends a COAP message with an unauthorized actuatidiireécaéarm wired to loT
devicethat usesdistributed capabilitypased access control based on DCapBAC protocol to monitor
and detect unauthorized actuation.

3. Threat monitoring and eaction decisionbased on event correlation and mitigation actiothet
generates MSPL file withXMLEbased languagto define the reaction countermeasures

4. Deploy reactioncountermeasures by securityrchestrator coordinating NFV controller and SDN
controller:

T 10T honeynet deployment.
T Transparent traffic forwarding.

In the next subsectionshese different stages ohe use case are describaddetail

3.1.1.1Complete flow of use casBMS.2

3.1.1.1.1 Bootstrapping and Registration

The first stage includes thmootstrapping and registration of an loT device in the ANASTACIA framework to
achieve network connectivity-ollowing theinteractions shown inFigure 3, the network administrator
mustuse the policy editor tool taefine a policy ruldor enabling the registration and deployment of new
0T devices based on bootstrappiRNA protocolThe pdicy editor provides a HSPL fileth PANA traffic
enablementto the policy interpretertranslaing the HSPL fil€High Security Polickeve) to MSPL file
(Medium Security Policy Level) shown in Figure 4. This MSR& digmt tothe SecurityOrchestratorin
order to enforce the PANA traffic enablement in the ONOS SDN controller for the 10T ne®var&.the
PANA traffic is allowediny loT device can start the bootstrapping process to be authenticated in the loT
network by the PANA Agent thamforms to the IoT controllersendingthe device registration to the
Security Orchestrator in order to request the data traffic enablemi@nSDN networkor the new loT
device.

b. Allow PANA
Traffic MSPL

c. Allow
PANA Traffic

1, Allow loT Device Bootstrapping

Policy
Interpreter

loT Device
Security | \)

Orchestrator ,
(i

2. Bootstrapping

a. Allow PANA
Traffic HSPL

d. loT
Registration

loT
Controller

Figure3. Bootstrapping phasdor BMS.2
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Authorise access

>authorise_access</
>PANA traffic</

PANA Traffic

>PANA_agent</

Against
PANA Server

Figure4: MSPL policy for PANA traffic enableméior BMS.2

The next figures show the data captured (logs and screens) of the ANASTACIA components (IoT device,
PANA agent, 10T controller and Security Orchestrator) to perform the 3 main interactions for the network
registration:
1. Figure5 showsthat loT-device(at the middle console}tarts the bootstrapping process with PANA
Agent(in the right consolg

Archivo Editar Ver Buscar Terminal Ayuda Archivo Editar Ver Buscar Terminal Ayuda Archivo  Editar Ver Buscar Terminal Solspas Ayuda
Ttype" “string” * dgdrc\ arcLa-Systen Prcu.c( Name - /PR 2 | PANA Agent © CoAP Client Test o

“value® “IoT_node”
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Copyright (C) 2011 Pedr
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This 1s Free software
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) Chip info database from MSP430 dll v3 3.1 4 Copy
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Sngwatar® locsiho This Server 15 runntng by the grace of God with the help of the men
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}
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“contextElement” {
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“viue" j2088 120 1710 40,0 0.5°
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“value® *26 46"

~
=
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1 Starting Bootstr "]
1 before process_WAIT

Event 136

PCI timercounter O | state O | exptred®Cl 1
“statuscode” {
code” 200
reasoaPhrase’ “oK"
}
1

e ot ; |OT-deVice starts
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I PCT attemot 0
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Figure5. Bootstrapping proces$or BMS.2

2. Figure6 shows that loTdevice (at the middle console) finished the bootstrapping process with
PANA Ageniaf the right console) sending a registration message to the 10T controller.
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\ Network authentication
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Figure6. Network authentication completedor BMS.2

3. Figure7 shows that the Security Orchestrator (at the topleft console)receives the registration
from 10T controller andyenerates a command to ONOS SDN contr¢diethe right sideYo allow
that the authenticated I0T device sendsta traffic Forinstance ICMP messageare sending
through SDN switchess showrat the bottomHeft console

ONOS - Mozilla Firefox

000c1c98ec7fIb00 (11 %total%) O + Er“u.m-

SearchBy v

%title_flows%of

woTATEn  weackersw MOURATION WPRIOTY e wsuscronn

o@@gwwwgma

Figure7. ONOS SDN controlletlaws data traffic from authenticated loT devicéor BMS.2

3.1.1.1.2 Attack triggering

Thesecondstage includes thexecutionof an attack scriptto send a query to atoT deviceto request the
fire alarm activatioras shown irHgure 8. First, the attacker sends a COAP message including the fire alarm
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activation with an invalid capability token Bebre activating the fire alarm, the deviogerifies that the
token is invalid and then the device sends a threat notification towards the 10T broker.

Figure8. Attack triggeringfor BMS.2

The next figures show the data captured (logs and screens) frorattaeker,loT deviceandloT broker to
do the 2 main interactions of the thredetection
1. Figure9 showsin the top console in the right side that the attacker settts COAP requestith a
capability token.

Figure9. Token validation in loT devicér BMS.2

2. Figure 10 shows in the middé®nsole that lodevice receives the COAP request and detects the
invalid token and notifies the attack to the kofoker.
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