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PUBLIC SUMMARY

Several projects have tried to address the need to enable trustable ICT deployments, however, the
normative framework for security and personal data protection is evolving. New obligations are emerging
from the recently adopted European General Data Protection Regulation (GDPR), with higher requirements
and obligations for data controllers, as well as for data processors.

In parallel, 1ISO standards on IT security, privacy and Information management systems are increasingly
becoming market requirements. Existing seals are generally focused either on security or on privacy, but
not both. Moreover, they are usually based on two separate models:

e Either ISO standard based certification of products and information management systems, such as
ISO 17065 and ISO 27021, relaying on human audit and assessment;

e Or purely system based monitoring of security, such as anti-virus applications, which are often
designed independently from any standard.

Given the importance of the GDPR and ISO standards, ANASTACIA intends to combine them with real time
monitoring of deployed systems, including a quantitative and qualitative run-time evaluation of the quality
of security and privacy risks, which can be easily understood and controlled by the final users.

The Dynamic Security and Privacy Seal (DSPS) aims to generate a novel approach to IT security and privacy
certification which combines the certainty and trustworthiness of conventional certification schemes with
constant surveillance through real time dynamic monitoring (ANASTACIA) of the certified system. The DSPS
will seek to be an accessible and informative resource. It will introduce encryption and verification
mechanisms as additional trust-enhancing measures which will guarantee end-to-end security of the
information that is presented as part of the Seal. Finally, it will seek to empower the end-user by enabling
independent validation of the (current and) historic track record of the sealed system, which will be made
available through an innovative blockchain solution to provide the highest possible level confidence on the
genuine and authenticated nature of the seal.

“Certification and labelling processes are usually based on system evaluation by human experts at a given
period of time. The seal or label is then generated at a given period of time to certify a certain level of trust
and reliability attached to the targeted solution or system deployment. The rapid evolution of security
landscape and threat may turn supposedly reliable certified systems into vulnerable ones. ANASTACIA aims
to combine such conventional certification model, with dynamic monitoring in order to inform the end-user
of any change in the trust level.”(European Commission, 2016, p. 154).

The DSPS aims to provide a holistic solution to privacy and security certification, addressing both the
organizational and technical requirements enshrined by the GDPR through the implementation of a two-
step process by which: 1) an initial certification examines both the privacy and security elements of both
the product or system and the organizational policies and mechanisms that surround its implementation to
ensure compliance with the most relevant ISO standards and regulations; and 2) ANASTACIA provides
constant monitoring and reaction capabilities which are then used to update the DSPS, which will not only
provide advanced trust-enhancing and information functionalities to its users, but will also serve as a
surveillance solution, to inform both the client and the certification authority of variations and potential
threats to the sealed system.

The current deliverable performs the initial research, design and analysis of the DSPS Model, aiming to:

1) Combine conventional certification schemes with real time dynamic monitoring
2) Addressing the new European General Data Protection Regulation
3) Modelling a secured and authenticated dynamic seal system as a service.
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Furthermore, it sets the roadmap to be followed by future ANASTACIA WPS5 activities and provides
necessary recommendations, requirements and complementary considerations to facilitate their research
efforts.
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1 INTRODUCTION

1.1 AIMS OF THE DOCUMENT

This document is prepared in the context of ANASTACIA Work Package 5 — Dynamic Security and Privacy
Seal, which is focused on the research and development of the dynamic security and privacy seal,
combining security and privacy standards and real-time monitoring. Its work is structured in three
complementary tasks.

This deliverable will focus on the first of these tasks, particularly as relates to researching, analysing and
designing an innovative model of Dynamic Security and Privacy Seal. It will attempt to combine the most
relevant obligations from the new European General Data Protection Regulation, the relevant ISO norms
(such as ISO/IEC 27001, ISO/IEC 27018:2014, ISO/IEC 15408, ISO/IEC 29100, etc.), together with real time
monitoring of deployed systems, including a quantitative and qualitative run-time evaluation of the quality
of security and privacy risks, which can be easily understood and controlled by the final users.

A clearly specified Dynamic Security and Privacy Seal Model is the expected outcome of this document.

1.2 APPLICABLE AND REFERENCE DOCUMENTS

This document refers to the following documents:

e  Grant Agreement — Number 731558 - ANASTACIA
e ANASTACIA Deliverable 1.2 User centred requirements initial analysis
e ANASTACIA Deliverable 1.3 Initial Architecture Design

1.3 REVISION HISTORY

Version Date Description

1.0 12/22/2017 Adrian Quesada Final version of the deliverable
Rodriguez

0.99 12/12/2017  Adrian Quesada Final draft for peer review
Rodriguez

0.95 11/12/2017  Sébastien Ziegler, Final internal review

Eunah Kim, Ana
Maria Pacheco

Huamani

0.94 10/12/2017  Adrian Quesada Final document proofreading and styling
Rodriguez

0.92 9/12/2017 Mythili Menon Updated and reviewed Chapter 4

0.9 8/12/2017 Adrian Quesada Updated Initial Sealing Process, expanded definitions
Rodriguez and cross-references

0.87 4/12/2017 Matteo Filipponi  Technical comments / clarifications
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0.86 1/12/2017 Cédric Crettaz Review of draft and completion of requirements
0.85 27/11/2017 Adrian Quesada First draft for internal review
Rodriguez
0.8 22/11/2017 Adrian Quesada First draft compiled for presentation in Anastacia
Rodriguez General Meeting (Athens)
0.7 16/11/2017  Adrian Quesada Graphics and figures added
Rodriguez
0.6 1/11/2017 Sebastien Ziegler  Architectural framework defined
0.5 18/10/2017  Mythili  Menon, First draft of Synthetic model
Bojana Bajic
0.4 30/9/2017 Adrian Quesada Formal requirements identified
Rodriguez,
Cédric Crettaz
0.2 15/9/2017 Adrian Quesada Identification of legal/technical environment
Rodriguez
0.1 4/8/2017 Adrian Quesada Initial document outline and structure
Rodriguez,
Sébastien Ziegler,
Ana Maria
Pacheco
Huamani, Eunah
Kim

Y’ o)
X A
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1.4 TERMS AND DEFINITIONS

1. Audit: This refers to a systematic, independent and documented process for obtaining audit
evidence [records, statements of fact or other information which are relevant and verifiable] and
evaluating it objectively to determine the extent to which the audit criteria (including policies,
procedures or other requirements) are fulfilled. (International Organization for Standardization,
2011b)

2. Certification: This Refers to the provision by an independent body of written assurance (a seal or
certificate) that the product, service or system in question meets specific requirements.

3. Cybersecurity: This refers to the preservation of confidentiality, integrity and availability of
information in the Cyberspace (wherein cyberspace refers to a complex environment resulting from
the interaction of people, software and services on the internet by means of technology devices
and networks connected to it.

4. End-User: Any user of the DSPS or the DSPS GUI who accesses the platform or makes use of any of
its services without being assigned any special privilege by the system.

5. Information security management systems: This refers to a systematic approach to managing
sensitive company information so that it remains secure. It includes people, processes and IT
systems by applying a risk management process. (International Organization for Standardization,
2013).

6. Internet of Things: loT has been defined as a global infrastructure for the information society,
enabling advanced services by interconnecting (physical and virtual) things based on existing and
evolving interoperable information and communication technologies. (International
Telecommunications Union, 2012a).

7. IT security: Information Technology Security, also known as IT Security, is the process of
implementing measures and systems designed to securely protect and safeguard information
(business and personal data, voice conversations, still images, motion pictures, multimedia
presentations, including those not yet conceived) utilizing various forms of technology developed
to create, store, use and exchange such information against any unauthorized access, misuse,
malfunction, modification, destruction, or improper disclosure, thereby preserving the value,
confidentiality, integrity, availability, intended use and its ability to perform their permitted critical
functions. (www.sans.org)

8. Personal data: Personal data shall mean any information relating to an identified or identifiable
natural person ('Data Subject'); an identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or more factors specific
to his physical, physiological, mental, economic, cultural or social identity. (EU Data Protection
Directive (95/46/EC))

9. Privacy impact assessment: A privacy impact assessment is an instrument for assessing the
potential impacts on privacy of a process, information system, programme, software module,
device or other initiative which processes personally identifiable information and, in consultation
with stakeholders, for taking actions as necessary in order to treat privacy risk. (ISO)

10. Privileged End-User: Any user of the DSPS or the DSPS GUI who accesses the platform or makes use
of any of its services and is granted special privileges by the system due to being: a) properly
identified / authenticated by the DSPS system; and b) having been granted special operational or
administrative privileges by the DSPS administrator due to his/her functional relationship with
ANASTACIA, the DSPS and/or any one of the 10T/CPS deployments being monitored.
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1.5 LIST OF ACRONYMS

Acronym Meaning
API Application Programming Interface
CPS Cyber-Physical System
DDoS Distributed Denial of Service
DoS /DDoS Denial of Service / Distributed Denial of Service
ENISA European Union Agency for Network and Information Security
ETSI European Telecommunications Standards Institute
GDPR General Data Protection Regulation
GUI Graphical User Interphase
HSPL High-level Security Policy Language
ICT Information and Communication Technologies
loT Internet of Things
ITU International Telecommunications Union
MSPL Medium-level Security Policy Language
NIST National Institute of Standards and Technology
PDP Personal Data Protection
Pl Personally Identifiable Information
sMmi Seal Manager Metadata Interface
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2 METHODOLOGY AND APPROACH

An exhaustive and comprehensive analysis process was carried out towards designing the synthetic DSPS
model presented in this deliverable. This was supported by continuous feedback received from the partners
involved in upcoming ANASTACIA WP5 tasks (5.2 and 5.3). The analysis methodology implemented for the
design of the DSPS model was focused on the successive completion of the five main goals:

1) Performing an initial identification of the legal framework and technical environment which will
surround and determine the DSPS:

Initial research efforts pursued a broad-ranging examination of regional and national
legislation which could be of relevance to the DSPS'. These efforts led to the identification
of specific dispositions in the GDPR, elDAS regulation, e-privacy directive and swiss
regulations® which should shape the DSPS’s approach to personal data protection and
security certification and to the design of the seal itself.
A similar process was followed in the case of technical standards: Following a sweeping
examination of standards and recommendations by ISO, ITU, ENISA, NIST and other bodies
related to the 1oT/CPS ecosystema; several standards were identified as having the

' The following normative sources were considered by this initial research effort:
e European Law
o EU Charter of Fundamental Rights (2000/C 364/01)
Treaty on European Union
Treaty on the Functioning of the European Union 2012/C 326/01
General Data Protection Regulation (GDPR)
Directive 2002/58/EC (ePrivacy Directive)
Directive 2016/1148 (NIS Directive)
Regulation on Electronic Identification and Trust Services for Electronic Transactions in the Internal
Market (EIDAS Regulation)
e Swiss Law
o Federal Act on Data Protection (FADP)
o Ordinance to the Federal Act on Data Protection (OFADP)
o Ordinance on Data Protection Certification
? This deliverable examines Swiss regulations along European regulations in consideration of the location of the
partners involved in ANASTACIA tasks 5.2 and 5.3. By doing so, it aims to address any possible additional requirements
that might be of relevance if an eventual implementation of the DSPS architecture were to take place in Switzerland.
> As part of the research process for the development of this deliverable, the following technical sources were
examined:
e |SO Standards
o ISO/IEC 15408:2009 Security techniques -- Evaluation criteria for IT security
o ISO/IEC 17030:2003 Conformity assessment — General requirements for third-party marks of
conformity
o ISO/IEC 18045:2005 Security techniques -- Methodology for IT security evaluation
ISO/IEC 24760:2016 Security techniques -- A framework for identity management
o ISO/IEC 27000:2016 Security techniques -- Information security management systems -- Overview
and vocabulary
o ISO/IEC 27001:2013 Security techniques -- Information security management systems --
Requirements
ISO/IEC 27002:2013 Security techniques -- Code of practice for information security controls
ISO/IEC 29100:2011 Security techniques -- Privacy framework
ISO/IEC 29101:2013 Security techniques -- Privacy architecture framework
ISO/IEC 29134:2017 Security techniques — Guidelines for privacy impact assessment
o ISO/IEC 29190:2015 Security techniques -- Privacy capability assessment model
e ITU Recommendations
o ITU-T X.805 (10/2003) Security Architecture for Systems providing end-to-end communications

o O O O O O

O

O O O O
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potential to support the synthetic DSPS model or to further define the DSPS architecture
that should be developed and implemented.

2) Generating a comparative analysis of the two models that are traditionally used for monitoring and
certification of an IT system:

This goal aimed, in first place, to examine both the ISO standard based certification models
(and the human audit and assessment processes they require) and the live monitoring
systems utilized in IT for monitoring of diverse security threats (antivirus, antimalware,
etc.). Upon the observations gathered from this process, a comparative analysis aimed at
defining the most desirable traits from each model took place. This to shape the theoretical
basis for the development of a DSPS model which synthesized these desirable elements
into a holistic solution.

3) Modelling a synthetic model for the DSPS:

o

O 0O 0O 0O O O O

o

ITU-T X.810 (11/1995) Security frameworks for open systems: Overview

ITU-T X.816 (11/1995) Security frameworks for open systems: Security audit and alarms framework
ITU-T X.1056 (01/2009) Security incident management guidelines for telecommunications
organizations

ITU-T X.1171 (02/2009) Threats and requirements for protection of personally identifiable
information in applications using tag-based identification

ITU-T X.1205 (04/2008) Overview of cybersecurity

ITU-T X.1206 (04/2008) A vendor-neutral framework for automatic notification of security related
information and dissemination of updates

ITU-T X.1208 (01/2014) A cybersecurity indicator of risk to enhance confidence and security in the
use of telecommunication/information and communication technologies

ITU-T X.1209 (12/2010) Capabilities and their context scenarios for cybersecurity information sharing
and exchange

ITU-T X.1311 (02/2011) Security framework for ubiquitous sensor networks

ITU-T X.1312 (02/2011) Ubiquitous sensor network middleware security guidelines

ITU-T X.1313 (10/2012) Security requirements for wireless sensor network routing

ITU-T X.1314 (11/2014) Security requirements and framework of ubiquitous networking

ITU-T Y.2060 (06/2012) Overview of the Internet of things

ITU-T Y¥.2201 (09/2009) Requirements and capabilities for ITU-T NGN

ITU-T Y.3051 (03/2017) The basic principles of trusted environment in information and
communication technology infrastructure

ITU-T Y.3052 (03/2017) Overview of trust provisioning for information and communication
technology infrastructures and services

ITU-T Y.4050 (07/2012) Terms and definitions for the Internet of things

ITU-T Y.4100 (06/2014) Common requirements of the Internet of Things

ITU-T Y.4101 (04/2014) Common requirements and capabilities of a gateway for Internet of things
applications

ITU-T Y.4401 (03/2015) Functional framework and capabilities of the Internet of Things

e  ETSI Standards

o

o

ETSI TR 103 304 - CYBER; Personally Identifiable Information (PIl) Protection in mobile and cloud
services
ETSI TR 103 305 - CYBER; Critical Security Controls for Effective Cyber Defence

e  NIST Standards and Frameworks

o

O O O O O O O O O

Framework for Improving Critical Infrastructure Cybersecurity

NIST IR 7628 R1 - Cybersecurity for Smart Grid Systems

NIST IR 8062 - An introduction to privacy engineering and risk management in federal systems

NIST IR 8114 - Lightweight Encryption

NIST SP 800-53 R4 - Security and Privacy Controls for Federal Information Systems and Organizations
NIST SP 800-82 - Guide to Industrial Control Systems (ICS) Security

NIST SP 800-122 - Guide to Protecting the Confidentiality of Personally Identifiable Information (PII)
NIST SP 800-147 - Hardware Roots of Trust

NIST SP 800-150 - Cyber Threat Information Sharing

NIST SP 800-161 - Supply Chain Risk Management
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Having structured the theoretical requirements of the DSPS, research focused on
developing the baseline functionalities, requirements and processes that should be
introduced to the Seal. The minimum functionalities expanded the elements previewed by
ANASTACIAs Grant Agreement; guiding principles were identified to help implement the
Seal; and an example of potential application and use of the DSPS was developed to further
explain the potential implementation of a hybrid model in a business practice. Finally, the
goal focused on the specification of the foreseen interactions between ANASTACIA, the
DSPS and the end-user.

4) Identifying the architectural requirements and associated considerations for the DSPS:
Next, research focused on identifying requirements and considerations for the foreseen
architecture of the DSPS. Based upon the sources identified throughout the first goal, a set
of requirements and associated considerations (aimed at clarifying and facilitating the
design and implementation work of ANASTACIA Tasks 5.2 and 5.3) were generated for the
DSPS API/Agent, the secure connections, the DSPS Servers and Core Blockchain Network,
and the GUI. Lastly the Personal Data Protection requirements developed by ANASTACIA
deliverable 1.3 were further specified and the most relevant architectural elements for
each requirement were noted.

5) Detailing the architectural elements that will support the DSPS upon implementation
The last goal that was addressed by this research focused on clearly characterizing how
each architectural element should work in relation to the rest of the DSPS System. This task
involved divergent research on specific topics which will be relevant for further designing a
functional DSPS (Such as research on viable APl models, data formatting standards and
potentially viable blockchain enablers currently on the market).

Upon completion of these goals, the deliverable underwent several internal review phases aimed at
determining the technical feasibility of the proposed model which generated various iterations of the
synthetic model and foreseen architecture. The results of this process led to the expected outcome of Task
5.1: a clearly specified Dynamic Security and Privacy Seal Model.
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3 DYNAMIC SECURITY AND PRIVACY SEAL CONTEXT AND CONCEPT

The following section will present the fundamental concept and challenges of a Dynamic Security and
Privacy Seal, which will be then complemented by a study of the applicable normative and technical
frameworks which will define and determine the conditions for its future implementation. Finally, some
conclusions will be drafted in order to identify the relevance of each source to the diverse elements of the
seal and its foreseen architecture.

3.1 FUNDAMENTAL SEAL CONCEPT AND CHALLENGES

The Dynamic Security and Privacy Seal® aims to generate a novel approach to IT security and privacy
certification which combines the certainty and trustworthiness of conventional certification schemes with
constant surveillance through real time dynamic monitoring (ANASTACIA) of the certified system. The DSPS
will seek to be an accessible and informative resource. It will introduce encryption and verification
mechanisms as additional trust-enhancing measures which will guarantee end-to-end security of the
information that is presented as part of the Seal. Finally, it will seek to empower the end-user by enabling
independent validation of the (current and) historic track record of the sealed system, which will be made
available through an innovative blockchain solution to provide the highest possible level confidence on the
genuine and authenticated nature of the seal.

“Certification and labelling processes are usually based on system evaluation by human experts at a given
period of time. The seal or label is then generated at a given period of time to certify a certain level of trust
and reliability attached to the targeted solution or system deployment. The rapid evolution of security
landscape and threat may turn supposedly reliable certified systems into vulnerable ones. ANASTACIA aims
to combine such conventional certification model, with dynamic monitoring in order to inform the end-user
of any change in the trust level.”(European Commission, 2016, p. 154).

The DSPS aims to provide a holistic solution to privacy and security certification, addressing both the
organizational and technical requirements enshrined by the GDPR through the implementation of a two-
step process by which: 1) an initial certification examines both the privacy and security elements of both
the product or system and the organizational policies and mechanisms that surround its implementation to
ensure compliance with the most relevant ISO standards and regulations; and 2) ANASTACIA provides
constant monitoring and reaction capabilities which are then used to generate the DSPS, which will not
only provide advanced trust-enhancing and information functionalities to its users, but will also serve as a
surveillance solution, to inform both the client and the certification authority (DSPS Sealing Committee) of
variations and potential threats to the sealed system”.

In the greater context of the ANASTACIA framework, the Dynamic Security and Privacy Seal (DSPS) is
fundamentally a trust-enhancing tool. It is aimed to ease end-user (both public and private) interaction with
ANASTACIA while contributing to expand their awareness of the effectiveness of the technical measures
implemented within the system to ensure compliance with the relevant security and personal data
protection requirements.

The DSPS will leverage the information provided by ANASTACIA to certify the status and trustworthiness of
a deployed system in real-time. It will interact with ANASTACIA’s Security Monitoring and Reaction layers to
retrieve information on attacks and countermeasures, and then describe the quality of the security and
privacy to the end-user through a dedicated, adaptive web interface and a dynamic/real time graphical

* “The outcome of a successful certification (process) is a certificate (thus a document, and/or a seal, that attests that
the applicant organisation meets the requirements (substantive and procedural) specified in the certification scheme,
and provided in technical standards or legislation”(ENISA, 2017, p. 10).

® Enabling immediate reactions from both the client and the Sealing Committee in order to ensure that all
organizational requirements and controls (e.g.: Privacy Impact Assessments and the implementation of risk
management policies) have been carried out as required by the seriousness of the threat.
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representation of the status of the monitored system (as for its compliancy with defined security and
privacy policies) along with an explanatory legend for the different possible scenarios (e.g. green, yellow,
orange, red).

In addition to these functionalities the DSPS will reflect not only the instantaneous state of the deployed
system, but will also include a repository in which the system’s status history and reliability changes over
time will be stored, along with 1) causes (e.g. detected threats and related device/topology information
and 2) actions (e.g. mitigation plans and modification in device/topology configurations). Finally, it will
provide a reporting functionality capable of generating reports on 1) detected attacks, 2) affected items, 3)
defined mitigation plans, 4) implemented mitigation actions and 5) potential privacy breaches.®

As noted in Figure 1, the DSPS aims to position itself as a tool that generates trust in the deployed system
by: a) integrating privacy and security information and requirements; and b) introducing a novel, hybrid
certification model that overcomes the challenges found in traditional, human-based audit and certification
models (such as the one depicted in the standards of the International Standardization Organization)
through the introduction of permanent, machine-based real time monitoring (as implemented by system
security and anti-virus software) and reporting.

Audit and Certification Model

Dynamic Privacy ol
and Security Seal E
Real Time Monitoring Model

-

Figure 1 DSPS perspective in its context

®See WP1 T1.2 User centred requirements initial analysis page 60.
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Effectively, the DSPS aims to introduce a synthetic model (see infra section 5.1) to address the problems
and limitations found in both traditional security audit/certification models and real-time monitoring
models that examine a system’s protection of user privacy and system security; including:

e Traditional audit schemes are resource intensive; human-based audits are expensive and time-
consuming as they usually require an auditor to manually perform all the checks to determine the
stability and security of a system. In contrast, real time monitoring models do not depend on
human verification.

e Traditional certification models are unable to provide real-time assessment and verification of a
system’s compliance with the audit requirements; they are based on the scheduled performance of
audits, which leaves great voids in between every re-certification, thus opening the possibility of
unsupervised events affecting end-user privacy/security, thus decreasing trust in the deployed
systems. Real time monitoring provides a continuous stream of information on the system,
however is unable to analyse all the potential variables and organizational/human context that
conditions the system.

e Traditional certification models are reactive, not proactive; they incentivize limited transparency
and openness as audit and stability data is only analysed every so often. Furthermore, given the
potential impact of security and data breaches, organizations are less willing to immediately
disclose the current state of an affected system, which could lead to continued usage of a
vulnerable platform by unsuspecting users.

e The goals of privacy measures can be different from those adopted by security measures and no
automated system is able to perfectly monitor either set of requirements. Personal data protection
regulations introduce privacy-enhancing measures which not only have a different aim (the
protection of data subject’s rights) but are also heavily focused on the organizational context of the
processing activities rather than the technical controls that are often the focus of security
measures. The measurement and control of privacy-related organizational activities is highly
problematic an automated system, for this reason traditional certification is the go-to solution for
determining compliance with PDP regulations. On the other hand, examination of compliance with
security norms could be more easily implemented by an automated system (as they are usually
aimed to ensure system stability and availability), however organizational, environmental and
human considerations require more traditional approaches to audit/certification.

The main challenges found by the DSPS lie in finding the correct balance between these approaches,
particularly as relates to:

1) Developing a synthetic model capable of certifying both privacy and security while accounting for
the measurement and reaction capabilities of ANASTACIA.

2) ldeating an innovative logging mechanism capable of securing the historic records of the seal while
providing real time counterfeit protection.

3) Maximizing end-user integration into this process, enabling independent data verification and
validation

To clearly specify a model that is capable of addressing these challenges, a clear understanding of the
normative and technical environment that surrounds it must be obtained. The following sections will
introduce a series of norms, standards, recommendations and publications which will be considered
throughout this deliverable and that will shape both the synthetic DSPS model and the requirements and
specifications of the architecture that will support its implementation.

3.2 NORMATIVE ENVIRONMENT

Given the DSPS aims to examine and certify the status of Personal Data and Security protections
implemented in a system, its design and infrastructure must be tailored to meet the specific normative
dispositions that are defined by the European Legal framework, where these topics have been touched
upon by diverse instruments, namely:
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3.2.1 European General Data Protection Regulation (GDPR)

One of the most important normative element to be considered by the DSPS is the General Data Protection
Regulation (European Parliament & European Council, 2016), which was signed in 2016 as a successor to
Directive 95/46/EC aimed to prevent disparities between Member States in terms of procedures and
sanctions and to generally harmonize personal data protection in the European Union.

Among its key features, the GDPR enshrines a number of guiding principles and dispositions that are to be
implemented whenever Personal Data is compiled, stored, processed, disclosed or otherwise handled.
Namely the principles of Lawfulness; Fairness; Transparency; Purpose limitation, Data minimisation;
Accuracy; Storage limitation; Integrity; and Accountability. Additionally the GDPR explores the
requirements for consent; details the requirements for processing personal data regarding underage
persons and for processing special categories of data; sets out obligations towards the facilitation of
exercise of the data subject’s rights of information, access to personal data, rectification and erasure;
enables the data subject to restrict processing of his data under certain circumstances, detailing processes
for objection and seeks to protect the individual vis-a-vis automated decision-making mechanisms; creates
the requirement of data portability; adopts the Data Protection by design and by default approach; sets
specific requirements for Data Controllers and Processors; calls for the collection of records of processing
activities and for auditing to be implemented; establishes general requirements regarding security of
processing; calls upon the generation and implementation of Data Protection Impact Assessments; and sets
out the rules to be implemented when dealing with transfers of personal data to countries outside the
Union and those which do not ensure equivalent levels of protection to personal information.

A number of requirements that are particularly relevant to the DSPS have been identified in section 6.7 and
should be carefully examined throughout the development and implementation of ANASTACIA tasks 5.2
and 5.3. Furthermore, it is important to remember that the GDRP includes specific dispositions (Art. 25 and
Recital 78) to include the principles of privacy by design and by default (hereinafter “PbD”) to the European
Normative Framework for Personal Data Protection. This concept’ should be permanently considered by
the implementation teams as they further develop the DSPS, as it requires the adoption of measures aimed
to minimise the processing of personal data, pseudonymising personal data as soon as possible, enabling
the data subject to monitor the data processing, ensuring that by default only the necessary personal data
are processed, and preventing the disclosure of Pll to an indefinite number of natural persons.

Finally, article 42 of the GDPR makes express dispositions on data protection seals, where it states that:

7 Originally postulated by Dr. Ann Cavoukian (Cavoukian, 2011) as being comprised of the following foundational
principles:

1) Proactive not reactive; preventative not remedial: the PbD approach aims to anticipate and prevent privacy
invasive events (and possible affectations to the rights of data subjects) instead of reacting (and trying to remediate)
them.

2) Privacy as the default setting: Privacy enhancing settings and technologies are enabled by default, not requiring
further intervention by the end-user, thus ensuring their automatic protection from privacy invasive events.

3) Privacy embedded into design: Privacy considerations come as a fundamental pillar to be considered and supported
throughout the design of any process or system and not as an afterthought.

4) Full Functionality — positive-sum, not zero-sum: The perspective considers that it’s possible to find a balance
between all legitimate interests and objectives, and to enhance the functionality of the system without introducing
any drawbacks.

5) End-to-end security — full lifecycle protection: Personal data is protected by the approach even before collection,
and continues doing so through the collection, processing and deletion processes through the adoption of strong
technical and organisational security measures.

6) Visibility and transparency — keep it open: The approach aims to generate and enhance user trust in the
system/business/process through enhanced transparency mechanism and openness to all interested parties.

7) Respect for user privacy: the interests of data subjects are of paramount importance to this approach, as is enabling
the participation and empowerment of end-users in the determination and control over the processing of their data.
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“ 1. The Member States, the supervisory authorities, the Board and the Commission shall
encourage, in particular at Union level, the establishment of data protection certification
mechanisms and of data protection seals and marks, for the purpose of demonstrating
compliance with this Regulation of processing operations by controllers and processors.
The specific needs of micro, small and medium-sized enterprises shall be taken into
account.

2. In addition to adherence by controllers or processors subject to this Regulation, data
protection certification mechanisms, seals or marks approved pursuant to paragraph 5
of this Article may be established for the purpose of demonstrating the existence of
appropriate safeguards provided by controllers or processors that are not subject to this
Regulation pursuant to Article 3 within the framework of personal data transfers to third
countries or international organisations under the terms referred to in point (f) of Article
46(2). Such controllers or processors shall make binding and enforceable commitments,
via contractual or other legally binding instruments, to apply those appropriate
safeguards, including with regard to the rights of data subjects.

3. The certification shall be voluntary and available via a process that is transparent.

4. A certification pursuant to this Article does not reduce the responsibility of the
controller or the processor for compliance with this Regulation and is without prejudice
to the tasks and powers of the supervisory authorities which are competent pursuant to
Article 55 or 56.

5. A certification pursuant to this Article shall be issued by the certification bodies
referred to in Article 43 or by the competent supervisory authority, on the basis of
criteria approved by that competent supervisory authority pursuant to Article 58(3) or by
the Board pursuant to Article 63. Where the criteria are approved by the Board, this may
result in a common certification, the European Data Protection Seal.

6. The controller or processor which submits its processing to the certification
mechanism shall provide the Certification Body referred to in Article 43, or where
applicable, the competent supervisory authority, with all information and access to its
processing activities which are necessary to conduct the certification procedure.

7. Certification shall be issued to a controller or processor for a maximum period of three
years and may be renewed, under the same conditions, provided that the relevant
requirements continue to be met. Certification shall be withdrawn, as applicable, by the
certification bodies referred to in Article 43 or by the competent supervisory authority
where the requirements for the certification are not or are no longer met.

8. The Board shall collate all certification mechanisms and data protection seals and
marks in a register and shall make them publicly available by any appropriate
means.”(European Parliament & European Council, 2016)

At the moment of preparation of the current deliverable, the specific characteristics of the certification
mechanism defined by the GDPR is still unclear®, however it is recommended that the DSPS is aligned with
the European Data Protection Seal and that the certification body exemplified in section 5.2.3 complies

% On this topic consider the Recommendations on European Data Protection Certification developed by ENISA, which
recognize that “GDPR provisions on certification also introduce a number of challenges that relate to the
interpretation of provisions and the terminology, the disposal of different accreditation models, the consistency of
benchmarks and approval procedures by competent authorities and connected questions of mutual recognition and
harmonization at a national and European level.” (ENISA, 2017, p. 06).
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with the specific requirements to be met by accredited certification bodies under GDPR Article 43,
particularly:

“(a) demonstrated their independence and expertise in relation to the subject-matter of
the certification to the satisfaction of the competent supervisory authority;

(b) undertaken to respect the criteria referred to in Article 42(5) and approved by the
supervisory authority which is competent pursuant to Article 55 or 56 or by the Board
pursuant to Article 63;

(c) established procedures for the issuing, periodic review and withdrawal of data
protection certification, seals and marks;

(d) established procedures and structures to handle complaints about infringements of
the certification or the manner in which the certification has been, or is being,
implemented by the controller or processor, and to make those procedures and
structures transparent to data subjects and the public; and

(e) demonstrated, to the satisfaction of the competent supervisory authority, that their
tasks and duties do not result in a conflict of interests.”(European Parliament &
European Council, 2016, pp. 59, 60)

The criteria and methodology to be developed by Task 5.2 for the initial sealing process detailed in infra
section 5.2.3 should be aligned (particularly as pertains to the initial verification of the data protection
measures of the system that is to be sealed) with whichever specific dispositions, methodologies and
criteria developed in the future by relevant authorities in addition or compliance with articles 42 and 43 of
the GDPR. Finally, the implementation teams of Task 5.2 and 5.3 should examine the convenience of
pursuing the European Data Protection Seal for the DSPS architecture® towards generating trust in the way
the platform handles personal data.

3.2.2 Regulation on Electronic Identification and Trust Services for
Electronic Transactions in the Internal Market (EIDAS Regulation)

This regulation serves as a basis for an European internal market for electronic trust services “namely
electronic signatures, electronic seals, time stamp, electronic delivery service and website
authentication”(Kirova, 2016). It defines the concept of electronic seal as “data in electronic form, which is
created by a qualified electronic seal creation device, and that is based on a qualified certificate for
electronic seal”(European Council, 2014), and according to Article 35, the legal effects of electronic seals
relate to their legal effect and admissibility as evidence in judicial proceedings; the generation of a
presumption of integrity of the data and correctness of the origin of the linked data; and recognition across
the Union. Along this definition, it is noteworthy that the regulation considers a trust service as “the
creation, verification, and validation of electronic signatures, electronic seals or electronic time stamps {...)
or the preservation of electronic signatures, seals or certificates related to those services” (European
Council, 2014).

The requirements for advanced electronic seals are set by article 36, which states:
“An advanced electronic seal shall meet the following requirements:

(a) it is uniquely linked to the creator of the seal;

(b) it is capable of identifying the creator of the seal;

(c) it is created using electronic seal creation data that the creator of the seal can, with a high level of
confidence under its control, use for electronic seal creation; and

(d) it is linked to the data to which it relates in such a way that any subsequent change in the data is
detectable.”(European Council, 2014)

° And consider the need to recommending the same certification is obtained for other ANASTACIA elements.
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Finally, Attachment Il introduces the elements that must be contained by qualified certificates for
electronic seals, namely:

(a) “an indication, at least in a form suitable for automated processing, that the certificate has been
issued as a qualified certificate for electronic seal;

(b) a set of data unambiguously representing the qualified trust service provider issuing the qualified
certificates including at least the Member State in which that provider is established and:
- for alegal person: the name and, where applicable, registration number as stated in the official

records,

- for a natural person: the person’s name;

(c) at least the name of the creator of the seal and, where applicable, registration number as stated in
the official records;

(d) electronic seal validation data, which corresponds to the electronic seal creation data;

(e) details of the beginning and end of the certificate’s period of validity;

(f) the certificate identity code, which must be unique for the qualified trust service provider;

(g) the advanced electronic signature or advanced electronic seal of the issuing qualified trust service
provider;

(h) the location where the certificate supporting the advanced electronic signature or advanced
electronic seal referred to in point (g) is available free of charge;

(i) the location of the services that can be used to enquire as to the validity status of the qualified
certificate;

(j) where the electronic seal creation data related to the electronic seal validation data is located in a
qualified electronic seal creation device, an appropriate indication of this, at least in a form suitable
for automated processing.”(European Council, 2014, Annex Il1).

These requirements, along with the relevant dispositions of Articles 29-34 of this regulation (pertaining the
qualified electronic seal creation devices and the validation and preservation of qualified electronic seals as
defined by Articles 39 and 40) shall be introduced to the DSPS requirements found in Section 5.2.1 of this
deliverable. Additionally, efforts shall be made by the implementation team to ensure the tools and
mechanisms developed throughout ANASTACIA tasks 5.2 and 5.3 comply with any remaining dispositions of
the elDAS Regulation that might be of application (such as Articles 10, 15 and 19), and that before the
services are provided to the public, all necessary steps are taken to ensure the recognition of the DSPS as a
qualified trust service and to obtain the necessary EU trust mark.

3.2.3 Directive on privacy and electronic communications (e-privacy

directive)

Aimed at maximizing the protection of privacy in the electronic communications sector, the Directive is
relevant as relates to the possible implementation of a verification and validation mechanism through the
GUI. Particularly as recital 24 states that “Terminal equipment of users of electronic communications
networks and any information stored on such equipment are part of the private sphere of the users”
(European Parliament & European Council, 2009), and requires that any program installed on such
equipment to be based on legitimate purposes. This is further expanded by Recital 25, which states that
these legitimate purposes include the provision of information society services, and as such “their use
should be allowed on condition that users are provided with clear and precise information (...) so as to
ensure that users are made aware of information being placed on the terminal equipment they are using”
(European Parliament & European Council, 2009). Additionally, the recital requires that the user is given the
right to refuse, and that any information is provided in a user-friendly manner.

The contents of these recitals are reinstated in Article 5.3, which reads:

“Member States shall ensure that the use of electronic communications networks to
store information or to gain access to information stored in the terminal equipment of a
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subscriber or user is only allowed on condition that the subscriber or user concerned is
provided with clear and comprehensive information in accordance with Directive
95/46/EC, inter alia about the purposes of the processing, and is offered the right to
refuse such processing by the data controller. This shall not prevent any technical
storage or access for the sole purpose of carrying out or facilitating the transmission of a
communication over an electronic communications network, or as strictly necessary in
order to provide an information society service explicitly requested by the subscriber or
user.” (European Parliament & European Council, 2009).

The requirements set by this directive will be particularly relevant to the design and implementation of the
GUl-based blockchain verification/validation web-app defined in sections 5.3.3; 6.4; and 7.4 of this
deliverable, and for this reason they should be carefully examined and addressed throughout the
development of ANASTACIA task 5.3.

3.2.4 Swiss Federal Act on Data Protection (FADP)

Aiming to provide a general framework for Personal Data Protection for Switzerland™ (Federal Assembly of
the Swiss Confederation, 1992), the Federal Act on Data Protection extends the protection of private
persons provided by the Swiss Civil Code and aims to “maintain good data file practice, and the facilitation
of international data exchange by providing a comparable level of protection”(Federal Data Protection and
Information Commissioner, 2017). It is further enriched by the Ordinance to the Federal Act on Data
Protection (Swiss Federal Council, 1993) which aims to complement its dispositions by introducing specific
considerations and administrative clarifications to its various sections.

The dispositions found in this regulation shall directly inform the Personal Data Protection Requirements
found in Section 6.7 of this deliverable, and shall inform the work of the implementation teams of
ANASTACIA tasks 5.2 and 5.3 towards ensuring that any architectural element installed in (or provided
from) Switzerland complies with local legal requirements on personal data protection.

3.2.5 Swiss Ordinance on Data Protection Certification

The Ordinance on Data Protection Certification (Swiss Federal Council, 2007) aims to regulate the
accredited organizations which provide certification services to systems, procedures and organizations on
privacy and data protection in Switzerland. It introduces the requirement of accreditation for certification
organizations; enables certification of data processing procedures for which an organization is responsible;
products; and individual, separately definable data processing procedures. Additionally, it recognizes the
possibility of certifying the policy, documentation and organizational and technical measures involved in
these procedures; and introduces sanctions to be imposed in case of detection of irregularities in the
supervisory activities.

In the context of the DSPS, the ordinance might be of relevance in support of the synthetic model,
particularly as relates to the initial certification process developed in section 5.2.3, which might benefit
from an eventual certification under Swiss law. For this reason, it is recommended that the implementation
teams of ANASTACIA Task 5.2 and 5.3 analyse the potential benefits of such a certification in the context of
the actual measurements that can be provided by WP4 and the extent to which the initial human-based
certification is developed in the future.

1% On the relevance of Switzerland for this deliverable, see supra note 2.
11
Idem.
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3.3 TECHNICAL ENVIRONMENT

In conjunction with the normative framework, a number of Technical Standards, Recommendations and
Publications have been identified as potentially relevant for the design and technical specification of the
DSPS, including but not limited to:

3.3.1 ISO/IEC Standards

3.3.1.1 ISO/IEC 15408:2009 Security techniques -- Evaluation criteria for IT security

The standard details a general methodology for IT evaluation, by which assets and threats that constitute a
Security Target are identified and then the IT countermeasures implemented to ensure the protection of
the assets are evaluated (Target of Evaluation). The evaluation model is presented in a way by which an
evaluator will be able to identify and assess many Security Assurance Requirements. The standard has 3
parts, which establish “the general concepts and principles of IT security evaluation and provides a
description of the organization of components throughout the model.”(International Organization for
Standardization, 2014); “define the content and presentation of the security functional requirements to be
assessed in a security evaluation using ISO/IEC 15408”(International Organization for Standardization,
2011a); and examine “the assurance requirements of the evaluation criteria.”(International Organization
for Standardization, 2008).

The requirements detailed in this standard should inform ANASTACIA Task 5.2 in the creation of the specific
criteria to be introduced to the initial sealing process and should also be used to benchmark the security of
the DSPS architecture developed throughout ANASTACIA Tasks 5.2 and 5.3.

3.3.1.2 ISO/IEC 17030:2003 Conformity assessment — General requirements for

third-party marks of conformity

Of prime relevance for the design of the Seal, ISO/IEC 17030:2003 introduces the general requirements for
designing, issuing and using third-party marks of conformity. Section 4 and 5 of this standard state a
number of actions that must be undertaken towards ensuring the protection of the mark of conformity,
maintenance of the trust to be provided by the mark and the prevention of counterfeit.
The relevant parts of these sections read as follows:

“q.1 The owner of a third-party mark of conformity shall be responsible for protecting

the mark legally against unauthorized use.

4.2 The owner and/or issuer of the third-party mark of conformity shall

a) have rules governing the use of the third-party mark of conformity,

b) take measures to minimize misunderstandings and lack of clarity regarding the third-

party mark of conformity that could lead to a reduction in its effectiveness,

c¢) have rules to ensure that the third-party mark of conformity and any accompanying

information are not misleading and take action against their use in a misleading way,

d) have measures to protect and monitor the use of the third-party mark of conformity,

e) take actions to resolve misuses of the third-party mark of conformity, including

withdrawal of the mark or appropriate legal action, and

f) take action on and keep a record of all complaints relating to the use of the third-party

mark of conformity.” (International Organization for Standardization, 2003, p. 2)

And
“5.1 The design of the third-party mark of conformity, or accompanying or publicly
available information, shall identify the issuer and the aspects covered by the mark (e.g.
safety, environmental, performance, ethics) in a way that avoids any potential
misunderstanding. A third-party mark of conformity should be so designed as to
minimize the risk of counterfeiting or other forms of misuse.
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5.2 A third-party mark of conformity may be accompanied by additional information to
make the meaning of the mark more clearly understood. Such information shall not be
misleading and should be in a language understood by the intended recipients.
NOTE It is preferable to use symbols that are universally understandable rather than
descriptive words.
5.3 A third-party mark of conformity shall be traceable back to the specified
requirements to which the object of conformity assessment conforms.”(International
Organization for Standardization, 2003, p. 2)
The requirements introduced by this standard must be carefully considered in parallel with the principles
identified by section 5.2.2 of this deliverable, as they will be fundamental for the final design and
protection of the Seal by ANASTACIA tasks 5.2 and 5.3.

3.3.1.3 ISO/IEC 17065:2012 Conformity assessment -- Requirements for bodies
certifying products, processes and services

Which “contains requirements for the competence, consistent operation and impartiality of product, process
and service certification bodies”(International Organization for Standardization, 2012b) As such, its
contents have been considered in the design of the sealing process detailed in infra section 5.2.3 and
should continue to be considered by ANASTACIA task 5.2 as it further defines the model.

3.3.1.4 ISO/IEC 18045:2005 Security techniques -- Methodology for IT security
evaluation

A clear methodology for IT Security evaluation is fundamental for the initial certification involved in the
development of any IT security seal. This standard “specifies the minimum actions to be performed by an
evaluator in order to conduct an ISO/IEC 15408 evaluation, using the criteria and evaluation evidence
defined in ISO/IEC 15408.” (International Organization for Standardization, 2008b). In this context, ISO/IEC
18045 should inform ANASTACIA Task 5.2’s efforts towards the determination of the methodology for the
human-based security evaluation that is to be carried out as part of the initial sealing process (detailed in
infra section 5.2.3) of the synthetic model defined by this deliverable.

3.3.1.5ISO/IEC 27000:2016 Security techniques -- Information security
management systems -- Overview and vocabulary

This fundamental standard provides the “foundation for understanding relevant dispositions of the ISO/IEC
27000 family of standards, as well as a guide to identify other potentially relevant standards”(International
Organization for Standardization, 2016) as it includes relevant terminology and an overview of the
Information Security Management Systems. No requirements are found in this Standard given its
introductory and general nature, however it should inform future ANASTACIA WP5 tasks, particularly as a
contextual support to other standards in its family.

3.3.1.6 ISO/IEC 27001:2013 Security techniques -- Information security
management systems -- Requirements

This international standard enables the integration of information security management within
organizational management. It “specifies the requirements for establishing, implementing, maintaining and
continually improving an information security management system within the context of the organization. It
also includes requirements for the assessment and treatment of information security risks tailored to the
needs of the organization.” (International Organization for Standardization, 2013a).
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As such, this standard requires performance of information security risks assessments at planned intervals
or when significant changes to the system take place, along with the requirement of retaining relevant
information on such changes and the results of the assessments; calls for the evaluation of information
security performance though the implementation of internal audits, managerial decisions on the range of
elements to be monitored, and timely reviews of policies; and seeks the improvement of the systems
through the implementation of corrective actions based upon the vulnerabilities found through the risk
assessments.

The contents of ISO/IEC 27001 should be considered by ANASTACIA Tasks 5.2 and 5.3 in order to ensure
that the organizational and managerial elements related to the DSPS (including but not limited to those
pictured in supra section 3.2) are designed and implemented in a secure manner, which does not
compromise the technical and architectural mechanisms that have been designed in this deliverable and
will continue to be defined/implemented by their respective teams.

3.3.1.7 ISO/IEC 29100:2011 Security techniques -- Privacy framework

This standard “provides a privacy framework which specifies a common privacy terminology; defines the
actors and their roles in processing personally identifiable information (Pll); describes privacy safeguarding
considerations; and provides references to known privacy principles for information technology.”
(International Organization for Standardization, 2011b). As such, it complements the requirements
introduced by the relevant legal framework and provides a set of principles to be considered by the ISO/IEC
27000 family of standards. The contents of this standard shall inform the personal data protection criteria
to be generated in support of the initial sealing process (see infra section 3) and should continue to be
considered by ANASTACIA Tasks 5.2 and 5.3 when implementing infra section 6.7 thorough the DSPS
architecture.

3.3.1.8 ISO/IEC 29190:2015 Security techniques -- Privacy capability assessment
model

Of high relevance due to its focus on assessment efficiency and effectiveness of privacy-related processes
in organizations, this international standard “specifies steps in assessing processes to determine privacy
capability, specifies a set of levels for privacy capability assessment, provides guidance on the key process
areas against which privacy capability can be assessed, provides guidance for those implementing process
assessment, and provides guidance on how to integrate the privacy capability assessment into
organizations operations.” (International Organization for Standardization, 2015). Its contents should be
considered by ANASTACIA tasks 5.2 in its efforts towards further specification of the initial sealing process
exemplified by infra section 5.2.3.

3.3.1.9 ISO/IEC 40500:2012 (W3C) Information technology -- W3C Web Content
Accessibility Guidelines (WCAG) 2.0

Originally developed by the Accessibility Guidelines Working Group of the World Wide Web Consortium
(W3) to guide efforts towards the generation of accessible web contents, this standard “covers a wide
range of recommendations for making Web content more accessible. Following these guidelines will make
content accessible to a wider range of people with disabilities, including blindness and low vision, deafness
and hearing loss, learning disabilities, cognitive limitations, limited movement, speech disabilities, photo-
sensitivity and combinations of these.”(International Organization for Standardization, 2012a).

The specific considerations introduced by this standard shall guide future Anastacia WP5 activities related
to the front end of the DSPS platform and are relevant to this document as guiding elements to the
definition of formal requirements to be implemented by the GUI and other end-user accessible elements.
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3.3.2 ITU-T Standards

3.3.2.1 ITU-T X.1208 (01/2014) A cybersecurity indicator of risk to enhance
confidence and security in the use of telecommunication/information and
communication technologies

“Recommendation ITU-T X.1208 describes a methodology for organizations to use cybersecurity indicators
when computing a risk measure and it provides a list of potential cybersecurity indicators.”(International
Telecommunications Union, 2014a). It's relevance for this deliverable is mainly contextual, as at this point it
is yet unclear how many of the proposed indicators could be implemented with the data provided by
ANASTACIA. For this reason, it is recommended that ANASTACIA Task 5.2 explores the possibility of
gathering the required measurements from the information provided by WP4 and that Task 5.3 considers
all or some of these indicators in any future efforts aimed at expanding the functionalities available to
privileged end-users through the DSPS GUI.

3.3.2.2 ITU-T Y.2060 (06/2012) Overview of the Internet of things

This recommendation is of very high relevance to ANASTACIA due to its relation to the subject and the
provision of both high-level requirements and of reference models, it “provides an overview of the Internet
of things (loT). It clarifies the concept and scope of the IoT, identifies the fundamental characteristics and
high-level requirements of the IoT and describes the loT reference model. The ecosystem and business
models are also provided in an informative appendix.”(International Telecommunications Union, 2012a).
Additionally, it is especially well known for providing a definition of Internet of Things as “a global
infrastructure for the information society, enabling advanced services by interconnecting (physical and
virtual) things based on existing and evolving interoperable information and communication
technologies”(International Telecommunications Union, 2012a, p. 1). In the context of the DSPS, this
recommendation should be a fundamental contextual piece of information to be considered by all future
WP5 tasks.

3.3.2.3 ITU-T Y.3051 (03/2017) The basic principles of trusted environment in
information and communication technology infrastructure

“This Recommendation is devoted to the issue of creating trusted environment in ICT infrastructure
providing information and communication services. The Recommendation provides the definition, common
requirements, and the basic principles of creating trusted environment.”(International Telecommunications
Union, 2017a) It is of relevance to our project as it provides the fundamental elements to develop a trusted
environment that will enable loT applications and the project’s services, which have been considered
multiple times thorough this deliverable and should continue to guide the work of ANASTACIA Tasks 5.2
and 5.3.

3.3.2.4 ITU-T Y.3052 (03/2017) Overview of trust provisioning for information and
communication technology infrastructures and services

Trust is fundamental to ICT; this recommendation addresses this issue and grants an overview of the
evaluation process required to ensure users of the trustworthiness of the services. This recommendation
“introduces necessity of trust to cope with potential risks due to lack of trust. (...) From the general concept
of trust, the key characteristics of trust are described. In addition, the trust relationship model and trust
evaluation based on the conceptual model of trust provisioning are introduced. Finally, it describes trust
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provisioning processes in ICT infrastructures and services.”(International Telecommunications Union,
2017b).

The recommendation recognizes that “Trust is a concept that can cover security and privacy. Security is
considered to be the technological aspects, while privacy is considered to be the user aspects. By utilizing
security and privacy mechanisms, trust can be realized in ICT infrastructures and services”(International
Telecommunications Union, 2017b, p. 12). This relates directly to the goals of the DSPS to address both
security and privacy while expanding on the basic trust-provisioning model found in the recommendation.
As such, its contents are of special relevance to section 5 of this deliverable and should be considered by
future WPS5 tasks aimed towards further specifying the synthetic model that has been drafted therein.

3.3.2.5 ITU-T Y.4050 (07/2012) Terms and definitions for the Internet of things

Recommendation ITU-T Y.4050/Y.2069 “specifies the terms and definitions relevant to the Internet of things
(loT) from an ITU-T perspective, in order to clarify the Internet of things and loT-related
activities.”(International Telecommunications Union, 2012b), as such it presents an important set of
contextual information that must be considered by this and future WP5 deliverables.

3.3.2.6 ITU-T Y.4100 (06/2014) Common requirements of the Internet of Things

Recommendation ITU-T Y.4100 “builds on the overview of lIoT (Recommendation ITU-T Y.2060), developing
the common requirements based on general use cases of the loT and the IoT actors and taking into account
important areas of consideration from a requirement perspective.” (International Telecommunications
Union, 2014c) and generally calls for the implementation of secure, trusted and privacy protected
communication, data management and service provision capabilities; the integration of security policies
and techniques as required in order to ensure a consistent security control over the variety of devices and
user networks in loT(International Telecommunications Union, 2014b, p. 13); and the support of security
audits in loT applications are to be transparent, transparent and reproducible) for data transmission,
storage, processing and application access. (International Telecommunications Union, 2014b, p. 13).
These requirements have been considered in the design of the DSPS Architectural Requirements and
Considerations found in infra section 6.

3.3.3 ETSI Standards

3.3.3.1ETSI TR 103 304 - CYBER; Personally Identifiable Information (Pll)
Protection in mobile and cloud services

This document “proposes a number of scenarios focusing on today's ICT and develops an analysis of possible
threats related to Pll in mobile and cloud based services (...) to consolidate a general framework, in line with
regulation, and international standards, on top of which technical solutions for Pll protection can be
developed”(European Telecommunications Standards Institute, 2016). As such, its contents (particularly
those related to threats to Pll) should be further considered by ANASTACIA Task 5.2 when developing the
personal data protection criteria and methodology to be implemented as part of the Initial Sealing Process.

3.3.3.2 ETSI TR 103 305 - CYBER; Critical Security Controls for Effective Cyber
Defence

This fundamental reference document presents a collection of twenty fundamental security controls which
are “an effective and specific set of technical measures available to detect, prevent, respond and mitigate
damage from the most common to the most advanced”(European Telecommunications Standards Institute,
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2015, p. 4) attacks. As such, this collection will also serve to identify the security safeguards to be
implemented by the DSPS infrastructure.

3.3.4 NIST Standards

3.3.4.1 NIST SP 800-53 R4 - Security and Privacy Controls for Federal Information
Systems and Organizations

This publication introduces a catalogue of both technical and organizational security requirements which
address “security from both a functionality perspective (the strength of security functions and mechanisms
provided) and an assurance perspective (the measures of confidence in the implemented security
capability).”(Joint Task Force Transformation Initiative, 2013). The control elements available in this
catalogue possess a high level of detail which should provide additional supporting information to
ANASTACIA Task 5.2's efforts towards the identification of security and privacy criteria to be examined
through the Initial Sealing Process.

3.3.4.2 NIST SP 800-122 - Guide to Protecting the Confidentiality of Personally
Identifiable Information (Pll)

This publication adopts a risk-based approach to present the methods for determining Pl confidentiality
impact levels of potential breaches, the available safeguards and the methods for responding to incidents
involving PIl. (McCallister, Grance, & Scarfone, 2010). It recommends the minimization of the use, collection
and retention of Pll; the conduction of privacy impact assessments; the introduction of de-identification
and anonymization techniques for personal information; and the implementation of specific set of NIST SP
800-53 R4 security controls, which it recharacterizes under the Pll perspective. In this context, the value of
this publication is similar to that given to NIST SP 800-53 R4 in its possible application for further clarifying
the criteria to be developed by Task 5.2.

3.4 OVERVIEW OF POTENTIAL APPLICABILITY OF THESE SOURCES IN THE
DSPS

As noted in the previous section, the normative and technical environment that surrounds the DSPS is wide
and varied. Despite sharing a same origin, the sources detailed above might have widely different
objectives. Conversely, legal and technical sources might have similar focuses regardless of their varying
approaches. Despite their broad range, in the specific context of the DSPS (and the wider schedul