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PUBLIGUMMARY

ANASTACIK developinga holistic frameworKseeFigurel) for the assessment of security and privacy in
complexICTloT architecturesand Cyber Physic&ystems(CPS)using Sfiware Defined Networks (SDN) and
Network Function Virtualization (NFV) technologies (along with 10T controllers) to ensure the overall security
of monitored systems, taking into account privacy constraints derived from the General Data Protection
Regulatbn (GDPR) and other relevant regulations, standards and best practices.

- e FRAMEWORK

ANASTACIA

|

|

[l Security development paradigm

|

|
I Distributed trust and security
: components and enablers
|
|
|

‘-——————————-

Holistic Dynamic Security and
Privacy Seal (DSPS)

Figurel. ANASTACIA framework

\

This deliverable contains the result of tfieal analysis and reviewf the usercentred functional and non
functional requirements for theproposesANASTACIA frameworkhe associated activities complement
those which delivered D1.2 by duly consider{sgeFigure2) the output of development activities (WP2,
WP3, WP4, WP5), integration processes (WP6) and validation/evaluation phases (with feedback from end
users, EC/reviewers and Innovation Advisory Board).
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Figure2. Requirement elicitatiorand reviewprocess
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1 INTRODUCTION

1.1 AIMS OF THE DOCUMENT

Thisdocumen& G NIl d FNRBY (Uc&CeNted Refuiteinens IfitialAnaipsis iftRide the final
version ofthe functional and noffunctionalrequirements.The main aims are:

1
T

T

T

to verify andreview validity applicabilityand coveragef the requirements identified in D1,.2

to integrate requirements identified in D1.2 with new ones obtained after the review of the results
of the first validationand evaluation phase and derive actionable input for the finalization of both
methodological and technical results

to integrate requirements identified in D1.2 with new ones emerging from input from the Innovation
Advisor Board (IAB) and from the reviewgiAdditional Technical Review and Key Innovations
identified), as well as from theNB a4 dz0 YAGGSR 5cdH aLYyAGAFET ! &S
w S LJ2 (Mdiificationagainst the updated use cages

to leverage the update of requirements to derive actibfehints for the prendustrialization phase

of technical results and make the takp of the delivered ANASTACIA framework easier and more
appealing for exploitation purposgs

to revamp and assesaccordinglyservicesand functionalitieghat the project will designdeliver,
integrate and validate

to provide indication for the finalization of therchitecture design

1.2 APPLICABLE AND REMEREDOCUMENTS

This document refers to the following documents:

B R W I Rl T I I B I B B B Bl BB B |

A~ >

DN} yi ! ANBSYSY(l bcTOMPRWIARYR2FYYOHEHSZ2Yéd6d5S4a
D1.1 Holistic Security Context Analysis (CNR, M6)

D1.2 UseiCentred Requirement Initial Analysis (SOFT, M6)

D7.1 Initial Dissemination, Standardization and Outreach Strategy Plan (AALTO, M6)
D7.2 Initial Exploitation and Dakdanagement Plan (SOFT, M6)

D1.3 Initial Architecture Design (ATOS, M9)

D2.1 Policypased Definition and Policy for Orchestration Initial Report (UMU, M12)
D5.1 Dynamic Security and Privacy Seal Model Analysis Report (MAND, M24 RESUBM.)
D2.2 Attack Threat8nalysis and Contingency Actions Initial Report (CNR, M14)

D6.1 Initial Technical Integration and Validation Report (UBITECH, M14)

D3.1 Initial Security Enforcement Manager Report (UMU, M15)

D2.3 Privacy Risk Modelling and Contingency Initial Report (MMANE),

D3.2 Initial Security Orchestrator Report (AALTO, M18)

D6.2 Initial Use Cases Implementation and Tests Reports (UTRC, M24 RESUBM.)
D2.4 Secure Software Development Guidelines Initial Report (ATOS, M18)

D7.3 First Period Dissemination, Standardizagind Outreach Report (AALTO, M18)
D8.1 1st Periodic Report (SOFT, M18)

D3.3 Initial Security Enforcement Enablers Report (THALES, M19)

D4.1 Initial Monitoring Component Services Implementation Report (MONT, M20)
D6.3 Initial EndUser Validation and Evaluan Report (M22 AMENDED)

D4.2 Initial Reaction Component Services Implementation Report (CNR, M22)

D2.5 Policypased Definition and Policy for Orchestration Final Report (UMU, M24)
D4.3 Initial Agents Development Report (UTRC, M24)

D5.2 Dynamic Security diPrivacy Seal Monitoring Service (AS, M24)
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1 D2.6 Attack Threats Analysis and Contingency Actions Final Report (CNR, M26)
1 D2.7 Privacy Risk Modelling and Contingency Final Report (CNR, M28)

1.3 REVISIONHISTORY

Version Date Author Description

1 10/10/2018 S.Bianchi (SOFT) ToC

2 12/11/2018 S.Bianchi (SOFT) UpdatedPositioningsection

3 23/11/2018 G.Viano (SOFT) Introduction section

4 21/01/2019 S.Bianchi (SOFT), Update of To@nd new formats of requiremen
F.Nebiacolombo (SOFT tables and analysis (coverage, validity etc.

5 23/02/2019 S.Bianchi (SOFT) New Inputs section, references to Fi

validation and White Paper

6 29/03/2019 S.Bianchi (SOFT), Review of functional and norfunctional
F.Nebiacolombo (SOFT requirements according to Main Challenge
G.Viano (SOFT) and Key Innovations, updated tables

7 03/05/2019 S.Bianchi (SOFT), General review according to formalize

F.Nebiacolombo (SOFT technical review report and associated resu
of plenary meeting

8 17/05/2019 S.Bianchi (SOFT) Conclusion section, consistency check

9 20/05/2019 R. TraperdATO$H Overall review, check ofew requirements
S.\Mppala (UTRC)

10 25/05/2019 S.Mppala (UTRC) Internal review process

11 31/05/2019 S.Bianchi (SOFT) Final proofreading and delivery, according

internal review process

Note on late delivery associated justification and risk mitigation

Asdeclaredin the opening table, D1.Aasbeen delayednearly +6M), as it was meant to be provided on
M23 (November 2018) and issteadreleased on mid M29 (May 2019)he justification forthis late yet
controlled/mitigateddelivery isexplained as followgseeFigure3):

1 ~2months due to delay accumulated in the first validation phase and in the formalization of its
results, agreed upon and acceptég the Consortiunto optimizethe feedback from evaluators
(including thefeedback provided by the IAB members during the plenary meeting held in late
November 2018, M23)

1 ~1 month due to the preparation of the technical review and the associated work on the project
White Paper and the includeky Innovations;

1 ~1.5 months duedthe update of the review process according to the informally approved reference
Main Challenges and associated Key Innovations

1 ~1 month due to the internal review of the document according to thenal feedbackof the
technical review and the relatediscussion and results of the plenary meeting held in April 2019
(M28).

To mitigate the potential risks associated to this delay (e.g. dependencies between activities and
deliverables), SOFT ensured that discussion with technical work packages for tbgement and the
extension of developed functionalities was kept alive and aligned with the main findings, shared with the
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whole Consortium although not explicitly formalized and submitted accordingrége® Continuous
Reporting procedures

According tothe Risk Management policies defined by the project, the delay has been discussed with WP
leaders in plenary meetings and mitigated by a joint effort, so to ensure that no critical impacts were caused
on activities and expected resultsnterim results othe requirement review process were in fact effectively
shared with technical WPs to steer the development activities.

2018 2019

.

s +1,5
(REVIEW PROCESS
(D6.3 DELAY) UPDATE)

EXPECTED ACTUAL
DELIVERY DELIVERY

Figure3. Justification of late delivery

1.4 ACRONYMS ANDEFINITIONS

Acronym Definition

AAA Authentication,Authorization and Accounting
DSS Decision Support System

CISO Chief Information Security Officer
CPS Cyber Physical Systems

DoS Denial of Service

DDoS Distributed Denial of Service

DPI Deep Packet Inspection

DPO Data Protection Officer

DPIA DataProtection Impact Assessment
DSPS Dynamic Security and Privacy Seal
ECA EventConditiorAction

HSPL Highlevel Security Policy Language
loT Internet of Things

ISP Internet Service Provider

MEC Mobile Edge Computing

MSPL Medium-level Security Policyanguage
NFV Network Function Virtualization
NSF Network Security Functions

PoC Proof of Concept

QoS Quality of Service

SDA Slow DoS Attacks

SDN Software Defined Networking

SFC Service Function Chaining

VIM Virtual Infrastructure Manager
VNSF Virtual Network Security Functions
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2 CONTEXTUALIZATION
2.1 SCOPE

ANASTACI& developinga trustworthy -by-design security frameworlable to take autonomous decisions
usingnetworking technologietsuch assoftware Defined Networkingind Network FunctionVirtualisation)
andintelligent and dynamic security enforcement and monitorimgethodologies and tosl The ANASTACIA
framework willthusinclude:

1. adevelopment paradignbased on the compliance to secufiyivacybest practicesand the use
of security/security components and enablers
2. a suite of distributed trust and security components and enablerable to dynamically

orchestrate and deploy user security policies and-aisgessed resilient actions within complex
and dyramic CPS and loT arcluteres

3. a holistic Dynamic Security and Privacy Seadmbining security and privacy standards and real
time monitoring and online testing

The elicitation of requirementa/asinitially carried out in D1.2 and was further refined during the project
activities, after the first validation and evaluation phase, to support also the industrialization phase that is
expected to ultimately lead to the release of an ANASTAElXed set of productsthis deliverableD1.4¢

meant to review and update the initial v&@on ¢ has beenprepared in parallelto several others
complementary activitiegnd on the basis of i) the technical results achieved during the first integration
phase, ii) the feedback collected during the first validation phase, iii) the results oévhev with EC and
external reviewers and iv) the support provided by the Innovation Advisory BoaréFigpae4).

ntext Analysis (CNR)

.
SPECIFICATION & ement Analysis (SOFT)

REQUIREMENTS

n Enablers (UMU)

hestration (UMU)

T2.2 - Attack Threats Analysis and Contingency Actions (CNR)
T2.3 - Privacy Risk Modelling And Continngecy (MAND)

T2.4 - Secure Software Development Guidelines (ATOS)

ity
.2 - Security OthFstr ator (AALTO)
T3.3 - Security Enforcement Enablers (THALES)

T4.2 - Reaction Component Services Implementation (CNR) \ T5.2 - Dynamic Security and Privacy Seal Monlmnng Service (AS)
T4.3 - Agents Development (UTRC) T5.3 - Dynamic Security and Privacy Seal User Interface (DG)

INTEGRATED
FRAMEWORK
PROTOTYPE

EVALUATION & VALIDATION RESULTS

Th 2 - Use casesimplementation and tests (UTRC)
T6.3 - End-users validation and evaluation (ODINS)

EXPLOITATION-
FOCUSED WP7 - arc nination

GUIDELINES 1- 5?[7‘1"13“0[1 (AALTO)

T7 2 - Standardization (ERICSSON)

T7.3 - Exploitation Plan (SOFT)

T7.4- Innovation Management (THALES)

Figured wSt F GA2ya 0650688y LINE2SOG Q4 -usat régierhedts. + OGA GAGASA
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The results of the second analytical cybkrein summarizedsee Figure5) constitute the basis for the
refinement offinal technical resultso be delivered in Y.3

"User-centred Requirements Initial Analysis" @
@ End-user validation and evaluation re

A\
e D1.4

"Final User-centred Requirements Analysis"

Figure5. Relation between @liverables D1.2 and D1 @ssociated to T1.Yand additional considered inputs

In the document, considerations used to review/update/extend the User Centred Requirements are
generically indicated bg blackarrow iconand an explanatory description

\ <general consideration on requirements>

2.2 POSITIONING

As indicated in the project proposahd in D1.2ANASTACIA globally aims to reach TRL®ES ® G i SOK Yy 2
gt ARIFGSR Ay NBAcAW@ihgyoiihe SeyeldpnieRts/Cafitg duttindhe fipart of the projects

and the technological/methodological approaches adoptdes ¢onsiderations expressed in D1.2 remains

valid as for the implications of thiargeted TRbE:

1 the project is not expected to release a fully functionaproduct-like prototype, but rather (as a
Research & Innovation Actiond develop and validate a set dfey Innovations in relevant
application scenarioand ambitioudoT/CP$aseduse caseghispreliminary consideratiohas two
impacts:

0 on user requirementsthis documentreviews the initial set of requirements as included in
D1.2 identify new complementary oneand proposes optional onds possiblysupportpre-
industrialization and industrialization phaseasillustrated inSection5, with the ultimate
objective ofeasingthe maximization of the Return on Investment (Rol) for the parthers

0 on exploitation plans as anticipated, since the project is not expected to delivesraplete
and qualified system, also commercial targets (associated also to the actual implementation
of some specific features) might be adequately corrected.

1 consideringboth complexity of the architecture and different maturity of the tools adopted
(induding proprietary solutions provided by some beneficiatid® global TRL of theproject will
be a reasoned mediation between the TRLs of the different components integrated
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2.3 BND USER

D1.2 initially proposed a ratheifferentiated portfolio ofpotentialuser categoriescoping at different levels
with security and privacy issueend characterized by very different professional profiles, taking into
consideration the holistic nature of the proposed framework

SW evelopers

IoT architects/develops

SDNarchitects/developers

NFV architect/developers

Security managers

Solution integrators

Chief Security Officer (CSO)

Chief Technology Office€TQ

Chief Information OfficerGlQ

Chief Information and Security Officer (CISO)

Mobile Edge Computing/Multi Access Edge Computi(idEC)stakeholders
BuildingManagementSystem(BMS)stakeholders

System’ Networkadministrators

Security professionalsonsultants

Lawyers

GDPRassociated actors (e.g. Data Protection Offiézata Processor, Data Controller, gtc.

= =4 =4 =8 =8 -8 88 ofofoaoa e o

To focus on specific needs and requirements, thther broad range of user categoriespanning through
highly differentiated professional expertisgas then reduced to two main groups:

1 Security Managers
1 Privacy Managers

whose profilessupport, for example, the operational activitié€seeFigure6) of
1 Cyber Physical System (CPS) Managers

Qonsidering the application domain used for demonstration purpd&slding Management Systems and
Multi-access Edge Computinget&PS Managegsoup includesfor exampleBuilding Managersin charge

2F 2Q0SNBRSSAYy3 GKS 2LISNIGA2ylf O2ydAydAade 2FsiKS
ICT (e.gnetwork components) and 10T (e.g. sensors, gateways etc.) architectugsorted on one side by
Security Manageré.g.CISOgin charge of the business continuity of large ICT infrastrucfuaed Privacy
Managers (e.g. DPOsn charge of compliancgith legislation (e.g. GDPR).

(@]}

SECURITY CPS PRIVACY
MANAGER MANAGER MANAGER

Figure6. Targeted end user categoriesimplified grouping.

Considering the nature of the projeahd the expected TRthe Consortium initially agreed updacusing
more on technical profiles an@ssociatedrequirements/needs also considering that the initial validation
phase would have involved mainly evaluators from the technical sectors and thakelighfunctionalities
(e.g. Dynamic Privacy and Security Seal) were scheduled for releasesgcbnd half of the project.
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3 INPUTS

3.1 HRST VALIDATION AEDALUATION RESULTS

D1.2 provided a description df reference Use Caséar each of theapplication domairs identified in the
Description of Action[§oA), formalized as a narrative descriptiom,detailed mapping onto architectural
planes, a definition of the actors involved, and a structured definition of the functional steps included. The
complete list is reported below for reference:

91 Application DomaimBuilding Management Systems (BMS)
0 UseCaseBMS.1 CyberAttack at a Hospital Building
0 Use CasBMS.2 Insider Attack on the Fire Suppression System
0 Use CasBMS.3 Remote Attack on the Building Energy Microgrid
0 Use CasBMS.4 Cascade Attack on a Megatall Building
91 Application DomaimMobile (Multi-access) Edge Computing (MEC
0 Use Cas#IEC.1 SpoofingAttack on theSecurity CameraSystem
0 Use Cas#IEC.2 Marrin-the-middle Attack on the MEGerver
0 Use Cas#IEC.3DoS / DDoSttacks usingnart Cameras and 10T devices
0 Use Cas#IEC.4l0T-based attack in the MEC Scenario

As reported in D6.3, the first validation and evaluation phase focused on the first integrated ANASTACIA
framework, tested according the Test Cases and the methodology reported in D6.2, within the operational
scope of bur specific useases implemented:

1 Use CasBMS.2 Insider Attack on the Fire Suppression System
1 Use CasBMS.3 Remote Attack on the Building Energy Microgrid
1 Use CasBMS.4 Cascade Attack on a Megatall Building

1 Use CasMEC.3DoS/DDoS Attacks usitgy Devices

For eachselecteduse case, a detailed descriptiomcludingimplementationplan and expectedbenefits
providedby ANASTACIA framewdherein, was elaboratedncludngdatacapturing(i.e. web interfaces and
log consoles) from components dog the execution and validation of the specific use case.

Thefirst round of validation an@valuation

1 was carried ouby 65intervieweesend-users whosefeedback has been analyséa provide the
Consortiumwith actionableprioritization criteriato focus on specififunctionalities and featureto
be added orimproved

1 was supported by guestionnaire divided into three parts: general features, specific operafoins
each implemented use casend related aspects of DSPS management.

Intervieweegend-userswere asked to rate relevant features to b&ther addressedn the second cycle of
framework developmentEachanswer was provided by a scdrem 1 to 5 in accordance to a Likscale:

1. =Very Lowg fully disagree
2. =Lowg partially disagreg
3. =Mediumg¢ ,

4. =Highg >

5. =Very Highg fully agre
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3.1.1General validation and evaluation

3.1.1.10verall features

The results of general questions show tirdervieweesend-usersgenerallyagreeon main positivdeatures

of ANASTACIA framewogis shown the following tabldJsability of the whole system (i.e. of all included
Ul/reporting systems) should be sensitively improved in the second phase of the project, other more
technical features should be.

Results of General Questions aboANASTACIA framework MEAN DEVIATION

1. Easy to use 3,461 0,9341823
2. Intuitive user interfaces 3,663| 0,9482306
3. Realtime feedback 4,139| 0,7338593
4. Powerful reporting 3,969 0,8587863
5. Modular and scalable 4,076 0,820435
6. Automaticreactions to threats 4,522| 0,6562033
7. Response time of monitoring module 4,014 1,0883958
8. Response time of reaction module 4,043 1,2334641
9. Response time of orchestration module 4,135 1,3574919
10.Response time of enforcement module 4,088 1,5762936

3.1.1.20verall comments and observations

Main valuable highlights from the collected questionnaires are reported here according to the most
appreciated aspects and the most unsatisfied ones.

3.1.1.2.1 Positive overall comments and observations (PCO)

0 What do youlike the most about the ANASTACIA framework?

PCOGL The overall idea for mitigation based on predefined policies. The scenarios seemed tg
properly.

PCQG2 Ambitious goal to manage security aspects by detecting, monitoring and reactintet
identification of vulnerabilities or attacks. Also, the integration of different components tow
this end.

PCG3 The IoT network simulation and the respective traffic forwarding when an attack occurs.
PC4 It provides understandable user interfaces that can easily be used bgpenialized users.
PCG5 Network simulation and traffic forwarding.

PCG6 |LGQAa @DSNE dzaSFdzxA F2NJ LINAGI O8 FyR aSOdzNR G g
PCG7 The enduser interfaces that facilitatanderstanding of the different modules of actions.
PCG8 You can dynamically and automatically act against different kind of attacks.

PC®9 It is an interesting approach to modulate the different actions in a network, from the nety
access, to the detgion of the different possible attacks and alert about them in close real tim
notify the correspondent agent to mitigate the attacks by using automation processes.
PCQG10 | Intuitive user interfaces.

PCQL1 | The variety of components which allows fodgnamic setup of the network topology to deri
traffic to specific nodes using NFVs, treat security and provide countermeasure for different s
threats or attack.

PC@G12 | The novel, interesting and promising way of facing cybersecurity on looements.

PC@G13 | The reaction module that generates and enforces security policies in the system handled
security orchestration and enforcement planes.

PCQL14 | Its scalability and modularity
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O What do youlike the most about the ANASTACIA framework?

PCQL5 | It is an awesome framework for security mitigation relating to both intrusion prevention
detection.

PCQL6 | Fast response time as well as providing with complete countermeasures for the security treg

PCQL7 | The organization in several planes, each of them dedicated to a particular goal, and interactit
other. It can be useful for a very large number of attacks, with appropriate detection and mitig
methods. The use cases presented here are intergstin

PCQ18 | Its holistic approach on IoT security

PCQL19 | Successful integration of key technologies and standards into a unified cybersecurity fram
From a technology standpoint, the project is challenging, ambitious and state of the art, and
potential if complexity is properly managed. The technologies are complementary ang
positioned to offer adequate monitoring, detection and reaction to cyatacks. Especially th
SDN/NFV way is used to offer mitigation environment/infrastructurdresganetwork level attacks

PCG20 | The capacity to provide automatic protection against potential threats.

PCG21 | Despite the usage of access control and security policy creation, which usually requireg
manual tasks to be performed, the ANASTAGIHWé&work seems to work well in terms of automa
detection of threats and, especially, identification of possible countermeasures. Not so sure
reaktime detection of possible zerday attacks, when no previous knowledge of the attack itse
availale.

PCG22 | Its modularity andscalability. The novelty introduced regarding the monitoring of 10T devices.

PCG23 | The intelligence of the combination of SDN and NFV paradigms. The network is able to det
stop an attack fastly.

PCG24 | The automate adaptability through online monitoring and testing techniques.

PCG25 | Ambitions of the ANASTACIA Framework and the fact it targets actionable results (use
usable).

PCG26 | The capability to autodetect attacks and deploys countermeasures. Itisidtates the attacke
emulating a virtual copy of the victim loT network that could allow us to study the attack.

PCG27 | DSPS GUI is very user friendly and the alert information is complete and easy to understang

PCG28 | The fast and powerful responsequided for cybetattacks in 10T and Cloud architectures.

3.1.1.2.2 Negative overall comments and observations (NCO)

g What do youdislike the most about the ANASTACIA framework?
NCQ1 | The framework could be easier to use if the platform was more integrated.
‘Q Usability and (seamless) integratishouldbe addressed and improved
NCQG2 | The intelligence behind thimcident detector is not clear. The attacks presented were stra
forward. What would happen if the attack was a more sophisticated one?
\ | GComplex(multiple attack) scenarioshould be properly handled and mitigated
Reasoning capabilities for autonomous mitigation should be improved
NCQG3 | The architecture might be a little complex to understand and requires expertise to be prg
deployed.
\ | Distributed architecture should be managed
Deployment procedures should be defined accordingly
NCG4 | I don't understand why a blockchain is used in the framework. | think a centralized server
be a better idea and provide much more benefits.
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What do youdislike the most about the ANASTACIA framework?

£®

Experimental use of Blockchain technology adopted for compliance with DoA, justificatio
included in DAL (resubmitted)

NCQ5

Turning off 0T sensor as a countermeasure.

¢

Policies that interfere with CPS status should be properly defined to aneixbected impacts

NCQ6

It can be perceived as a very large and complicated framework.

4

Complexity should be mitigated by usability

NCQ7

The terminology in the videos is sometimes to compgjeot easy to understand for peopl
outside the project.

4

Usability should be addressed and improved (terminology fortechnical users)

NCQ8

Maybe it could be too complex to understand if it is the first time you see the architecture

Y 4

Complexity should be mitigated by usability

NCQ9

In generalit is complex to understand.

4

Complexity should be mitigated by usability

NCQ10

It is difficult to understand how the orchestration of different components is carried ou
addition, the definition of security policies at different levels, as agkllebugging informatiqn
seems a bit complex to understand.

Complexity should be mitigated by usability
Information about orchestrated/enforces mitigation plans should be duly provided in plait
language for nostechnical users

NCO11

It is complicatedhat it may add too much overhead and complexity to the IoT environm
adding possible failure points.

Overhead and complexity associated to the implementation/deployment/use of the
ANASTACIA framework should be generally minimized

No additionalfailure points should be added by the orchestration/enforcement of mitigatic
plans

NCQO12

It is difficult to understand ANASTACIA and to use the whole framework.

Complexity should be mitigated by usability

NCQ13

The current implementation level tfie DSPS Seal Management.

Usability should be addressed and improved (DSPS fotentmical users)

NCQO14

The attack vectors used to demonstrate the effectiveness of the framework are too con
F2NJ GKIG NBlFazy AlQa KtheN@meivd@k indhat rdg&dd suggest
investigating on more complex vectors that compromise the different components and ¢
more detailed assessment.

Complex (multiple attack) scenarios should be properly handled and mitigated

NCO15

ANASTACIAystem might be quite complicated for system administrators with no or |
experience with network security attacks.

Complexity should be mitigated by usability
Usability should be addressed and improved (system administrators)

NCQO16

We have nanformation about the overhead generated during the detection and mitigatio
attacks. Though it may be quite low, thanks to the organization into several planes.
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9 What do youdislike the most about the ANASTACIA framework?

Overhead and complexity associated to the implementation/deployment/use of the

» ANASTACIHamework should be generally minimized

Performances should be generally optimized

NCQ17 | From security standpoint, it remains unclear what 10T threats the project is capable/aim
address. For instance, malware threat is a serious concern for IoT and the project shoulg
stress its capability to address such threat. From adoption dgtaimt, complexity ang
framework settings may be a killing factor for the project. Interactions among various dd
components (monitoring, orchestration, enforcement) remain complex and difficul
understand.

Complex (multiple attack) scenarios siftbbe properly handled and mitigated

Complexity should be mitigated by usability

Usability should be generally addressed and imprdietggration/use of planes)

NCQ18 | The complexity that seems to be required to configure all the components to be dehlapd
all the rules that should be applied.

Y 4

4

Complexity should be mitigated by usability (configuration and deployment)

NCQ19 | Not so clear why the blockchain is used and what benefits it really brings to the projec
respect to other solutions

Experimental use of Blockchain technology adopted for compliance with DoA, justificatio
included in D5.1 (resubmitted)
NCQ20 | The problem of monitoring in redime |oT enddevices, due to their limited networking ar|
processing capabilities.

Realtime monitoring and control (for attack mitigation purposes) of loT devices should be
supported

NCQ21 | The GUIs can be improved a bit to be more effective.

» Usability should be generally addressed and improved (all GUI, DSPS included)

4

¢

3.1.2Specificvalidation and evaluationSVE)
3.1.2.1SVEX Dynamic Security and Privacy Seal

3 D6.3 conclusionsdFor the DSPS evaluation, the results indicate thatuseds are partially satisfied with
the web user interface and reporting indicators. Moreover, the-@s®tsare neutral with the use of
blockchain in the DSPS management and are partially disagreed that the DSPS is too&complex.

Results of Specific Questions about DSPS Module MEAN | DEVIATION

1. DSPS based on blockchain makes you feel more protected 3,511 1,0128034
2. Web user interface of DSPS is easy to understand 4,239 0,8981518
3. DSPS is too complex to be fully appreciated 2,457 1,0286712
4. DSPS provides a powerful reporting about-teaé indicators 4,084 0,6603119

» Usability should bgenerally addressed and improv@dSPS included)
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3.1.2.2SVEZ; Use Case BMS.2: Insider Attack on the Fire Suppression System

3 D6.3 conclusions@According to the evaluation of BMS.2 use case next table indicates that engsers

are partially agreed withhe protection provided by secure bootstrapping and distributed access control of
IoT resources. Moreover, enders are partially satisfied with the ANASTACIA components such as Kafka
broker, Security Alert Service and SDN/NVF Contréllers.

Results ofSpecific Questions about BMS.2 Use Case MEAN | DEVIATION

1. Network authentication using secure bootstrapping makes you feel more protected 3,867| 1,1171463
2. Distributed access control for 10T resources makes you feel more protected 3,663| 0,9864918
3. Kafka broker of monitoring module provides alert information that is easy to understand 3,679| 0,9603531
4. Security alert service of reaction module provides a powerful reporting 3,881 0,7382432
5. Mitigations actions managed by the Security Orchestratertoo complex 2,998 1,0572622
6. 10T network simulation and traffic forwarding by SDN/NVF Controllers are useful countermeg 4,201| 0,9525338

\ Usability should be improved (Security Orchestrator Ul/console)

3.1.2.3SVEZJ Use Case BMS.3: Remote Attamhk the Building Energy Microgrid

3 D6.3 conclusionséRegarding the evaluation of BMS.3 use case, the results show thatsersl are
partially agreed with Deep Packet Inspection for-8ggction detectionXL-SIEMtool for Incident Detector
and Trafficfiltering as countermeasure. The enders indicate its neutral opinion about the understandable
console of Mitigation Action Service and the complexity of Security Orchestrator.

Results of Specific Questions about BMS.3 Use Case MEAN | DEVIATION

1. Theattack of SQL injection included in COAP message is easy to understand 3,701 1,1048542
2. Deep Packet Inspection of monitoring module is a powerful tool to detect a SQL injection at] 4,02 0,8902943
3. XIEMtool of monitoring module provides SQL aledtification that is easy to understand 3,755| 0,8712932
4. The log console of Mitigation Action Service is enough to understand what is happening 3,509 0,8795386
5. Mitigations actions managed by the Security Orchestrator are too complex to bagphgciated 2,79 1,0413221
6. Traffic filtering by SDN/NVF Controllers is a useful countermeasure 4,318 0,8407218

» Usabilityshould be improvedMitigation Action Service and Security Orchestrator Ul/conse

3.1.2.4SVE4 Use Case BMS.4: Cascade Attack on a Megatall Building

3 D6.3 conclusionsdAccording to the evaluation of BMS.4 use case, the next table insitbateend-users

are partially satisfied with the ANASTACIA components such as Data Analysis Agent based on machine
learning, Kafka Broker of Monitoring Module and Security Alert Service for threat reporting. Moreover, the
endusers express their neutral fibon for the complexity of Security Orchestrator.

Results of Specific Questions about BMS.4 Use Case MEAN | DEVIATION

1. The attack of temperature sensor manipulation is easy to understand 4,068| 0,9998606
2. Data Analysis based on Machine learningpgswerful tool to detect data manipulation 3,939 0,8992535
3. Kafkabroker of monitoring module provides alert notification that is easy to understand 3,939| 0,8154375
4. Security alert service provides a powerful reporting about the threat detection 3,937 0,6584405
5. Mitigations actions managed by the Security Orchestrator are too complex to be fully appre 2,83 1,0534558
6. The enforcement of turning off the sensor device by I0oT controller is a useful countermeasu| 3,893 1,0255922

» Usabilityshould be improved (Security Orchestrator Ul/console)
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3.1.2.5SVEEL, Use Case MEC.3: DoS/DDoS Attacks using IoT Devices

3 D6.3 conclusionsoRegarding the evaluation of MEC.3 use case, the next results show thasensdare
partially agreed with Deep Packet Inspection for DDoS detectie&]EMtool for Incident Detector and
Traffic filtering as countermeasure. The complexity of mitigatiiipas managed by Security Orchestrator is
considered neutral by the enderse

Results of Specific Questions about MEC.3 Use Case MEAN| DEVIATION
1. The attack of DDoS generated by the network simulation with ICMP messages is easy to und 4,164| 1,1493945
2. Deep Packet Inspection for monitoring module is a powerful tool to detect DDoS attacks 4,002| 0,9694761
3. XIEMtool of monitoring module provides DDoS alert notification that is easy to understand 3,761 0,8666695
4. Security alert servigerovides a powerful reporting about the threat detection 3,96| 0,8475656
5. Mitigations actions managed by the Security Orchestrator are too complex to be fully appreciy 2,817 1,1139065
6. The filtering the ICMP traffic from the sensor network by 8dMroller is a useful countermeasur{ 4,198/ 0,8714848

\ Usability should be improved (Security Orchestrator Ul/console)

3.2 WHITEPAPERWP)

This section includes a reasoned review of the ANASTACIA WhitgPapérdzS R dzLl2y 9/ Q& NI |j
2019 in terms of impact on initial requirements (see D1.2) and of definition of new additional requirements.

3.2.1ReferenceScenariaRF)

The heterogeneous, distributed, and dynamically evolving natuf@yber Physical Systems (CPS) based on
Internet of Things (1) and virtualised cloud architecturéatroduces new and unexpected risks that cannot
be solvedby current stateof-the-art cybersecurity solutions. Auge number of interconnected smart
devicesis drastically changing industrial and home environmentegbling new advanced services for
humanbeings: the 10T vision aims at seamlessly integratingémsing and actuation featuresf common
objects by leveraging theiretwork capabilitiesto createpervasive information systemsTo this aim, the
sensingmeasurements generated by 10T devices can proem@extual and valuable informatiorof the
surrounding environments. The relevant data analysis systems can then derive appraomatel and
security decision which can be enforced in the physical wotttdough the actuation features of smart
devices The envisioned benefits are boosting the adoption of IoT solutions in a broad range of application
scenarios.

On the other hand, thencreased connectivity can be exploited by malicious attackers to exgdwites
vulnerabilities. Indeed, accounting for théeterogeneity of 10T devicesranging from smart industrial
machinery to simple wearable sensors, it results extremely complex to ensure the same gesiestion

over different programming environmentsNewzero-day Q-day) vulnerabilities and new types of attacks

such as Slow @b Attacks (SDA) are emerging and require holistic security management approach
However, most hostentric security mechanisms do not typically fit into the resource constraints of 0T
devices and networks neither properly expl@DN/NFV and monitonig technologies The absence of
automated software updates, as well as misconfiguration, can notably increase the potential vulnerabilities,
SALISOAFTEte RdzS (2 (GKS dzyl @FAf oAt AlGE 2 EybedfatiR2 NAQ
on loT operationsare widespread because of increased internehnectivity of equipment and devices in
smart distributed deployments, such as Smart Building services. Against waves of emerging and adapting
threat patterns, effective security configuration fbuilding automation systems is beyond manual analysis

or human ability. Moreover, current network security solutions present low responsiveness and can unlikely
cope with the dynamic loT environments. All these security vectors claim for new advancecimethable

to meet the desired defence levels.
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Figure7. ANASTACIA main reference scenario.

New context-aware security frameworksre therefore needed to allow orchestrati?df~V managers, SDN
controllers and loT controllersthereby providing security chaining, as well as dynamic reconfiguration and
adaptation of the virtual security appliances, according to monitoring and V88sl Network Security
Functions(vNSF) can be timely and dynamically deployed at the edgeualized and softwarized entities

to rule the security in 10T networks. Dymic provisioning of virtual security functions towards the edge of
the network can enhance scalability, necessary to deal with the huge 10T traffic.

The deployment oNetwork Security Functions (NSRave been already successfully studied and addressed
inloT networks. However, those NSFs have not been yet properly studied and exploited in NENAB2N

IoT networks, where cybesituational and policypased security frameworks can be dynamically
orchestrated reacting and mitigating cybattacks by deplging timely and wisely, in the proper location, the
suitable VNSF.

In this contextANASTACIA is developing new methodologies, frameworks and support tools that will offer
resilience to distributed smart 10T systenasd scenarios against cybattacks, byleveraging SDN and NFV
technologies Summarizing:

1 ANASTACIA addresses the security management of distributed 10T scenarios, such as Smart Buildings
or Smart Cities, that can benefit from polibgsed orchestration and management approach,
NFV/SDRMbased saltions and novel monitoring and reaction tools to cope with new kind of cyber
attacks

Policy orchestration should be efficiently managed (sekcy conflisdetection,policy

» dependencies, etc.)
NS

Usability should be improved (ngechnical users/CP8anagers)
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I Security VNFs can be timely and dynamically orchestrated through policies to deal with
heterogeneity demanded by these distributed 10T deploymentst tiaa be deployed either at the
core of at the edge, in VNF entities, in order to rule theusiggin loT networks

\ l Policy orchestration should be efficienttyanaged (se@olicy conflictdetection,policy
dependencies, etc.)

1 Dynamic and reactive provisioning of security VNFs towards the edge of the network can enhance
scalability, necessary teal with 10T scenarios

\ l Scalability should be addressed and improvethé@inic and reactive provisioning of security
VNFs towards the edge of the netwdrk

3.2.2Research ChallengéRC)

3.2.2.1RC1¢ Interoperable and scalable I0T security management

The definition of security policies to deal with I0T heterogeneity and interoperability across loT domains
introduces several challenges related to the security models, the language and the level of abstraction. Thus,
contextual IoT aspects in policies reularities in 10T security models, policy conflicts and dependencies in
orchestration policies are open research challenges that need to be solved.

» Policy orchestration should be efficiently managed (see detection, dependencies, etc.)

3.2.2.2RC2; Optimal selection of SDN/NF¥ased security mechanisms

The current defence of network operators and companies is mainly based on hardware appliances. Naturally,
the hardware appliances have fixed location that has to be chosen by the ISP smartly. These hardware
appliances can be deployed gmemises or outsourced, and the packets/flows are redirected to these
hardware appliances. Besides, some vendors are better in some attack defence such as DDoS attack or
detection as DPI and others can be better for anotheetgp attack. Moreover, these hardware appliances

have a limited capacity and hence can handle a limited volume of traffic/data. As an example, for the DDoS
case with a hardware of 10 Gbps DDoS defence appliance, each attack with a volume higher thpadhis ¢
cannot be handled by the defence appliance. In contrary, using the virtualization enabled by SDN and NFV
allows a quick instantiation of VMs in the adequate location. Indeed, this lack of elasticity can be easily
handled by VNF functions that cae hained and placed eslemand according to the incoming attacks.
However, it is challenging to allocate multiple VNF requests on an NFV Infrastructure, especially in a cost
driven objective. Moreover, depending on their type and isolation consideratddN§;s can be potentially

shared among several Service Function Chainings (SFC), as an example. Finally, VNFs must not be placed fa
from the shortest path to avoid increasing delay and network usage. The ANASTACIA project tries to answer
these challengingsues.

\ l Optimal selectiorcriteria for SDN/NFWased security mechanisrsbould be defined,
implemented and included in mitigation plans for proper enforcement

3.2.2.3RC3 ¢ Orchestration of SDN/NF¥ased security solutions for loT
environments

The selection of the adequate mitigation plan and the fast enforcement of the defined policies are very
challenging processes that require a lot of efforts and time. The orchestration and the enforcement of the
adequate countermeasures in a short time, anihout affecting the Quality of Service (QoS), introduce
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several challenges that must be duly considered. Also, the definition and enforcement of mitigation plans
while reducing the deployment cost and by taking into account the limitations in existiragtructure
clouds are open research questions that should be addressed.

\ | Orchestration of SDN/NFhased security mechanism shoulddresured to support the securit]
of complex/distributedoT environments

3.2.2.4RC4 Dealing with new kind of cybeattacks in 10T

The identification of novel types of attacks exploiting 10T networks and sensors (and the consequent
protection approaches to provide advanced security from last generation threats) is also tackled by research
activities carried out by the project.

» Novel types of attack should be mitigated

3.2.2.5RC%; Learning Decision Model for Detecting Malicious Activities

Ly GKS OeoSN) LKeaAOlf ¢g2NIRX GKS FddalrO1SNRna 321 f
sensor readings, safety limits violation, status reports, safety compliance violation etc. and communication
flows among devices. The continued riffecyberattacks together with the evolving skills of the attackers,

and inefficiency of the traditional security algorithms to defend against advanced and sophisticated attacks
such as DDoS, slow DoS and zay, necessitate the development of novel elefe and resilient detection
techniques. We propose an approach for learning a const@iogramming based decision model by
learning a set of constraints/relations from the data that conjunctively defines both the normal operations
and communication flow of a CPS. The malicious operations are detected when CPS fails to abide by the
learnt decision model.

\ l Advanced Decision Models should be included in the Monitoring Plane to detect maliciol
activities and potential risks/attacks

3.2.2.6RCe; Hybrid lIoT Security Monitoring enhanced with event correlation

Security in 10T networks introduces challenges due the restrictions of the devices. The application of both
signaturebased and behaviourddased security analysis for 10T networks providesndial security level.
ANASTACIA goes even beyond this point by correlating both types of events to detect hidden relations and
thus identify potential threats.

\ l Advanced reasoning capabilities should be developed and included in the Monitoring &g
leverage event correlation and enhance 10T security

3.2.2.7RCT¢ Quantitative evaluation of incidents for mitigation support

In ANASTACIA, incident detection is supported by a quantitative evaluation of incidents that combines several
factors (incident sevewy, criticality of assets affected, global risk associated to the incident or cost of
potential mitigations among others) to decide on the most convenient mitigation plan to enforce.

\ | Advanced reasoning capabilities should be developed and included Rehction Plane by
quantitatively evaluating risks/attacks and define appropriate mitigation plans
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3.2.2.8RC8¢ Developing a Dynamic Security and Privacy Seal which secures both
organizational and technical data

The DSPS seeks to generate trust in the sydtgrahowcasing both the technical insights obtained from
ANASTACIA on security and privacy and the wider security and personal data protection requirements that
might be of relevance to the organization. To do so, the key challenge to be overcome byt¢he glates

to the need to integrate the endser (CISO and DPO) in the seal creation process. The DSPS will enhance the
Ff SNIa& 3ISYSNIFIGSR o6& !'b!{¢!/L!'Qa Y2YyAG2NAY3I | YR NJI
feedback (such as Data Protectiimpact Assessments or peert internal security audit results) from the
end-user, which will be securely stored and linked to the seal to generateemndiable, legally valid proof

of due-diligence and compliance with legal or contractual requiratse

Organizational and technical information should be duly secured

» Support to accountability should be addressed and implemented (as for compliance with
GDPR, with a focus on DPIA activities and onrapadiable proof)
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3.2.3Key InnovationgKIl)

TheResearch ChallengéRClntroduced in the Section before have been dunslatedinto a set of 8 Ky
Innovations (KI) proposed by the ANASTACIA project to stress its research nature and to support ambitious
demonstration use casdgseeFigures).

"'J FRAMEWORK
----- CANASTAEIA —-nnr

1
1
1
Security development paradigm i :
i Self-protection
[ capabilities
:
Distributed trust and security ll Self-healing
components and enablers il  capabilities “
i
1
1
1
1
1
1
1
1
1

PRACTICES

) DEVICE
Self-repair

capabilities

Holistic policy-based security management and orchestration in loT

Investigation on innovative cyber-threats

Trusted Security orchestration in SDN/NFV-enabled loT scenarios

Dynamic orchestration of resources planning
in security-oriented SDN and NFV synergies

Security monitoring to threat detection in SDN/NFV-enabled loT deployments

Cyber threats automated and cognitive reaction and mitigation components

Behaviour analysis, anomaly detection and automated testing for the detection of
known and unknown vulnerabilities in both physical and virtual environments

Secured and Authenticated Dynamic Seal System as a Service

Figure8. Main Key Innovation supporting the ANASTACIA framework

The following sections include the description of the proposed Key Innovd#smsiginally proposed in the
ANASTACMhite Papeyand derive accordingly a set of additional/complementary requirements.
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3.2.3.1Kl1¢ Holistic policybased security management and orchestration in 0T

In distributed smart IoT deployments scenario X the system security management is crucial. At this point

it is important to highlight that to the diversity of the current systems and services they are added a vast
amount of different devices in the I0oT domain, being the latter quite different among theqare approach

and even among themselves. From this point of view, the current state of art shows that it is highly valuable
to provide different levels of security policies to provide different levels of abstraction for different profiles
of management. tlis also important to highlight the difference between generic models and specific
extensible models, as well & remark then relevance opolicy orchestration features and policy conflict
detecton.MF Ay ! bl { ¢! / L! @ripoli@e? sesiddAndhdzinifieayod of relevant, new and
extended capabilipased security policy models (includiagentConditionAction, ECA features), as well as
policy orchestration and conflict detection mechanisra$ under a unique policy framework. To this aim,
the holistic policybased solution provides different components and features Riadicy Models Policy
Editor Too) Policy RepositoryPolicy Interpreter Policy Conflict Detectiomnd Policy for Orchestration

ANASTACIAPolicy Modelsthusimprove thecurrent state of the art as well as provide novelty approaches

to be ableto increase the security measures and countermeasures in the whole system at different levels.
To this aim, ANASTACIA adopts and extend concepts and features from the statecopirtjde a unified
security policy frameworki.e, ANASTACIA involves and evolves previous works by extending the already
existing features as well as by providing ned:focusedfeatures.

The Policy Models can be instantiated by usingRbécy Edito Toolwhich allows defining security policies

at a highlevel of abstraction through a friendly GUI. In this way, the security administrator is able to manage
the security of the system by instantiating new security policies, as well as supervise tivegesésurity
policies by the Policy Repositofyhe Policy Repositorsegisters all policy operations as well as the current
status for each one. It also provides valuable policy templatesakethe security managemergasier

Since the security policgeare instantiated in alighlevel Security Policy Language (HSPL), it must be
transformed in configurations for the specific devices which will enforce the security policy. To thihiaim
Policy Interpreteris able to refine the HSPL in one or sevbtatlium-level Security Policy Language (MSPL)
policies depending on a set of identified capabilities (filtering, forwarding). This process transforms the
hightlevel concepts intonore detailed parameters but still independent to the specific technielag-inally,

these MSPL policies are translated in final configurations by using specific translator plugins for each
technology. Once the configurations have been obtained, they can be enforced in the specific security
enablers, understanding a securiéyabler as a piece of hardware or software able to implement a specific
capability. Of course, a security policy only can be enforced if it does not present any kind of conflict with the
already enforced ones. In this send® Policy Conflict Detectioengine verifies that the new security policy

will not generate conflicts like redundancy, priorities, duties (e.g. packet inspection vs channel protection),
dependences or contradictions. To this aim, the security policy is processed against the rulevdrigine
extracts context information from the policy repository and the system model to perforrntwessary
verifications.

Regarding the dependences, ANASTACIA also includes as part of the policy mealhtierOrchestration
concept. Theéolicy forOrchestrationmodel allows the security administrator to specify how a set of security
policies must be enforced by defining priorities and dependencies, where a security policy can depend on
other security policies or even in system events like an autibatibn success.

Through these components and features, the pebaged ANASTACIA framework aims to cope with research
challenges related with interoperability and scalability 10T security managemeat .isTtthe policybased
approach aims to deal withhe heterogeneity and scalability by defining different level of abstractions,
models and translation plugins. In this way, the scalability is also benefited since thehasléry approach
with a highlevel of abstraction makes easiev tmhanage a large ammt of devices. The policy conflict
detection allows the frameworko deal with several conflict typesand finally the policy for orchestration
considers policy chaining by priority or dependencies in order to cover an orchestration plan.
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Currently,the project isvalidating therelated components and features by experimenting on I0T/SDN/NFV
Proof of Concepts for different security capabilities like authentication, authorization and accounting (AAA),
filtering, loT management, leffoneynet and channel ptection as it can be seen in the research outcomes.

Regarding the research outcomemd associated publicationdZarca, 2018] provides a first PoC
performance evaluation focused on a sensor isolation through different SDN controllers as well as a
traditional firewall approach. [Zarca, 2028 shows the potential of the polidyased framework focused on

an! 1!l a0SylFINR2 ¢gK2asS NBadzZ Ga F NB LINROJARSR -attgckso %2l ND
iNSDN/NFB Yy | 6 f SR L 2 gapeyusdér ge@ieVd] shaiws the dynamic deployments of fudheynet

networks on demand by replicating real loT environments by instantiating the ANASTAGQBRdgTet
L2fAOCe Y2RSto® LG fta2 LINPOARSA LISNF2NXYIyOSty T2NJ |
Management Architecture for NFV/SBNg I NB L 2 ¢[Zafca el 8l.52059%hows the ANASTACIA
architecture and focuseon the reaction performance of the polibased framework.

MAIN INDICATIONS FOR REFINED/ADDITIONAL REQUIREMENTS

1 Extend and impro# policy models and managemenb support:
0 Monitoring Policies
» o Dataprivacy Policies
o0 Policy for Orchestration
o Policy conflict detection (rule engine)
1 Implement/validae associatedlata-privacy enables
9 Policy definition and refinement for the envisagesk cases

3.2.3.2KI2¢ Investigation on innovative cybethreats

The CNR team involved in ANASTACIA hasyealtiexperience in the cybeecurity field, concerning both

the development of innovative cybettacks and intrusion detection algorithms. By exploiting the knowledge

of the team, in the ANASTACIA context,pe@erk has been accomplished in the cytsecurity context. Such

work led to theidentification of two innovative threats, related to theTand Slow DoS Attacks contexts.
The novelty of such threats is demonstrated by their acceptance from the réseandtd [Cambiaso, 2017,
Vaccari, 2017]. In the following, based our description on the published works just mentioned and on the
descriptionreported in the project deliverables, the introduceéw attacksare briefly describedhpw they

work and how iiis possible to protect from thejn

3.2.3.2.1 loT OGDay attack

Being exchanged information extremely sensitive, due to the nature of 10T devices and networks, security of
IoT systems is a topic to be investigated in deep. The work behind the proposed attack digedinettion,

by investigating the domotic 10T context and exploiting its components, in order to identify weaknesses that
attackers may exploit.

The proposed attack is part of the ZigBee security context. ZigBee is a wireless standard introduced by the
ZigBee Alliance in 2004 and based on the IEEE 802.15.4 standard, used in the Wireless Personal Area
Networks (WPAN) context [Ramya, 2011]. In paléc we identified a particular vulnerability affecting AT
Commands capabilities implemented in 10T sensor networks. Our work focuses on the exploitation of such
weakness on XBee devices, supporting remote AT commands, exploited to disconnectdmaviendrom

the ZigBee network and make it join a different (malicious) network and hence forward potentially sensitive
data to third malicious parties. Given the nature of loT-eedices, often associated with a critical data and
operations, it may be obviousow a Remote AT Command attack represents a serious threat for the entire
infrastructure. Early evaluation of the effects of the proposed attack on a real network led to validate the
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success of the proposed threat [Vaccari, 2017]. Obtained results phevefticacy of the proposed attack.
Moreover, since just a single packet is sent to the victim by the attacker to reconfigure it, the proposed attack
should be considered as dangerous as scalable. Particularly, the time required to send such packesls mini
so in case of multiple targeted sensors, the attack success is guaranteed.

By adopting an external level protection approach [Vaccari, 2017], the protection system is directly employed
on the nodes, since agents implemented on the 10T devices aremstpe for monitoring the device status

and verifying that all the parameters are correct. In case the device is affected by a remote AT reconfiguration
command attack, such alert information is forwarded to the IoT coordinator, and the device is deigned
mitigate the attack (by autonomously reconfiguring itself, as previously described). Since not all the devices
may embed a detection and mitigation system, the loT coordinatas@supposed to monitor devices status
periodically to identify disconrations, hence report them to the other ANASTACIA modules.

3.2.3.2.2 Slow DoS Attacks

Among all the methodologies used to successfully execute malicious-ggbeations, DoSattacks are
SESOdziSR gAGK G(KS FAY 27F SEKI d&AlG @MAGAISAYYaQE N 802f dzNak
affecting availability and reliability for legitimate users. These threats are particularly dangerous, since they
can cause significant disruption on netwdrised systems [Beitollahi, 2011]. The term Slow DoS Attack,
coined by he CNR research group involved in the project, concerns a DoS attack which makes use of low
bandwidth rate to accomplish its purpose. An SDA often acts at the application layer of the Internet protocol
stack because the characteristics of this layer argiezao exploit to successfully attack a victim even by
sending it few bytes of malicious requests [Cambiaso, 2012]. Moreover, und&dA, an OXDFF behavior

may be adopted by the attacker [Cambiaso, 2013], which comprises a succession of conseciatile per
composed of an interval of inactivity (called-tiffie), followed by an interval of activity (called-time).

The innovative attack proposed is called SlowCd@ambiaso, 2013kending a large amount of slow (and
endless) requests to the server, sadting the available connections at the application layer on the server
inducing it to wait for the (never sent) completion of the requests. As an example, we refer to the HTTP
protocol, where the characters sequente\ n\ r\ n represent the end of the reqst: SlowComm never

sends such characters, hence forcing the server to an endless wait. Additionally, during a SlowComm the
request payload is sent abnormally slowly. Similar behavior could be adopted for other protocols as well
(SMTP, FTP, etc.). As asmguence, by applying this behavior to a large amount of connections with the
victim, a DoS may be reached. In particular, SlowComm works by creating a set of predefined connections
with the victim host. For each connection, a specific payload messaga ighe payload is typically endless),

one character at time (one single character per packet), by making use of the Wait Timeout [Cambiaso, 2012]
to delay the sending. In this way, once the connection is established with the server (at the transp)rst laye

a single character is sent (hence, establishing/seizing the connection at the application layer, hence, with the
listening daemon). At this point, the Wait Timeout is triggered, in order to delay the sending of the remaining
payload, and to prevent seer-side connection closures. During our work we proved how the attack may
successfully lead a DoS to different popular TCP based services [Cambiaso, 2017], hence proving that the
attack is particularly dangerous.

To protect from SlowComm and Slow DoS gk&in general, it is important to consider the following fétct:

is trivial to detect and mitigate a single attacking host, while it is extremely difficult to identify a distributed
attack. This fact derives from the fact that IP address filtering mawyjt@ied to detect and mitigate a
SlowComm attack (see, for instance, our testsnood- security  [Cambiaso, 2017]), while in case of a
distributed attack this concept may not be adopted with ease. Moreover, from the stealth perspective, the
proposed attackis particularly difficult to detect while it is active, since log files on the server are often
updated only when a complete request is received or a connection is closed: being our requests typically
endless, during the attack log files do not contain tage of attack. Therefore, different approaches should

be adopted, for instance based on statistic [Aiello, 2013], machine learning [Katkar, 2015; Duravkin, 2014;
Singh, 2015], or spectral analysis [Brynielsson, 2015]. A possible approach to adoptesotimbialgorithm
proposed in [Aiello, 2013] and the methodology proposed in [Cambiaso, 2016] to detect running SlowComm
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attacks. Early version of the algorithms has been tested in laboratory, while testing on relevant environments
has not been accomplished date. Concerning the ANASTACIA platform, further work on the topic will be
focused on evaluating a possible implementation of such approach, aimed to provide protection from Slow
DoS Attacks by embedding innovative anomsged intrusion detection atgithms in a relevant
environment and providing additional capabilities to the ANASTACIA framework, in the context of cyber
security applied to counter last generation threats.

MAIN INDICATIONS FOR REFINED/ADDITIONAL REQUIREMENTS

1 Investigatk IoT network systems based on the ZigBee protocol

9 Discover novel attadexploiting XBee modules

» 1 Propo® and integratenew protection approach against the Zedayand slow DoS
attacks

I Adopt and adapt existent algorithms (by CNR, validated in laboratpfotvide
protection capabilities

3.2.3.3KI3¢ Trusted Security orchestration in SDN/Nfviabled I0T scenarios

In the ANASTACIArchitecture the security orchestrator oversees orchestrating the security enablers
according to the defined security policies. Thter would be generated either by the ener or received

from the monitoring and reaction plane. The security orchestration plane, through its components security
orchestrator, security resource planning and policy interpreter, is able to coordinaolieées and security
enables to cover the security configuration needed for different communications happen in the network. The
security orchestration plane takes into account the policies requirements and the available resources in the
underlying infrafructure in order to mitigate the different attacks while reducing the expected mitigation
cost and without affecting the QoS requirements of different verticals. The resources in the underlying
infrastructure refer to the available amount of resourcetamms of CPU, RAM, and storage in different cloud
providers, as well as the bandwidth communication between these network clouds.

Figure 3depicts the main architecture of the security orchestration and enforcement plane suggested in
ANASTACIA. Using Si#twork, the IoT domain is connected to the cloud domain, whereby different loT
services are running. The user accesses the 10T devices, first, through the cloud domain, then the SDN enabled
network and the IoT router. In fact, in ANASTACIA, the commiornicbétween a user and an 10T device
happens through a chain of virtual network functions (VNFs) named service function chaining (SFC). The latter
consists of three parts:

i) the ingress point, which is the first VNF in the SFC. The user initially attachesrigress point;

ii) The intermediate VNFs;

iii) the egress point, which is the last VNF in the SFC. The egress point should be connected to the
IoT controller. As depicted iRigure 3 the order of the communications between the VNFs is
defined according tehe different SDN rules enforced thanks to the SDN controller. The nature
and the size of the SFC would be defined according to the nature of the user (a normal or a
suspicious).
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Figure 3. Security orchestration plane.

Figure 4 depicts the differerdteps of the orchestration and enforcement plane suggested in ANASTACIA.
The attack is detected thanks to the Mitigation Action Service (MAS) component. The later sends a mitigation
request (MSPL file) to the securitychestrator (Fig. 4Step3). To mitgate the attacks, the security
orchestrator interacts with three main actors, which are (Fjst#p4):

0T controller:It provides IoT command and control at hilgivel of abstractionn independent way

of the underlying technologies. @his, it isable to carry out the 10T management requests through
different loT constrain protocols like CoAP or MQTT. It also maintains a registry of relevant
information of the deployed IoT devices like the loT device properties and available operations. Since
it knows the 0T devices status, it could be able to perform an effective communication in order to
avoid the IoT network saturation when it is required a kéglale command and control operation. In

G{ SOdzZNA G& al yI ASYSy (i -awaidR Bysd Ddi daNSy FE@ NI NKE@ K $ 6 b
an example and performance of loT management as part of a building management system. In order
to mitigate different attacks, the security orchestrator interacts with the 10T controller in order to
mitigate the attacks at té level of the 10T domain and prevent the propagation of the attack to other
networks (Fig4: 4). The loT controller enforce different security rules at the 10T router (data plane)
to mitigate the attack (Figt: 5).

Figure 4. Security orchestratiorand enforcement in case of a reactive scenario.
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