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PUBLIC SUMMARY 
ANASTACIA is developing a holistic framework (see Figure 1) for the assessment of security and privacy in 
complex ICT/IoT architectures and Cyber Physical Systems (CPS), using Software Defined Networks (SDN) and 
Network Function Virtualization (NFV) technologies (along with IoT controllers) to ensure the overall security 
of monitored systems, taking into account privacy constraints derived from the General Data Protection 
Regulation (GDPR) and other relevant regulations, standards and best practices. 

 

Figure 1. ANASTACIA framework 

This deliverable contains the result of the final analysis and review of the user-centred functional and non-
functional requirements for the proposes ANASTACIA framework. The associated activities complement 
those which delivered D1.2 by duly considering (see Figure 2) the output of development activities (WP2, 
WP3, WP4, WP5), integration processes (WP6) and validation/evaluation phases (with feedback from end-
users, EC/reviewers and Innovation Advisory Board). 

 

Figure 2. Requirement elicitation and review process. 
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1 INTRODUCTION 

1.1 AIMS OF THE DOCUMENT 

This document ǎǘŀǊǘǎ ŦǊƻƳ ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ 5мΦн άUser-Centred Requirement Initial Analysisέ ǘƻ include the final 
version of the functional and non-functional requirements. The main aims are: 

¶ to verify and review validity, applicability and coverage of the requirements identified in D1.2; 

¶ to integrate requirements identified in D1.2 with new ones obtained after the review of the results 
of the first validation and evaluation phase and derive actionable input for the finalization of both 
methodological and technical results; 

¶ to integrate requirements identified in D1.2 with new ones emerging from input from the Innovation 
Advisor Board (IAB) and from the reviewers (Additional Technical Review and Key Innovations 
identified), as well as from the ǊŜǎǳōƳƛǘǘŜŘ 5сΦн άLƴƛǘƛŀƭ ¦ǎŜ /ŀǎŜǎ LƳǇƭŜƳŜƴǘŀǘƛƻƴ ŀƴŘ ¢Ŝǎǘǎ 
wŜǇƻǊǘǎέ (verification against the updated use cases); 

¶ to leverage the update of requirements to derive actionable hints for the pre-industrialization phase 
of technical results and make the take-up of the delivered ANASTACIA framework easier and more 
appealing for exploitation purposes; 

¶ to revamp and assess accordingly services and functionalities that the project will design, deliver, 
integrate and validate; 

¶ to provide indication for the finalization of the architecture design. 

1.2 APPLICABLE AND REFERENCE DOCUMENTS 

This document refers to the following documents: 

¶ DǊŀƴǘ !ƎǊŜŜƳŜƴǘ bϲтомрру ŀƴŘ ŀƴƴŜȄŜǎ όά5ŜǎŎǊƛǇǘƛƻƴ ƻŦ !Ŏǘƛƻƴέύ 

¶ D1.1 Holistic Security Context Analysis (CNR, M6) 

¶ D1.2 User-Centred Requirement Initial Analysis (SOFT, M6) 

¶ D7.1 Initial Dissemination, Standardization and Outreach Strategy Plan (AALTO, M6) 

¶ D7.2 Initial Exploitation and Data Management Plan (SOFT, M6) 

¶ D1.3 Initial Architecture Design (ATOS, M9) 

¶ D2.1 Policy-based Definition and Policy for Orchestration Initial Report (UMU, M12) 

¶ D5.1 Dynamic Security and Privacy Seal Model Analysis Report (MAND, M24 RESUBM.) 

¶ D2.2 Attack Threats Analysis and Contingency Actions Initial Report (CNR, M14) 

¶ D6.1 Initial Technical Integration and Validation Report (UBITECH, M14) 

¶ D3.1 Initial Security Enforcement Manager Report (UMU, M15) 

¶ D2.3 Privacy Risk Modelling and Contingency Initial Report (MAND, M16) 

¶ D3.2 Initial Security Orchestrator Report (AALTO, M18) 

¶ D6.2 Initial Use Cases Implementation and Tests Reports (UTRC, M24 RESUBM.) 

¶ D2.4 Secure Software Development Guidelines Initial Report (ATOS, M18) 

¶ D7.3 First Period Dissemination, Standardization and Outreach Report (AALTO, M18) 

¶ D8.1 1st Periodic Report (SOFT, M18) 

¶ D3.3 Initial Security Enforcement Enablers Report (THALES, M19) 

¶ D4.1 Initial Monitoring Component Services Implementation Report (MONT, M20) 

¶ D6.3 Initial End-User Validation and Evaluation Report (M22 AMENDED) 

¶ D4.2 Initial Reaction Component Services Implementation Report (CNR, M22) 

¶ D2.5 Policy-based Definition and Policy for Orchestration Final Report (UMU, M24) 

¶ D4.3 Initial Agents Development Report (UTRC, M24) 

¶ D5.2 Dynamic Security and Privacy Seal Monitoring Service (AS, M24) 
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¶ D2.6 Attack Threats Analysis and Contingency Actions Final Report (CNR, M26) 

¶ D2.7 Privacy Risk Modelling and Contingency Final Report (CNR, M28) 

1.3 REVISION HISTORY 
 

Version Date Author Description 

1 10/10/2018 S.Bianchi (SOFT) ToC 

2 12/11/2018 S.Bianchi (SOFT) Updated Positioning section 

3 23/11/2018 G.Viano (SOFT) Introduction section 

4 21/01/2019 S.Bianchi (SOFT), 
F.Nebiacolombo (SOFT) 

Update of ToC and new formats of requirement 
tables and analysis (coverage, validity etc. 

5 23/02/2019 S.Bianchi (SOFT) New Inputs section, references to First 
validation and White Paper 

6 29/03/2019 S.Bianchi (SOFT), 
F.Nebiacolombo (SOFT), 
G.Viano (SOFT) 

Review of functional and non-functional 
requirements according to Main Challenges 
and Key Innovations, updated tables 

7 03/05/2019 S.Bianchi (SOFT), 
F.Nebiacolombo (SOFT) 

General review according to formalized 
technical review report and associated results 
of plenary meeting 

8 17/05/2019 S.Bianchi (SOFT) Conclusion section, consistency check 

9 20/05/2019 R. Trapero (ATOS), 
S.Vuppala (UTRC) 

Overall review, check of new requirements 

10 25/05/2019 S.Vuppala (UTRC) Internal review process 

11 31/05/2019 S.Bianchi (SOFT) Final proofreading and delivery, according to 
internal review process 

 

Note on late delivery, associated justification and risk mitigation:  

As declared in the opening table, D1.4 has been delayed (nearly +6M), as it was meant to be provided on 
M23 (November 2018) and is instead released on mid M29 (May 2019). The justification for this late yet 
controlled/mitigated delivery is explained as follows (see Figure 3): 

¶ ~2 months due to delay accumulated in the first validation phase and in the formalization of its 
results, agreed upon and accepted by the Consortium to optimize the feedback from evaluators 
(including the feedback provided by the IAB members during the plenary meeting held in late 
November 2018, M23); 

¶ ~1 month due to the preparation of the technical review and the associated work on the project 
White Paper and the included Key Innovations; 

¶ ~1.5 months due to the update of the review process according to the informally approved reference 
Main Challenges and associated Key Innovations; 

¶ ~1 month due to the internal review of the document according to the formal feedback of the 
technical review and the related discussion and results of the plenary meeting held in April 2019 
(M28). 

To mitigate the potential risks associated to this delay (e.g. dependencies between activities and 
deliverables), SOFT ensured that discussion with technical work packages for the improvement and the 
extension of developed functionalities was kept alive and aligned with the main findings, shared with the 
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whole Consortium although not explicitly formalized and submitted according to Project Continuous 
Reporting procedures. 

According to the Risk Management policies defined by the project, the delay has been discussed with WP 
leaders in plenary meetings and mitigated by a joint effort, so to ensure that no critical impacts were caused 
on activities and expected results ς interim results of the requirement review process were in fact effectively 
shared with technical WPs to steer the development activities. 

 

Figure 3. Justification of late delivery 

1.4 ACRONYMS AND DEFINITIONS 

 

Acronym Definition 
AAA Authentication, Authorization and Accounting 
DSS Decision Support System 
CISO Chief Information Security Officer 
CPS Cyber Physical Systems 
DoS Denial of Service 
DDoS Distributed Denial of Service 
DPI Deep Packet Inspection 
DPO Data Protection Officer 
DPIA Data Protection Impact Assessment 
DSPS Dynamic Security and Privacy Seal 
ECA Event-Condition-Action 

HSPL High-level Security Policy Language 
IoT Internet of Things 
ISP Internet Service Provider 
MEC Mobile Edge Computing 
MSPL Medium-level Security Policy Language 
NFV Network Function Virtualization 
NSF Network Security Functions 
PoC Proof of Concept 
QoS Quality of Service 
SDA Slow DoS Attacks 
SDN Software Defined Networking 
SFC Service Function Chaining 
VIM Virtual Infrastructure Manager 
VNSF Virtual Network Security Functions 
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2 CONTEXTUALIZATION 

2.1 SCOPE 

ANASTACIA is developing a trustworthy-by-design security framework able to take autonomous decisions 
using networking technologies (such as Software Defined Networking and Network Function Virtualisation) 
and intelligent and dynamic security enforcement and monitoring methodologies and tools. The ANASTACIA 
framework will thus include: 

1. a development paradigm based on the compliance to security/privacy best practices and the use 
of security/security components and enablers; 

2. a suite of distributed trust and security components and enablers, able to dynamically 
orchestrate and deploy user security policies and risk-assessed resilient actions within complex 
and dynamic CPS and IoT architectures; 

3. a holistic Dynamic Security and Privacy Seal, combining security and privacy standards and real 
time monitoring and online testing. 

The elicitation of requirements was initially carried out in D1.2 and was further refined during the project 
activities, after the first validation and evaluation phase, to support also the industrialization phase that is 
expected to ultimately lead to the release of an ANASTACIA-derived set of products. This deliverable D1.4 ς 
meant to review and update the initial version ς has been prepared in parallel to several others 
complementary activities and on the basis of i) the technical results achieved during the first integration 
phase, ii) the feedback collected during the first validation phase, iii) the results of the review with EC and 
external reviewers and iv) the support provided by the Innovation Advisory Board (see Figure 4). 

 

 

Figure 4. wŜƭŀǘƛƻƴǎ ōŜǘǿŜŜƴ ǇǊƻƧŜŎǘΩǎ ǇŀǊŀƭƭŜƭ ŀŎǘƛǾƛǘƛŜǎ ǘƘŀǘ ƛƳǇŀŎǘ ƻƴ ŜƴŘ-user requirements. 
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The results of the second analytical cycle herein summarized (see Figure 5) constitute the basis for the 
refinement of final technical results to be delivered in Y3. 

 

 

Figure 5. Relation between deliverables D1.2 and D1.4 (associated to T1.2) and additional considered inputs. 

 

In the document, considerations used to review/update/extend the User Centred Requirements are 
generically indicated by a black arrow icon and an explanatory description:  

 
<general consideration on requirements> 

 

2.2 POSITIONING 

As indicated in the project proposal and in D1.2, ANASTACIA globally aims to reach TRL 5 ƛΦŜΦ άǘŜŎƘƴƻƭƻƎȅ 
ǾŀƭƛŘŀǘŜŘ ƛƴ ǊŜƭŜǾŀƴǘ ŜƴǾƛǊƻƴƳŜƴǘέΦ According to the developments carried out in the first part of the projects 
and the technological/methodological approaches adopted, the considerations expressed in D1.2 remains 
valid as for the implications of the targeted TRL 5: 

¶ the project is not expected to release a fully functional / product-like prototype, but rather (as a 
Research & Innovation Action) to develop and validate a set of Key Innovations in relevant 
application scenarios and ambitious IoT/CPS-based use cases; this preliminary consideration has two 
impacts: 

o on user requirements: this document reviews the initial set of requirements as included in 
D1.2, identify new complementary ones and proposes optional ones to possibly support pre-
industrialization and industrialization phases, as illustrated in Section 5, with the ultimate 
objective of easing the maximization of the Return on Investment (RoI) for the partners; 

o on exploitation plans: as anticipated, since the project is not expected to deliver a complete 
and qualified system, also commercial targets (associated also to the actual implementation 
of some specific features) might be adequately corrected. 

¶ considering both complexity of the architecture and different maturity of the tools adopted 
(including proprietary solutions provided by some beneficiaries), the global TRL of the project will 
be a reasoned mediation between the TRLs of the different components integrated. 
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2.3 END USERS 

D1.2 initially proposed a rather differentiated portfolio of potential user categories, coping at different levels 
with security and privacy issues and characterized by very different professional profiles, taking into 
consideration the holistic nature of the proposed framework: 

¶ SW developers 

¶ IoT architects/developers 

¶ SDN architects/developers 

¶ NFV architect/developers 

¶ Security managers 

¶ Solution integrators 

¶ Chief Security Officer (CSO) 

¶ Chief Technology Officer (CTO) 

¶ Chief Information Officer (CIO) 

¶ Chief Information and Security Officer (CISO) 

¶ Mobile Edge Computing/Multi Access Edge Computing (MEC) stakeholders 

¶ Building Management System (BMS) stakeholders 

¶ System / Network administrators 

¶ Security professionals/consultants 

¶ Lawyers 

¶ GDPR-associated actors (e.g. Data Protection Officer, Data Processor, Data Controller, etc.) 

To focus on specific needs and requirements, this rather broad range of user categories, spanning through 
highly differentiated professional expertise, was then reduced to two main groups: 

¶ Security Managers  

¶ Privacy Managers 

whose profiles support, for example, the operational activities (see Figure 6) of 

¶ Cyber Physical System (CPS) Managers 

Considering the application domain used for demonstration purposes (Building Management Systems and 
Multi-access Edge Computing) the CPS Managers group includes, for example, Building Managers - in charge 
ƻŦ ƻǾŜǊǎŜŜƛƴƎ ǘƘŜ ƻǇŜǊŀǘƛƻƴŀƭ Ŏƻƴǘƛƴǳƛǘȅ ƻŦ ǘƘŜ ōǳƛƭŘƛƴƎΣ ŎƻƴǎƛŘŜǊŜŘ ŀǎ ŀ άǎȅǎǘŜƳ ƻŦ ǎȅǎǘŜƳǎέ ǘƘŀǘ ƛƴŎƭǳŘŜs 
ICT (e.g. network components) and IoT (e.g. sensors, gateways etc.) architectures, supported on one side by 
Security Managers (e.g. CISOs), in charge of the business continuity of large ICT infrastructures, and Privacy 
Managers (e.g. DPOs) , in charge of compliance with legislation (e.g. GDPR). 

 

Figure 6. Targeted end user categories - simplified grouping. 

Considering the nature of the project and the expected TRL, the Consortium initially agreed upon focusing 
more on technical profiles and associated requirements/needs, also considering that the initial validation 
phase would have involved mainly evaluators from the technical sectors and that high-level functionalities 
(e.g. Dynamic Privacy and Security Seal) were scheduled for release in the second half of the project. 
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3 INPUTS 

3.1 FIRST VALIDATION AND EVALUATION RESULTS 

D1.2 provided a description of 4 reference Use Cases for each of the application domains identified in the 
Description of Action (DoA), formalized as a narrative description, a detailed mapping onto architectural 
planes, a definition of the actors involved, and a structured definition of the functional steps included. The 
complete list is reported below for reference: 

¶ Application Domain Building Management Systems (BMS) 
o Use Case BMS.1: Cyber-Attack at a Hospital Building 
o Use Case BMS.2: Insider Attack on the Fire Suppression System 
o Use Case BMS.3: Remote Attack on the Building Energy Microgrid 
o Use Case BMS.4: Cascade Attack on a Megatall Building 

¶ Application Domain Mobile (Multi -access) Edge Computing (MEC) 
o Use Case MEC.1: Spoofing Attack on the Security Camera System 
o Use Case MEC.2: Man-in-the-middle Attack on the MEC Server 
o Use Case MEC.3: DoS / DDoS attacks using Smart Cameras and IoT devices 
o Use Case MEC.4: IoT-based attack in the MEC Scenario 

As reported in D6.3, the first validation and evaluation phase focused on the first integrated ANASTACIA 
framework, tested according the Test Cases and the methodology reported in D6.2, within the operational 
scope of four specific use-cases implemented: 

¶ Use Case BMS.2: Insider Attack on the Fire Suppression System 

¶ Use Case BMS.3: Remote Attack on the Building Energy Microgrid 

¶ Use Case BMS.4: Cascade Attack on a Megatall Building 

¶ Use Case MEC.3: DoS/DDoS Attacks using IoT Devices 

For each selected use case, a detailed description, including implementation plan and expected benefits 
provided by ANASTACIA framework therein, was elaborated, including data capturing (i.e. web interfaces and 
log consoles) from components during the execution and validation of the specific use case. 

The first round of validation and evaluation:  

¶ was carried out by 65 interviewees/end-users, whose feedback has been analysed to provide the 
Consortium with actionable prioritization criteria to focus on specific functionalities and features to 
be added or improved;  

¶ was supported by a questionnaire divided into three parts: general features, specific operations (of 
each implemented use case) and related aspects of DSPS management. 

Interviewees/end-users were asked to rate relevant features to be further addressed in the second cycle of 
framework development. Each answer was provided by a score from 1 to 5 in accordance to a Likert scale: 

1. = Very Low ς fully disagree, 
2. = Low ς partially disagree, 
3. = Medium ς neutral, 
4. = High ς partially agree, 
5. = Very High ς fully agree. 
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3.1.1 General validation and evaluation 

3.1.1.1 Overall features 

The results of general questions show that interviewees/end-users generally agree on main positive features 
of ANASTACIA framework, as shown the following table. Usability of the whole system (i.e. of all included 
UI/reporting systems) should be sensitively improved in the second phase of the project, other more 
technical features should be. 

Results of General Questions about ANASTACIA framework MEAN DEVIATION 

1. Easy to use 3,461 0,9341823 

2. Intuitive user interfaces 3,663 0,9482306 

3. Real-time feedback 4,139 0,7338593 

4. Powerful reporting 3,969 0,8587863 

5. Modular and scalable 4,076 0,820435 

6. Automatic reactions to threats 4,522 0,6562033 

7. Response time of monitoring module 4,014 1,0883958 

8. Response time of reaction module 4,043 1,2334641 

9. Response time of orchestration module 4,135 1,3574919 

10. Response time of enforcement module 4,088 1,5762936 

3.1.1.2 Overall comments and observations 

Main valuable highlights from the collected questionnaires are reported here according to the most 
appreciated aspects and the most unsatisfied ones. 

3.1.1.2.1 Positive overall comments and observations (PCO) 

 

 
What do you like the most about the ANASTACIA framework?  

PCO-1 The overall idea for mitigation based on predefined policies. The scenarios seemed to work 
properly. 

PCO-2 Ambitious goal to manage security aspects by detecting, monitoring and reacting to the 
identification of vulnerabilities or attacks. Also, the integration of different components towards 
this end. 

PCO-3 The IoT network simulation and the respective traffic forwarding when an attack occurs. 

PCO-4 It provides understandable user interfaces that can easily be used by non-specialized users. 

PCO-5 Network simulation and traffic forwarding. 

PCO-6 LǘΩǎ ǾŜǊȅ ǳǎŜŦǳƭ ŦƻǊ ǇǊƛǾŀŎȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ŎƻƴŎŜǊƴǎΦ 

PCO-7 The end-user interfaces that facilitate understanding of the different modules of actions. 

PCO-8 You can dynamically and automatically act against different kind of attacks. 

PCO-9 It is an interesting approach to modulate the different actions in a network, from the network 
access, to the detection of the different possible attacks and alert about them in close real time to 
notify the correspondent agent to mitigate the attacks by using automation processes. 

PCO-10 Intuitive user interfaces. 

PCO-11 The variety of components which allows for a dynamic setup of the network topology to derive 
traffic to specific nodes using NFVs, treat security and provide countermeasure for different security 
threats or attack. 

PCO-12 The novel, interesting and promising way of facing cybersecurity on IoT environments. 

PCO-13 The reaction module that generates and enforces security policies in the system handled by the 
security orchestration and enforcement planes. 

PCO-14 Its scalability and modularity. 
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What do you like the most about the ANASTACIA framework?  

PCO-15 It is an awesome framework for security mitigation relating to both intrusion prevention and 
detection. 

PCO-16 Fast response time as well as providing with complete countermeasures for the security treats. 

PCO-17 The organization in several planes, each of them dedicated to a particular goal, and interacting each 
other. It can be useful for a very large number of attacks, with appropriate detection and mitigation 
methods. The use cases presented here are interesting. 

PCO-18 Its holistic approach on IoT security 

PCO-19 Successful integration of key technologies and standards into a unified cybersecurity framework. 
From a technology standpoint, the project is challenging, ambitious and state of the art, and of high 
potential if complexity is properly managed. The technologies are complementary and well 
positioned to offer adequate monitoring, detection and reaction to cyber-attacks. Especially the 
SDN/NFV way is used to offer mitigation environment/infrastructure against network level attacks. 

PCO-20 The capacity to provide automatic protection against potential threats. 

PCO-21 Despite the usage of access control and security policy creation, which usually requires some 
manual tasks to be performed, the ANASTACIA framework seems to work well in terms of automatic 
detection of threats and, especially, identification of possible countermeasures. Not so sure about 
real-time detection of possible zero-day attacks, when no previous knowledge of the attack itself is 
available. 

PCO-22 Its modularity and scalability. The novelty introduced regarding the monitoring of IoT devices. 

PCO-23 The intelligence of the combination of SDN and NFV paradigms. The network is able to detect and 
stop an attack fastly. 

PCO-24 The automated adaptability through online monitoring and testing techniques. 

PCO-25 Ambitions of the ANASTACIA Framework and the fact it targets actionable results (useful and 
usable). 

PCO-26 The capability to autodetect attacks and deploys countermeasures. It also isolates the attacker 
emulating a virtual copy of the victim IoT network that could allow us to study the attack. 

PCO-27 DSPS GUI is very user friendly and the alert information is complete and easy to understand. 

PCO-28 The fast and powerful response provided for cyber-attacks in IoT and Cloud architectures. 

 

3.1.1.2.2 Negative overall comments and observations (NCO) 

 

 

What do you dislike the most about the ANASTACIA framework?  

NCO-1 The framework could be easier to use if the platform was more integrated. 

 
Usability and (seamless) integration should be addressed and improved 

NCO-2 The intelligence behind the incident detector is not clear. The attacks presented were straight 
forward. What would happen if the attack was a more sophisticated one? 

 

Complex (multiple attack) scenarios should be properly handled and mitigated 
Reasoning capabilities for autonomous mitigation should be improved 

NCO-3 The architecture might be a little complex to understand and requires expertise to be properly 
deployed. 

 

Distributed architecture should be managed 
Deployment procedures should be defined accordingly 

NCO-4 I don't understand why a blockchain is used in the framework. I think a centralized server would 
be a better idea and provide much more benefits. 
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What do you dislike the most about the ANASTACIA framework?  

 

Experimental use of Blockchain technology adopted for compliance with DoA, justifications 
included in D5.1 (resubmitted) 

NCO-5 Turning off IoT sensor as a countermeasure. 

 
Policies that interfere with CPS status should be properly defined to avoid unexpected impacts 

NCO-6 It can be perceived as a very large and complicated framework. 

 
Complexity should be mitigated by usability 

NCO-7 The terminology in the videos is sometimes to complex ς not easy to understand for people 
outside the project. 

 
Usability should be addressed and improved (terminology for non-technical users) 

NCO-8 Maybe it could be too complex to understand if it is the first time you see the architecture. 

 
Complexity should be mitigated by usability 

NCO-9 In general, it is complex to understand. 

 
Complexity should be mitigated by usability 

NCO-10 It is difficult to understand how the orchestration of different components is carried out. In 
addition, the definition of security policies at different levels, as well as debugging information, 
seems a bit complex to understand. 

 

Complexity should be mitigated by usability 
Information about orchestrated/enforces mitigation plans should be duly provided in plain 
language for non-technical users 

NCO-11 It is complicated that it may add too much overhead and complexity to the IoT environment, 
adding possible failure points. 

 

Overhead and complexity associated to the implementation/deployment/use of the 
ANASTACIA framework should be generally minimized 
No additional failure points should be added by the orchestration/enforcement of mitigation 
plans 

NCO-12 It is difficult to understand ANASTACIA and to use the whole framework.  

 
Complexity should be mitigated by usability 

NCO-13 The current implementation level of the DSPS Seal Management. 

 
Usability should be addressed and improved (DSPS for non-technical users) 

NCO-14 The attack vectors used to demonstrate the effectiveness of the framework are too common, 
ŦƻǊ ǘƘŀǘ ǊŜŀǎƻƴ ƛǘΩǎ ƘŀǊŘ ǘƻ ǾŀƭƛŘŀǘŜ ǘƘŜ ǊƻōǳǎǘƴŜǎǎ ƻŦ the framework in that regards. I suggest 
investigating on more complex vectors that compromise the different components and give a 
more detailed assessment. 

 
Complex (multiple attack) scenarios should be properly handled and mitigated 

NCO-15 ANASTACIA system might be quite complicated for system administrators with no or little 
experience with network security attacks. 

 

Complexity should be mitigated by usability 
Usability should be addressed and improved (system administrators) 

NCO-16 We have no information about the overhead generated during the detection and mitigation of 
attacks. Though it may be quite low, thanks to the organization into several planes. 
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What do you dislike the most about the ANASTACIA framework?  

 

Overhead and complexity associated to the implementation/deployment/use of the 
ANASTACIA framework should be generally minimized 
Performances should be generally optimized 

NCO-17 From security standpoint, it remains unclear what IoT threats the project is capable/aiming to 
address. For instance, malware threat is a serious concern for IoT and the project should better 
stress its capability to address such threat. From adoption standpoint, complexity and 
framework settings may be a killing factor for the project. Interactions among various domain 
components (monitoring, orchestration, enforcement) remain complex and difficult to 
understand.  

 

Complex (multiple attack) scenarios should be properly handled and mitigated 
Complexity should be mitigated by usability 
Usability should be generally addressed and improved (integration/use of planes) 

NCO-18 The complexity that seems to be required to configure all the components to be deployed, and 
all the rules that should be applied. 

 
Complexity should be mitigated by usability (configuration and deployment) 

NCO-19 Not so clear why the blockchain is used and what benefits it really brings to the project with 
respect to other solutions 

 

Experimental use of Blockchain technology adopted for compliance with DoA, justifications 
included in D5.1 (resubmitted) 

NCO-20 The problem of monitoring in real-time IoT end-devices, due to their limited networking and 
processing capabilities. 

 

Real-time monitoring and control (for attack mitigation purposes) of IoT devices should be 
supported 

NCO-21 The GUIs can be improved a bit to be more effective. 

 
Usability should be generally addressed and improved (all GUI, DSPS included) 

 

3.1.2 Specific validation and evaluation (SVE) 

3.1.2.1 SVE1 ς Dynamic Security and Privacy Seal 

Ʒ D6.3 conclusions: άFor the DSPS evaluation, the results indicate that end-users are partially satisfied with 
the web user interface and reporting indicators. Moreover, the end-users are neutral with the use of 
blockchain in the DSPS management and are partially disagreed that the DSPS is too complex.έ  

Results of Specific Questions about DSPS Module MEAN DEVIATION 

1. DSPS based on blockchain makes you feel more protected 3,511 1,0128034 

2. Web user interface of DSPS is easy to understand 4,239 0,8981518 

3. DSPS is too complex to be fully appreciated 2,457 1,0286712 

4. DSPS provides a powerful reporting about real-time indicators 4,084 0,6603119 

 

 
Usability should be generally addressed and improved (DSPS included) 
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3.1.2.2 SVE2 ς Use Case BMS.2: Insider Attack on the Fire Suppression System 

Ʒ D6.3 conclusions: άAccording to the evaluation of BMS.2 use case, the next table indicates that end-users 
are partially agreed with the protection provided by secure bootstrapping and distributed access control of 
IoT resources. Moreover, end-users are partially satisfied with the ANASTACIA components such as Kafka 
broker, Security Alert Service and SDN/NVF Controllers.έ 

Results of Specific Questions about BMS.2 Use Case MEAN DEVIATION 

1. Network authentication using secure bootstrapping makes you feel more protected 3,867 1,1171463 

2. Distributed access control for IoT resources makes you feel more protected 3,663 0,9864918 

3. Kafka broker of monitoring module provides alert information that is easy to understand 3,679 0,9603531 

4. Security alert service of reaction module provides a powerful reporting 3,881 0,7382432 

5. Mitigations actions managed by the Security Orchestrator are too complex 2,998 1,0572622 

6. IoT network simulation and traffic forwarding by SDN/NVF Controllers are useful countermeasures 4,201 0,9525338 

 

 
Usability should be improved (Security Orchestrator UI/console) 

3.1.2.3 SVE3 ς Use Case BMS.3: Remote Attack on the Building Energy Microgrid 

Ʒ D6.3 conclusions: άRegarding the evaluation of BMS.3 use case, the results show that end-users are 
partially agreed with Deep Packet Inspection for SQL-injection detection, XL-SIEM tool for Incident Detector 
and Traffic filtering as countermeasure. The end-users indicate its neutral opinion about the understandable 
console of Mitigation Action Service and the complexity of Security Orchestrator.έ  

Results of Specific Questions about BMS.3 Use Case MEAN DEVIATION 

1. The attack of SQL injection included in COAP message is easy to understand 3,701 1,1048542 

2. Deep Packet Inspection of monitoring module is a powerful tool to detect a SQL injection attack 4,02 0,8902943 

3. XIEM-tool of monitoring module provides SQL alert notification that is easy to understand 3,755 0,8712932 

4. The log console of Mitigation Action Service is enough to understand what is happening 3,509 0,8795386 

5. Mitigations actions managed by the Security Orchestrator are too complex to be fully appreciated 2,79 1,0413221 

6. Traffic filtering by SDN/NVF Controllers is a useful countermeasure 4,318 0,8407218 

 

 
Usability should be improved (Mitigation Action Service and Security Orchestrator UI/console) 

3.1.2.4 SVE4 ς Use Case BMS.4: Cascade Attack on a Megatall Building 

Ʒ D6.3 conclusions: άAccording to the evaluation of BMS.4 use case, the next table indicates that end-users 
are partially satisfied with the ANASTACIA components such as Data Analysis Agent based on machine 
learning, Kafka Broker of Monitoring Module and Security Alert Service for threat reporting. Moreover, the 
end-users express their neutral position for the complexity of Security Orchestrator.έ 

Results of Specific Questions about BMS.4 Use Case MEAN DEVIATION 

1. The attack of temperature sensor manipulation is easy to understand 4,068 0,9998606 

2. Data Analysis based on Machine learning is a powerful tool to detect data manipulation 3,939 0,8992535 

3. Kafka-broker of monitoring module provides alert notification that is easy to understand 3,939 0,8154375 

4. Security alert service provides a powerful reporting about the threat detection 3,937 0,6584405 

5. Mitigations actions managed by the Security Orchestrator are too complex to be fully appreciated 2,83 1,0534558 

6. The enforcement of turning off the sensor device by IoT controller is a useful countermeasure 3,893 1,0255922 

 

 
Usability should be improved (Security Orchestrator UI/console) 
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3.1.2.5 SVE5 ς Use Case MEC.3: DoS/DDoS Attacks using IoT Devices 

Ʒ D6.3 conclusions: άRegarding the evaluation of MEC.3 use case, the next results show that end-users are 
partially agreed with Deep Packet Inspection for DDoS detection, XL-SIEM tool for Incident Detector and 
Traffic filtering as countermeasure. The complexity of mitigation actions managed by Security Orchestrator is 
considered neutral by the end-users.έ 

Results of Specific Questions about MEC.3 Use Case MEAN DEVIATION 

1. The attack of DDoS generated by the network simulation with ICMP messages is easy to understand 4,164 1,1493945 

2. Deep Packet Inspection for monitoring module is a powerful tool to detect DDoS attacks 4,002 0,9694761 

3. XIEM-tool of monitoring module provides DDoS alert notification that is easy to understand 3,761 0,8666695 

4. Security alert service provides a powerful reporting about the threat detection 3,96 0,8475656 

5. Mitigations actions managed by the Security Orchestrator are too complex to be fully appreciated 2,817 1,1139065 

6. The filtering the ICMP traffic from the sensor network by SDN controller is a useful countermeasure 4,198 0,8714848 

 

 
Usability should be improved (Security Orchestrator UI/console) 

 

3.2 WHITE PAPER (WP) 

This section includes a reasoned review of the ANASTACIA White Paper (ƛǎǎǳŜŘ ǳǇƻƴ 9/Ωǎ ǊŜǉǳŜǎǘ ƻƴ WŀƴǳŀǊȅ 
2019) in terms of impact on initial requirements (see D1.2) and of definition of new additional requirements. 

3.2.1 Reference Scenario (RF) 

The heterogeneous, distributed, and dynamically evolving nature of Cyber Physical Systems (CPS) based on 
Internet of Things (IoT) and virtualised cloud architectures introduces new and unexpected risks that cannot 
be solved by current state-of-the-art cyber-security solutions. A huge number of interconnected smart 
devices is drastically changing industrial and home environments by enabling new advanced services for 
human-beings: the IoT vision aims at seamlessly integrating the sensing and actuation features of common 
objects by leveraging their network capabilities to create pervasive information systems. To this aim, the 
sensing measurements generated by IoT devices can provide contextual and valuable information of the 
surrounding environments. The relevant data analysis systems can then derive appropriate control and 
security decision, which can be enforced in the physical world through the actuation features of smart 
devices. The envisioned benefits are boosting the adoption of IoT solutions in a broad range of application 
scenarios. 

On the other hand, the increased connectivity can be exploited by malicious attackers to exploit devices 
vulnerabilities. Indeed, accounting for the heterogeneity of IoT devices, ranging from smart industrial 
machinery to simple wearable sensors, it results extremely complex to ensure the same desired protection 
over different programming environments. New zero-day (0-day) vulnerabilities and new types of attacks ς 
such as Slow DoS Attacks (SDA) ς are emerging and require a holistic security management approach. 
However, most host-centric security mechanisms do not typically fit into the resource constraints of IoT 
devices and networks neither properly exploit SDN/NFV and monitoring technologies. The absence of 
automated software updates, as well as misconfiguration, can notably increase the potential vulnerabilities, 
ŜǎǇŜŎƛŀƭƭȅ ŘǳŜ ǘƻ ǘƘŜ ǳƴŀǾŀƛƭŀōƛƭƛǘȅ ƻŦ ǾŜƴŘƻǊǎΩ ǎǳǇǇƻǊǘ ŀƭƻƴƎ ǘƘŜ ǿƘƻƭŜ Lƻ¢ ǇǊƻŘǳŎǘ ƭƛŦŜŎȅŎƭŜΦ Cyber-attacks 
on IoT operations are widespread because of increased internet-connectivity of equipment and devices in 
smart distributed deployments, such as Smart Building services. Against waves of emerging and adapting 
threat patterns, effective security configuration for building automation systems is beyond manual analysis 
or human ability. Moreover, current network security solutions present low responsiveness and can unlikely 
cope with the dynamic IoT environments. All these security vectors claim for new advanced mechanisms able 
to meet the desired defence levels. 
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Figure 7. ANASTACIA main reference scenario. 

 

New context-aware security frameworks are therefore needed to allow orchestrating NFV managers, SDN 
controllers and IoT controllers, thereby providing security chaining, as well as dynamic reconfiguration and 
adaptation of the virtual security appliances, according to monitoring and DSSs. Virtual Network Security 
Functions (vNSF) can be timely and dynamically deployed at the edge in virtualized and softwarized entities, 
to rule the security in IoT networks. Dynamic provisioning of virtual security functions towards the edge of 
the network can enhance scalability, necessary to deal with the huge IoT traffic. 

The deployment of Network Security Functions (NSF) have been already successfully studied and addressed 
in IoT networks. However, those NSFs have not been yet properly studied and exploited in NFV/SDN-enabled 
IoT networks, where cyber-situational and policy-based security frameworks can be dynamically 
orchestrated reacting and mitigating cyber-attacks by deploying timely and wisely, in the proper location, the 
suitable vNSF. 

In this context, ANASTACIA is developing new methodologies, frameworks and support tools that will offer 
resilience to distributed smart IoT systems and scenarios against cyber-attacks, by leveraging SDN and NFV 
technologies. Summarizing: 

¶ ANASTACIA addresses the security management of distributed IoT scenarios, such as Smart Buildings 
or Smart Cities, that can benefit from policy-based orchestration and management approach, 
NFV/SDN-based solutions and novel monitoring and reaction tools to cope with new kind of cyber-
attacks 

 

Policy orchestration should be efficiently managed (see policy conflist detection, policy 
dependencies, etc.) 

 
Usability should be improved (non-technical users/CPS managers) 
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¶ Security VNFs can be timely and dynamically orchestrated through policies to deal with 
heterogeneity demanded by these distributed IoT deployments, that can be deployed either at the 
core of at the edge, in VNF entities, in order to rule the security in IoT networks 

 

Policy orchestration should be efficiently managed (see policy conflict detection, policy 
dependencies, etc.) 

¶ Dynamic and reactive provisioning of security VNFs towards the edge of the network can enhance 
scalability, necessary to deal with IoT scenarios 

 

Scalability should be addressed and improved (dynamic and reactive provisioning of security 
VNFs towards the edge of the network) 

 

3.2.2 Research Challenges (RC) 

3.2.2.1 RC1 ς Interoperable and scalable IoT security management  

The definition of security policies to deal with IoT heterogeneity and interoperability across IoT domains 
introduces several challenges related to the security models, the language and the level of abstraction. Thus, 
contextual IoT aspects in policies, particularities in IoT security models, policy conflicts and dependencies in 
orchestration policies are open research challenges that need to be solved.  

 
Policy orchestration should be efficiently managed (see detection, dependencies, etc.) 

3.2.2.2 RC2 ς Optimal selection of SDN/NFV-based security mechanisms  

The current defence of network operators and companies is mainly based on hardware appliances. Naturally, 
the hardware appliances have fixed location that has to be chosen by the ISP smartly. These hardware 
appliances can be deployed on-premises or outsourced, and the packets/flows are redirected to these 
hardware appliances. Besides, some vendors are better in some attack defence such as DDoS attack or 
detection as DPI and others can be better for another type of attack. Moreover, these hardware appliances 
have a limited capacity and hence can handle a limited volume of traffic/data. As an example, for the DDoS 
case with a hardware of 10 Gbps DDoS defence appliance, each attack with a volume higher than this capacity 
cannot be handled by the defence appliance. In contrary, using the virtualization enabled by SDN and NFV 
allows a quick instantiation of VMs in the adequate location. Indeed, this lack of elasticity can be easily 
handled by VNF functions that can be chained and placed on-demand according to the incoming attacks. 
However, it is challenging to allocate multiple VNF requests on an NFV Infrastructure, especially in a cost-
driven objective. Moreover, depending on their type and isolation considerations, VNFs can be potentially 
shared among several Service Function Chainings (SFC), as an example. Finally, VNFs must not be placed far 
from the shortest path to avoid increasing delay and network usage. The ANASTACIA project tries to answer 
these challenging issues.  

 

Optimal selection criteria for SDN/NFV-based security mechanisms should be defined, 
implemented and included in mitigation plans for proper enforcement 

3.2.2.3 RC3 ς Orchestration of SDN/NFV-based security solutions for IoT 
environments  

The selection of the adequate mitigation plan and the fast enforcement of the defined policies are very 
challenging processes that require a lot of efforts and time. The orchestration and the enforcement of the 
adequate countermeasures in a short time, and without affecting the Quality of Service (QoS), introduce 
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several challenges that must be duly considered. Also, the definition and enforcement of mitigation plans 
while reducing the deployment cost and by taking into account the limitations in existing infrastructure 
clouds are open research questions that should be addressed.  

 

Orchestration of SDN/NFV-based security mechanism should be ensured to support the security 
of complex/distributed IoT environments  

3.2.2.4 RC4 ς Dealing with new kind of cyber-attacks in IoT  

The identification of novel types of attacks exploiting IoT networks and sensors (and the consequent 
protection approaches to provide advanced security from last generation threats) is also tackled by research 
activities carried out by the project.  

 
Novel types of attack should be mitigated 

3.2.2.5 RC5 ς Learning Decision Model for Detecting Malicious Activities  

Lƴ ǘƘŜ ŎȅōŜǊ ǇƘȅǎƛŎŀƭ ǿƻǊƭŘΣ ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ Ǝƻŀƭ ƛǎ ǘƻ ŘƛǎǊǳǇǘ ōƻǘƘ ǘƘŜ ƴƻǊƳŀƭ ƻǇŜǊŀǘƛƻƴǎ ƻŦ ǘƘŜ /t{Σ ŜΦƎΦΣ 
sensor readings, safety limits violation, status reports, safety compliance violation etc. and communication 
flows among devices. The continued rise of cyber-attacks together with the evolving skills of the attackers, 
and inefficiency of the traditional security algorithms to defend against advanced and sophisticated attacks 
such as DDoS, slow DoS and zero-day, necessitate the development of novel defense and resilient detection 
techniques. We propose an approach for learning a constraint-programming based decision model by 
learning a set of constraints/relations from the data that conjunctively defines both the normal operations 
and communication flows of a CPS. The malicious operations are detected when CPS fails to abide by the 
learnt decision model.  

 

Advanced Decision Models should be included in the Monitoring Plane to detect malicious 
activities and potential risks/attacks 

3.2.2.6 RC6 ς Hybrid IoT Security Monitoring enhanced with event correlation  

Security in IoT networks introduces challenges due the restrictions of the devices. The application of both 
signature-based and behavioural-based security analysis for IoT networks provides an initial security level. 
ANASTACIA goes even beyond this point by correlating both types of events to detect hidden relations and 
thus identify potential threats.  

 

Advanced reasoning capabilities should be developed and included in the Monitoring Plane to 
leverage event correlation and enhance IoT security 

3.2.2.7 RC7 ς Quantitative evaluation of incidents for mitigation support  

In ANASTACIA, incident detection is supported by a quantitative evaluation of incidents that combines several 
factors (incident severity, criticality of assets affected, global risk associated to the incident or cost of 
potential mitigations among others) to decide on the most convenient mitigation plan to enforce.  

 

Advanced reasoning capabilities should be developed and included in the Reaction Plane by 
quantitatively evaluating risks/attacks and define appropriate mitigation plans 
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3.2.2.8 RC8 ς Developing a Dynamic Security and Privacy Seal which secures both 
organizational and technical data  

The DSPS seeks to generate trust in the system by showcasing both the technical insights obtained from 
ANASTACIA on security and privacy and the wider security and personal data protection requirements that 
might be of relevance to the organization. To do so, the key challenge to be overcome by the system relates 
to the need to integrate the end-user (CISO and DPO) in the seal creation process. The DSPS will enhance the 
ŀƭŜǊǘǎ ƎŜƴŜǊŀǘŜŘ ōȅ !b!{¢!/L!Ωǎ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǊŜŀŎǘƛƻƴ ǇƭŀƴŜǎ ǿƛǘƘ ŘƛǊŜŎǘ ǘŜŎƘƴƛŎŀƭ ŀƴŘ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ 
feedback (such as Data Protection Impact Assessments or post-alert internal security audit results) from the 
end-user, which will be securely stored and linked to the seal to generate non-repudiable, legally valid proof 
of due-diligence and compliance with legal or contractual requirements. 

 

Organizational and technical information should be duly secured 

Support to accountability should be addressed and implemented (as for compliance with 
GDPR, with a focus on DPIA activities and on non-repudiable proof) 
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3.2.3 Key Innovations (KI) 

The Research Challenges (RC) introduced in the Section before have been duly translated into a set of 8 Key 
Innovations (KI) proposed by the ANASTACIA project to stress its research nature and to support ambitious 
demonstration use cases (see Figure 8). 

 

 

Figure 8. Main Key Innovation supporting the ANASTACIA framework. 

 

The following sections include the description of the proposed Key Innovations (as originally proposed in the 
ANASTACIA White Paper) and derive accordingly a set of additional/complementary requirements. 
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3.2.3.1 KI1 ς Holistic policy-based security management and orchestration in IoT 

In distributed smart IoT deployments scenarios ώΧϐ, the system security management is crucial. At this point, 
it is important to highlight that to the diversity of the current systems and services they are added a vast 
amount of different devices in the IoT domain, being the latter quite different among the previous approach 
and even among themselves. From this point of view, the current state of art shows that it is highly valuable 
to provide different levels of security policies to provide different levels of abstraction for different profiles 
of management. It is also important to highlight the difference between generic models and specific 
extensible models, as well as to remark then relevance of policy orchestration features and policy conflict 
detection. Mŀƛƴ !b!{¢!/L!Ωǎ ŎƻƴǘǊƛōǳǘƛƻƴǎ on policies reside in the unification of relevant, new and 
extended capability-based security policy models (including Event-Condition-Action, ECA features), as well as 
policy orchestration and conflict detection mechanisms, all under a unique policy framework. To this aim, 
the holistic policy-based solution provides different components and features like Policy Models, Policy 
Editor Tool, Policy Repository, Policy Interpreter, Policy Conflict Detection and Policy for Orchestration. 

ANASTACIA´s Policy Models thus improve the current state of the art as well as provide novelty approaches 
to be able to increase the security measures and countermeasures in the whole system at different levels. 
To this aim, ANASTACIA adopts and extend concepts and features from the state of art, to provide a unified 
security policy framework. I.e., ANASTACIA involves and evolves previous works by extending the already 
existing features as well as by providing new IoT-focused features.  

The Policy Models can be instantiated by using the Policy Editor Tool which allows defining security policies 
at a high-level of abstraction through a friendly GUI. In this way, the security administrator is able to manage 
the security of the system by instantiating new security policies, as well as supervise the existing security 
policies by the Policy Repository. The Policy Repository registers all policy operations as well as the current 
status for each one. It also provides valuable policy templates to make the security management easier. 

Since the security policies are instantiated in a High-level Security Policy Language (HSPL), it must be 
transformed in configurations for the specific devices which will enforce the security policy. To this aim,  the 
Policy Interpreter is able to refine the HSPL in one or several Medium-level Security Policy Language (MSPL) 
policies depending on a set of identified capabilities (filtering, forwarding, etc.). This process transforms the 
high-level concepts into more detailed parameters but still independent to the specific technologies. Finally, 
these MSPL policies are translated in final configurations by using specific translator plugins for each 
technology. Once the configurations have been obtained, they can be enforced in the specific security 
enablers, understanding a security enabler as a piece of hardware or software able to implement a specific 
capability. Of course, a security policy only can be enforced if it does not present any kind of conflict with the 
already enforced ones. In this sense, the Policy Conflict Detection engine verifies that the new security policy 
will not generate conflicts like redundancy, priorities, duties (e.g. packet inspection vs channel protection), 
dependences or contradictions. To this aim, the security policy is processed against the rule engine which 
extracts context information from the policy repository and the system model to perform the necessary 
verifications. 

Regarding the dependences, ANASTACIA also includes as part of the policy model the Policy for Orchestration 
concept. The Policy for Orchestration model allows the security administrator to specify how a set of security 
policies must be enforced by defining priorities and dependencies, where a security policy can depend on 
other security policies or even in system events like an authentication success. 

Through these components and features, the policy-based ANASTACIA framework aims to cope with research 
challenges related with interoperability and scalability IoT security management. That is, the policy-based 
approach aims to deal with the heterogeneity and scalability by defining different level of abstractions, 
models and translation plugins. In this way, the scalability is also benefited since the policy-based approach 
with a high-level of abstraction makes easier to manage a large amount of devices. The policy conflict 
detection allows the framework to deal with several conflict types, and finally the policy for orchestration 
considers policy chaining by priority or dependencies in order to cover an orchestration plan.  
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Currently, the project is validating the related components and features by experimenting on IoT/SDN/NFV 
Proof of Concepts for different security capabilities like authentication, authorization and accounting (AAA), 
filtering, IoT management, IoT-honeynet and channel protection as it can be seen in the research outcomes. 

Regarding the research outcomes and associated publications, [Zarca, 2018-1] provides a first PoC 
performance evaluation focused on a sensor isolation through different SDN controllers as well as a 
traditional firewall approach. [Zarca, 2018-2] shows the potential of the policy-based framework focused on 
an !!! ǎŎŜƴŀǊƛƻ ǿƘƻǎŜ ǊŜǎǳƭǘǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ƛƴ ώ½ŀǊŎŀΣ нлмфϐΦ ά±ƛǊǘǳŀƭ Lƻ¢ IƻƴŜȅbŜǘǎ ǘƻ ƳƛǘƛƎŀǘŜ ŎȅōŜǊ-attacks 
in SDN/NFV-ŜƴŀōƭŜŘ Lƻ¢ ƴŜǘǿƻǊƪǎέ όpaper under review) shows the dynamic deployments of IoT-honeynet 
networks on demand by replicating real IoT environments by instantiating the ANASTACIA IoT-honeynet 
ǇƻƭƛŎȅ ƳƻŘŜƭΦ Lǘ ŀƭǎƻ ǇǊƻǾƛŘŜǎ ǇŜǊŦƻǊƳŀƴŎŜ ŦƻǊ ŘƛŦŦŜǊŜƴǘ ƪƛƴŘ ƻŦ Lƻ¢ ŘŜǾƛŎŜǎ ŀƴŘ ǘƻǇƻƭƻƎƛŜǎΦ ά{ŜŎǳǊƛty 
Management Architecture for NFV/SDN-ŀǿŀǊŜ Lƻ¢ {ȅǎǘŜƳǎέ [Zarca et al., 2019] shows the ANASTACIA 
architecture and focuses on the reaction performance of the policy-based framework. 

 

 

MAIN INDICATIONS FOR REFINED/ADDITIONAL REQUIREMENTS 

¶ Extend and improve policy models and management, to support: 
o Monitoring Policies  
o Data-privacy Policies 
o Policy for Orchestration 
o Policy conflict detection (rule engine) 

¶ Implement/validate associated data-privacy enablers 

¶ Policy definition and refinement for the envisaged use cases 

 

3.2.3.2 KI2 ς Investigation on innovative cyber-threats 

The CNR team involved in ANASTACIA has multi-year experience in the cyber-security field, concerning both 
the development of innovative cyber-attacks and intrusion detection algorithms. By exploiting the knowledge 
of the team, in the ANASTACIA context, deep work has been accomplished in the cyber-security context. Such 
work led to the identification of two innovative threats, related to the IoT and Slow DoS Attacks contexts. 
The novelty of such threats is demonstrated by their acceptance from the research world [Cambiaso, 2017; 
Vaccari, 2017]. In the following, based our description on the published works just mentioned and on the 
description reported in the project deliverables, the introduced new attacks are briefly described (how they 
work and how it is possible to protect from them). 

3.2.3.2.1 IoT 0-Day attack 

Being exchanged information extremely sensitive, due to the nature of IoT devices and networks, security of 
IoT systems is a topic to be investigated in deep. The work behind the proposed attack goes in this direction, 
by investigating the domotic IoT context and exploiting its components, in order to identify weaknesses that 
attackers may exploit. 

The proposed attack is part of the ZigBee security context. ZigBee is a wireless standard introduced by the 
ZigBee Alliance in 2004 and based on the IEEE 802.15.4 standard, used in the Wireless Personal Area 
Networks (WPAN) context [Ramya, 2011]. In particular, we identified a particular vulnerability affecting AT 
Commands capabilities implemented in IoT sensor networks. Our work focuses on the exploitation of such 
weakness on XBee devices, supporting remote AT commands, exploited to disconnect an end-device from 
the ZigBee network and make it join a different (malicious) network and hence forward potentially sensitive 
data to third malicious parties. Given the nature of IoT end-devices, often associated with a critical data and 
operations, it may be obvious how a Remote AT Command attack represents a serious threat for the entire 
infrastructure. Early evaluation of the effects of the proposed attack on a real network led to validate the 
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success of the proposed threat [Vaccari, 2017]. Obtained results prove the efficacy of the proposed attack. 
Moreover, since just a single packet is sent to the victim by the attacker to reconfigure it, the proposed attack 
should be considered as dangerous as scalable. Particularly, the time required to send such packet is minimal, 
so in case of multiple targeted sensors, the attack success is guaranteed. 

By adopting an external level protection approach [Vaccari, 2017], the protection system is directly employed 
on the nodes, since agents implemented on the IoT devices are responsible for monitoring the device status 
and verifying that all the parameters are correct. In case the device is affected by a remote AT reconfiguration 
command attack, such alert information is forwarded to the IoT coordinator, and the device is designed to 
mitigate the attack (by autonomously reconfiguring itself, as previously described). Since not all the devices 
may embed a detection and mitigation system, the IoT coordinator is also supposed to monitor devices status 
periodically to identify disconnections, hence report them to the other ANASTACIA modules. 

3.2.3.2.2 Slow DoS Attacks 

Among all the methodologies used to successfully execute malicious cyber-operations, DoS attacks are 
ŜȄŜŎǳǘŜŘ ǿƛǘƘ ǘƘŜ ŀƛƳ ƻŦ ŜȄƘŀǳǎǘ ǾƛŎǘƛƳΩǎ ǊŜǎƻǳǊŎŜǎΣ ŎƻƳǇǊƻƳƛǎƛƴƎ ǘƘŜ ǘŀǊƎŜǘŜŘ ǎȅǎǘŜƳǎΩ ŀǾŀƛƭŀōƛƭƛǘȅΣ ǘƘǳǎ 
affecting availability and reliability for legitimate users. These threats are particularly dangerous, since they 
can cause significant disruption on network-based systems [Beitollahi, 2011]. The term Slow DoS Attack, 
coined by the CNR research group involved in the project, concerns a DoS attack which makes use of low-
bandwidth rate to accomplish its purpose. An SDA often acts at the application layer of the Internet protocol 
stack because the characteristics of this layer are easier to exploit to successfully attack a victim even by 
sending it few bytes of malicious requests [Cambiaso, 2012]. Moreover, under an SDA, an ON-OFF behavior 
may be adopted by the attacker [Cambiaso, 2013], which comprises a succession of consecutive periods 
composed of an interval of inactivity (called off-time), followed by an interval of activity (called on-time). 

The innovative attack proposed is called SlowComm [Cambiaso, 2013], sending a large amount of slow (and 
endless) requests to the server, saturating the available connections at the application layer on the server 
inducing it to wait for the (never sent) completion of the requests. As an example, we refer to the HTTP 
protocol, where the characters sequence \ r \ n\ r \ n represent the end of the request: SlowComm never 

sends such characters, hence forcing the server to an endless wait. Additionally, during a SlowComm the 
request payload is sent abnormally slowly. Similar behavior could be adopted for other protocols as well 
(SMTP, FTP, etc.). As a consequence, by applying this behavior to a large amount of connections with the 
victim, a DoS may be reached. In particular, SlowComm works by creating a set of predefined connections 
with the victim host. For each connection, a specific payload message is sent (the payload is typically endless), 
one character at time (one single character per packet), by making use of the Wait Timeout [Cambiaso, 2012] 
to delay the sending. In this way, once the connection is established with the server (at the transport layer), 
a single character is sent (hence, establishing/seizing the connection at the application layer, hence, with the 
listening daemon). At this point, the Wait Timeout is triggered, in order to delay the sending of the remaining 
payload, and to prevent server-side connection closures. During our work we proved how the attack may 
successfully lead a DoS to different popular TCP based services [Cambiaso, 2017], hence proving that the 
attack is particularly dangerous. 

To protect from SlowComm and Slow DoS Attacks in general, it is important to consider the following fact: it 
is trivial to detect and mitigate a single attacking host, while it is extremely difficult to identify a distributed 
attack. This fact derives from the fact that IP address filtering may be applied to detect and mitigate a 
SlowComm attack (see, for instance, our tests on mod- security  [Cambiaso, 2017]), while in case of a 

distributed attack this concept may not be adopted with ease. Moreover, from the stealth perspective, the 
proposed attack is particularly difficult to detect while it is active, since log files on the server are often 
updated only when a complete request is received or a connection is closed: being our requests typically 
endless, during the attack log files do not contain any trace of attack. Therefore, different approaches should 
be adopted, for instance based on statistic [Aiello, 2013], machine learning [Katkar, 2015; Duravkin, 2014; 
Singh, 2015], or spectral analysis [Brynielsson, 2015]. A possible approach to adopt combines the algorithm 
proposed in [Aiello, 2013] and the methodology proposed in [Cambiaso, 2016] to detect running SlowComm 
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attacks. Early version of the algorithms has been tested in laboratory, while testing on relevant environments 
has not been accomplished to date. Concerning the ANASTACIA platform, further work on the topic will be 
focused on evaluating a possible implementation of such approach, aimed to provide protection from Slow 
DoS Attacks by embedding innovative anomaly-based intrusion detection algorithms in a relevant 
environment and providing additional capabilities to the ANASTACIA framework, in the context of cyber-
security applied to counter last generation threats. 

 

MAIN INDICATIONS FOR REFINED/ADDITIONAL REQUIREMENTS 

¶ Investigate IoT network systems based on the ZigBee protocol 

¶ Discover novel attacks exploiting XBee modules 

¶ Propose and integrate new protection approach against the Zero-day and slow DoS 
attacks 

¶ Adopt and adapt existent algorithms (by CNR, validated in laboratory) to provide 
protection capabilities  

3.2.3.3 KI3 ς Trusted Security orchestration in SDN/NFV-enabled IoT scenarios 

In the ANASTACIA architecture, the security orchestrator oversees orchestrating the security enablers 
according to the defined security policies. The later would be generated either by the end-user or received 
from the monitoring and reaction plane. The security orchestration plane, through its components security 
orchestrator, security resource planning and policy interpreter, is able to coordinate the policies and security 
enables to cover the security configuration needed for different communications happen in the network. The 
security orchestration plane takes into account the policies requirements and the available resources in the 
underlying infrastructure in order to mitigate the different attacks while reducing the expected mitigation 
cost and without affecting the QoS requirements of different verticals. The resources in the underlying 
infrastructure refer to the available amount of resources in terms of CPU, RAM, and storage in different cloud 
providers, as well as the bandwidth communication between these network clouds.  

Figure 3 depicts the main architecture of the security orchestration and enforcement plane suggested in 
ANASTACIA. Using SDN network, the IoT domain is connected to the cloud domain, whereby different IoT 
services are running. The user accesses the IoT devices, first, through the cloud domain, then the SDN enabled 
network and the IoT router. In fact, in ANASTACIA, the communication between a user and an IoT device 
happens through a chain of virtual network functions (VNFs) named service function chaining (SFC). The latter 
consists of three parts:  

i) the ingress point, which is the first VNF in the SFC. The user initially attaches to the ingress point;  
ii) The intermediate VNFs;  
iii) the egress point, which is the last VNF in the SFC. The egress point should be connected to the 

IoT controller. As depicted in Figure 3, the order of the communications between the VNFs is 
defined according to the different SDN rules enforced thanks to the SDN controller. The nature 
and the size of the SFC would be defined according to the nature of the user (a normal or a 
suspicious). 
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Figure 3. Security orchestration plane. 

Figure 4 depicts the different steps of the orchestration and enforcement plane suggested in ANASTACIA. 

The attack is detected thanks to the Mitigation Action Service (MAS) component. The later sends a mitigation 

request (MSPL file) to the security orchestrator (Fig. 4, Step 3). To mitigate the attacks, the security 

orchestrator interacts with three main actors, which are (Fig. 4, Step 4): 

 IoT controller: It provides IoT command and control at high-level of abstraction in independent way 

of the underlying technologies. That is, it is able to carry out the IoT management requests through 

different IoT constrain protocols like CoAP or MQTT. It also maintains a registry of relevant 

information of the deployed IoT devices like the IoT device properties and available operations. Since 

it knows the IoT devices status, it could be able to perform an effective communication in order to 

avoid the IoT network saturation when it is required a high-scale command and control operation. In 

ά{ŜŎǳǊƛǘȅ aŀƴŀƎŜƳŜƴǘ !ǊŎƘƛǘŜŎǘǳǊŜ ŦƻǊ bC±κ{5b-aware IoT SysteƳǎέ ό¦ƴŘŜǊ ǊŜǾƛŜǿύ Ŏŀƴ ōŜ ŦƻǳƴŘ 

an example and performance of IoT management as part of a building management system. In order 

to mitigate different attacks, the security orchestrator interacts with the IoT controller in order to 

mitigate the attacks at the level of the IoT domain and prevent the propagation of the attack to other 

networks (Fig. 4: 4).  The IoT controller enforce different security rules at the IoT router (data plane) 

to mitigate the attack (Fig. 4: 5).  

 

 

Figure 4.  Security orchestration and enforcement in case of a reactive scenario. 

 






























































