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PUBLIC SUMMARY 
ANASTACIA will design, develop, evaluate and deliver a holistic framework (Figure 3) for the assessment of 
security and privacy in complex ICT systems, in particular IoT network architectures and Cyber Physical 
Systems (CPS). 

Several technologies will be leveraged to obtain innovative results in the autonomic definition and 
implementation of mitigation plans to neutralize attacks or limit damages: in particular, ANASTACIA will use 
Software Defined Networks (SDN) and Network Function Virtualization (NFV) technologies, along with IoT 
controllers, to ensure the overall security of monitored systems, taking into account privacy constraints 
derived from the General Data Protection Regulation (GDPR) and other relevant regulations, standards and 
best practices. 

 

Figure 1. ANASTACIA framework 

This deliverable contains the result of the initial analysis of the user-centred functional and non-functional 
requirements for the ANASTACIA framework. Considering their relevance and the novelty aspect associated 
to the contextual assessment of both security and privacy by mean of the Dynamic Security and Privacy 
Seal (DSPS), privacy requirements have been kept separated from other (more technical) requirements. 

The activity took into consideration different categories of users, focusing more on technical profiles in 
consideration of the expected Technology Readiness Level (TRL) 5 expected at the end of the project. 
Interviews with privileged observers were carried out to integrate the requirement analysis too. 

Two application domains (Figure 2) have been considered for the elicitation of requirements and will be 
used for evaluation purpose during the validation phase: Mobile (Multi-access) Edge Computing (MEC) and 
Building Management System (BMS). 

 

Figure 2. Requirement elicitation process 
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1 INTRODUCTION 

1.1 AIMS OF THE DOCUMENT 

This document defines the user requirements for the ANASTACIA framework. The main aims are: 

¶ to clarify and give an overall description of the services that the project will design and deliver; 

¶ to describe the methodologies adopted in requirement elicitation and formalization; 

¶ to present the Use Cases based methodology adopted for the functional requirements analysis; 

¶ to define the technical requirements; 

¶ to define the functional/non-functional requirements; 

¶ to perform the Use Case analysis and modelling; 

¶ to give some initial architectural indications about the software modules to be developed. 

1.2 APPLICABLE AND REFERENCE DOCUMENTS 

This document refers to the following documents: 

¶ DǊŀƴǘ !ƎǊŜŜƳŜƴǘ bϲтомрру ŀƴŘ ŀƴƴŜȄŜǎ όά5ŜǎŎǊƛǇǘƛƻƴ ƻŦ !Ŏǘƛƻƴέύ 

¶ 5мΦм άHolistic Security Context Analysisέ 

¶ 5мΦо άLƴƛǘƛŀƭ !ǊŎƘƛǘŜŎǘǳǊŜ 5ŜǎƛƎƴέ 

¶ 5тΦн άLƴƛǘƛŀƭ 9ȄǇƭƻƛǘŀǘƛƻƴ ŀƴŘ 5ŀǘŀ aŀƴŀƎŜƳŜƴǘ tƭŀƴέ 

1.3 REVISION HISTORY 
 

Version Date Author Description 

1 15/01/2017 G.Troglio (SOFT) ToC (as proposed at the kick-off meeting) 

2 26/01/2017 G.Troglio (SOFT) Positioning, methodology 

3 24/03/2017 S.Bianchi (SOFT) Scenarios and use cases 

4 30/04/2017 G.Troglio (SOFT) Use Case templates 

5 12/05/2017 S.Bianchi (SOFT) Interviews, questionnaires, mock-ups 

6 26/05/2017 D. Belabed (THALES), 
A.Mady (UTRC),  

D. Rivera (MONT) 

Contributions on updated MEC and BMS use 
cases, technical integration requirements 

7 05/06/2017 I.Farris (AALTO) Contribution on updated MEC use case 

8 07/06/2017 L.Scudiero (AS) Privacy requirements 

9 16/06/2017 G.Troglio (SOFT) UML diagrams, requirement formalization 

10 26/06/2017 R.Trapero Burgos (ATOS) Update of UML diagrams 

11 30/06/2017 S.Bianchi (SOFT) Internal review, final editing and proof-reading 
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1.4 ACRONYMS AND DEFINITIONS 

 

Acronym Definition 

BGP Border Gateway Protocol 

BMS Building Management Systems 

CRUD Create/Retrieve/Update/Delete 

DoA Description of Action 

DPO Data Protection Officer 

DSPS Dynamic Security and Privacy Seal 

ECSO European Cyber Security Organization 

FR Functional Requirement 

GDPR General Data Protection Regulation 

MEC Mobile Edge Computing / Multi-access Edge Computing 

MVP Minimum Viable Product 

NFR Non-functional Requirement 

NFV Network Function Virtualization 

PR Privacy Requirement 

SDN Software Defined Network 

TRL Technology Readiness Level 

UC Use Case 

UML Unified Modeling Language 

VID Virtualized Infrastructure Domain 

VNF Virtual Network Function 
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2 CONTEXTUALIZATION 

2.1 SCOPE 

ANASTACIA will develop a trustworthy-by-design security framework which will address all the phases of 
the ICT Systems Development Lifecycle (SDL) and will be able to take autonomous decisions through the 
use of new networking technologies such as Software Defined Networking (SDN) and Network Function 
Virtualisation (NFV) and intelligent and dynamic security enforcement and monitoring methodologies and 
tools. The ANASTACIA framework will thus include: 

1. a security development paradigm based on the compliance to security best practices and the 
use of the security components and enablers; 

2. a suite of distributed trust and security components and enablers, able to dynamically 
orchestrate and deploy user security policies and risk-assessed resilient actions within complex 
and dynamic CPS and IoT architectures; 

3. a holistic Dynamic Security and Privacy Seal, combining security and privacy standards and real 
time monitoring and online testing. 

The elicitation of user requirements for such a holistic framework definitively embraces all the components 
meant to ensure that addressed application domains will be provided with advanced capabilities (see 
Figure 3) for: 

ω self-protection, 
ω self-healing, and 
ω self-repairing. 

 

 

Figure 3. ANASTACIA framework components and provided functionalities 

 

This deliverable has been prepared in parallel with several others complementary activities (see Figure 4). 
The results of the preliminary analysis included therein are thus mainly focused on inspiring technical work 
ǇŀŎƪŀƎŜǎ ƻƴ Ƙƻǿ ǘƻ ǘŀƪŜ ƛƴǘƻ ŎƻƴǎƛŘŜǊŀǘƛƻƴǎ ŜƴŘ ǳǎŜǊǎΩ ƴŜŜŘǎ ǿƘƛƭŜ ŘŜǎƛƎƴƛƴƎ ŀƴŘ ŘŜǾŜƭƻǇƛƴƎ ǘƘŜ 
methodological and technical offerings expected from the ANASTACIA project. 
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Figure 4. wŜƭŀǘƛƻƴǎ ōŜǘǿŜŜƴ ǇǊƻƧŜŎǘΩǎ ǇŀǊŀƭƭŜƭ ŀŎǘƛǾƛǘƛŜǎ ǘƘŀǘ ƛƳǇŀŎǘ ƻƴ ŜƴŘ-user requirements. 

 

This initial analysis will be further refined during the project, and in particular after the first validation and 
evaluation phase, in order to support also the industrialization phase that might ultimately lead to the 
release of an ANASTACIA-derived set of products. 

¢ƘŜ ǊŜǎǳƭǘǎ ƻŦ ǘƘŜ ǎŜŎƻƴŘ ŀƴŀƭȅǘƛŎŀƭ ŎȅŎƭŜ ǿƛƭƭ ōŜ ƛƴŎƭǳŘŜŘ ƛƴ 5мΦп άCƛƴŀƭ ¦ǎŜǊ-Centred Requirements 
!ƴŀƭȅǎƛǎέ (see Figure 5) , which will constitute the basis for the refinement of technical results. 

 

 

Figure 5. Relation between deliverables D1.2 and D1.4 associated to T1.2. 

 

2.2 POSITIONING 

The overall maturity of the ANASTACIA technology will be guaranteed by early prototyping and iterative 
improvement cycles focused on the two different business scenarios addressed, Mobile Edge Computing 
(MEC) and Building Management System (BMS). 



        

  

Page 8 of 93 
 

As clearly indicated in the project proposal, considering the nature of the project (Research and Innovation 
Action) and the complexity of the addressed domain (cybersecurity in IoT/CPS and SDN/NFV architectures), 
ANASTACIA globally aims to reach TRL 5 (see Figure 6). 

 

 

Figure 6. TRL positioning of the ANASTACIA project results. 

 

The targeted TRL 5 positioning implies that: 

¶ the project is not expected to release a fully functional / product-like prototype, but to validate 
innovative technologies in relevant environments (namely, the two MEC and BMS scenarios); this 
condition has two distinct impacts: 

o on user requirements: the intention of the authors of this deliverable is not to limit the 
analysis of requirements to the expected TRL5 but to consider also pre-industrialization and 
industrialization phase, providing an analysis that might ease the conversion of 
technological results into a product; 

o on exploitation plans: as anticipated, since the project is not expected to deliver a complete 
and qualified system, also commercial targets (associated also to the actual 
implementation of some specific features) might be adequately corrected. 

¶ considering the complexity of the architecture and the different maturity of the technologies and 
tools to be adopted and integrated (including proprietary solutions provided by some 
beneficiaries), the envisaged TRL of the different ANASTACIA framework components will be 
monitored separately to verify the final global positioning (see Figure 7). 

 

Figure 7. Expected TRL shifts for the preliminary identified sets of ANASTACIA components. 
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The analysis included herein is therefore meant to elicit the requirements of a potential ANASTACIA-
powered product or solution, leaving to an internal discussion among beneficiaries and technology 
providers the final decision on which developments should be prioritized to allow a proper demonstration 
in the addressed use cases. 

2.3 END USERS 

The context of use of the main services which will be included in the ANASTACIA framework potentially 
includes several different user categories, all coping at different levels with security and privacy issues: 

¶ SW developers 

¶ IoT architects/developers 

¶ SDN architects/developers 

¶ NFV architect/developers 

¶ Security managers 

¶ Solution integrators 

¶ Chief Security Officer (CSO) 

¶ Chief Technology Officer (CTO) 

¶ Chief Information Officer (CIO) 

¶ Chief Information and Security Officer (CISO) 

¶ Mobile Edge Computing/Multi Access Edge Computing (MEC) stakeholders 

¶ Building Management System (BMS) stakeholders 

¶ System / Network administrators 

¶ Security professionals/consultants 

¶ Lawyers 

¶ GDPR-associated actors (e.g. Data Protection Officer, Data Processor, Data Controller, etc.) 

Since the holistic framework under development spans over different levels of technical complexity and 
addresses different needs (from methodological guidelines to dynamic real-time sealing/certification, 
through a complex set of enablers and components), the requirements that can be expressed by the 
categories mentioned above can be really different in terms of e.g. complexity, usability, UI: whereas 
technical profiles might be more interested in interoperability/integrability/autonomic features etc., end-
users (mainly those involved in the management procedures in the addressed domains) might privilege 
other high-level aspects such as usability aspects, configurable dashboards, report generation, etc.  

Considering the declared project positioning in terms of TRL, the Consortium agrees to focus in this initial 
phase more on technical profiles and associated needs, stressing more the analysis on functional and non-
functional requirements associated to the inner architectural components. Nevertheless, the Consortium 
also considers the possibility to gradually target all the aforementioned groups as for dissemination and 
exploitation activities, in order to gain visibility in the sector, integrate potential valuable feedback from 
interested stakeholders and finally optimize the released prototypes. 

2.3.1 Interviews 

As indicated in the DoA, part of the activities of task T1.2 included interviews and focus groups with 
potential end-users and stakeholders organized to preliminarily identify the user needs, discuss expected 
development and compare expectations with the overall methodological an technical approach adopted 
within the project. To this end, a simple questionnaire was designed to gather general information on the 
perceived value-ŀŘŘŜŘ ƻŦ ǘƘŜ !b!{¢!/L!Ωǎ ƻŦŦŜǊƛƴƎ ŀǎ ǿŜƭƭ ŀǎ ƻƴ ŎƻƴǘŜȄǘǳŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ƻǘƘŜǊ ǇƻǘŜƴǘƛŀƭ 
application domains, with the overall goal of generalizing the technical solutions primarily designed to be 
applied and evaluated in the MEC/MAEC and BMS scenarios. ¢ƘŜ ά{ǘŀƪŜƘƻƭŘŜǊǎ ϧ ŜƴŘ ǳǎŜǊǎΩ 
questionnaireέ was designed to: 

ω briefly introduce the main ANASTACIA concepts; 
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ω gather an overall evaluation of ANAS¢!/L!Ωǎ ƻōƧŜŎǘƛǾŜǎ (in terms of priority); 
ω collect information of contextual cybersecurity issues (in pilot domains and other domains); 
ω obtain indications on non-technical features interesting for stakeholders/customers. 

The questionnaire was forwarded to a list of selected privileged observers and stakeholders in order to 
ƳƛƴƛƳƛȊŜ ǘƘŜ ŜŦŦƻǊǘǎ ǘƻ ƎŀǘƘŜǊ ƳŜŀƴƛƴƎŦǳƭ ŦŜŜŘōŀŎƪ όǇŀǊǘƛŎƛǇŀƴǘǎΩ ŜŦŦƻǊǘ ǿŀǎ ƴƻǘ ŎƻǾŜǊŜŘ ōȅ ŀ ŘŜŘƛŎŀǘŜŘ 
budget, since they work for institutions that are not directly involved in the project): 

ω Innovation Advisory Board Members 
o Diego R. Lopez (Telefonica, ES) 
o Jesus Luna (Bosch, DE) 
o Christian Mastrodonato (Konica Minolta, UK) 
o Stefano Secci (LIP6, FR) 

ω Privileged observer in pilot domains 
o BMS: Vijay Lakamraju (Cybersecurity Leader for UTC products, US) 
o MEC/MAEC: Stefano Secci (LIP6, FR) 

ω Others professional experts 
o Roberto Pastorino (Cleis Security, System Engineer, IT) 
o Oriano Sità (Italeaf, Chief Information Officer, IT) 
o Lorenzo Papini (Selesoft, Geographic TLC Network Expert, IT) 
o Marco Grechi (Senior SCADA Systems & Telecomms Specialist, Member of IEC TC57, IT) 
o Luca Caviglione (Researcher at CNR-ISSIA, IT) 
o Mark Miller (CEO of CONCEPTIVITY, Vice Chairman of EOS, Member of the Board of 

Directors at European Cyber Security Organisation, UK) 

Annexes include short CVs and the questionnaires with the participantsΩ ŀƴǎǿŜǊǎ. For the sake of privacy, 
no correspondence between interviewees and questionnaires is reported. Section 5 includes an analysis of 
the feedback collected to be provided to designers and software architects as general guidelines. 

  



        

  

Page 11 of 93 
 

 

2.3.2 Questionnaire 
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Figure 8. {ǘŀƪŜƘƻƭŘŜǊǎΩ ϧ ŜƴŘ ǳǎŜǊǎΩ ǉǳŜǎǘƛƻƴƴŀƛǊŜ (introduction and evaluation form) 
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3 USE CASE METHODOLOGY 
This chapter briefly illustrates the methodology adopted in designing the Use Cases in the user 
requirements analysis. A Use Case template is also proposed on the basis of a comparative analysis of 
models suggested by OO approaches and UML. 

3.1 GOALS 

The main objectives of Use Cases are to find out, describe and record functional and non-functional 
requirements, by writing scenarios of use of the system to be designed, in order to fulfil the various goals. 

A Use Case eases the definition of the set of requirements according to which the system needs to behave, 
describing an interaction between external actors and the system and documenting the specific functions 
that the system will perform. 

A complete and detailed definition of possible Use Cases usually guarantees a correct development with 
less effort in fixing functional bugs and also provides a trustable guideline for tests and validation of the 
solutions developed. 

3.2 MODEL 

In the following, the terminology adopted for the definition of the Use Cases is defined. 

¶ A scenario describes a user story and presents the involvement of the system in achieving a 
predefined goal and the system expected functionalities. A scenario is usually written in narrative 
form and defines the users of the technology, their needs, and their knowledge. Scenarios are 
generally written at the beginning of a project, during discovery and requirement gathering phases. 
They provide guidelines for the design and development phases, by providing tangible faces, names 
and stories for how the technology will be used. 

¶ A user story is meant to replace long and complex documentation with short sentences that 
describes the needs of a user. They are short and granular: each story describes a single task or 
action. User stories are defined during development, usually before (or at the beginning of) each 
development sprint. 

¶ A use case captures the actions that are required to accomplish a goal. It defines the interactions 
between external actors and the system. A use case describes each step of the process including 
ƛƴǇǳǘǎΣ ƻǳǘǇǳǘǎΣ ŜǊǊƻǊǎΣ ŀƴŘ ŜȄŎŜǇǘƛƻƴǎ ŀƴŘ ǇǊŜǎŜƴǘǎ ƳǳƭǘƛǇƭŜ άǇŀǘƘǎέ ǘhat can be taken by any user 
at any time. 

¶ A usage scenario is a single path through the use case. 

¶ An actor interacts with the system to achieve a predefined goal. Actors can be either humans or 
external systems: they must be able to make decisions. 

¶ A UML diagram is a visual representation of a written usage scenario. A diagram can be generated 
for each usage scenario, in order to formalize it. 

¶ A Use Case Template is a form which allows to collect and structure all the information required to 
define and clarify a Use Case. 

 

Figure 9 provides a graphical representation of the aforementioned definitions and their connections.  
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Figure 9. Graphical representation of the Use Case terminology and relations. 

3.3 GUIDELINES 

A Use Case has at least a name and a step-by-step description of a basic course of action, including:  

¶ triggering events; 

¶ necessary event response; 

¶ pre-conditions and post-conditions; 

¶ sequence of exchanged messages and performed actions; 

¶ data exchanged; 

¶ non-functional technical constraints (reliability, performance, cost etc).  

Each Use Case is then composed by a beginning, a main body and an ending. 

 

 
Figure 10. Use Case composition 

 






























































































































































