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PUBLIGUMMARY

ANASTACIWill design, develop, evaluate and deliver a holifenework (Figure3) for the assessment of
security and privacy imomplexICTsystems, in particular 10T network architecturasd Cyber Physical
Systems(CPS)

Severaltechnologieswill be leveraged to obtaininnovative results in the autonomic definition and
implementation of mitigation plans to neutralize attacks or limit damages: in particular, ANASTACIA will use
Software Defined Networks (SDN) and Network Function Virtualization (NFV) technologies, #iolod wi
controllers, to ensure the overall security of monitored systems, taking into account privacy constraints
derived from the General Data Protection Regulation (GDPR) and other relevant regulations, standards and
best practices.

_— Py TRAMEWORK  _ _ _ _ _ _
== O ASTACA .

Security development paradigm

components and enablers

I
|
|
|
|
I Distributed trust and security
|
|
: Holistic Dynamic Security and
|

e

Privacy Seal (DSPS)

\

Figurel. ANASTACIA framework

This deliverable contains the result of the initial analysis of the-aeetred functional and nosfunctional
requirements for the ANASTACIA framework. Considering their relevance and the novelty aspaategkso

to the contextual assessment of both security and privacy by mean of the Dynamic Security and Privacy
Seal (DSPS), privacy requirements have been kept separated fron{rathrertechnicalrequirements.

The activity took into consideration differemtategories of users, focusing more on technical profiles in
consideration of the expected Technology Readiness Level (TRL) 5 expected at the end of the project.
Interviews with privileged observers were carried out to integrate the requirement analysis to

Two application domaingd-{gure2) have been considered for the elicitation of requirements and will be
used for evaluation purpose during the validation phasebMo(Multiraccess) Edge Computing (MEC) and
Building Managment System (BMS).

e
| APPLICATION
| DOMAINS

Figure2. Requirement elicitation process
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1 INTRODUCTION

1.1 AIMS OF THE DOCUMENT

This documentlefinesthe user requirementsor the ANASTACI#amework The main aims are:

to clarify arl give an overall description tfe services thathe project will design and deliver;
to describe the methodologies adoptéa requirement elicitatiorand formalization

to present the Use Cases based methodology adofiiethe functional requirements analysis;
to define the technical requirements;

to define the functionahon-functionalrequirements;

to perform the Use Case analysis anddelling

to give some initial architectural indications about the software modubeiset developed

= =4 =4 =8 -8 -8 =9

1.2 APPLICABLE AND REFEERREDOCUMENTS

This document refers to the following documents:

f DNIyid ! ANBSYSyi bctomppy YR FyySESE 645Sa0NAL
1 5 m dHelistit Security Context Analysis
f 5mMmdo GLYAGAFE | NOKAGSOGdzZNE 5SaArdyé
f 57TdH @QEYARBALEGAZY YR 5FGF alyl3SySyid ttl yé
1.3 REVISIONHISTORY
Version Date Author Description
1 15/01/2017 G.Troglio (SOFT)  ToC (as proposed at the kiok meeting)
2 26/01/2017 G.Troglio (SOFT)  Positioning, methodology
3 24/03/2017 S.Bianchi (SOFT)  Scenarios and use cases
4 30/04/2017 G.Troglio (SOFT)  Use Case templates
5 12/05/2017 S.Bianchi (SOFT) Interviews, questionnaires, moakps
6 26/05/2017 D. Belabed (THALES) Contributions onupdated MEC and BMS u:
A.Mady (UTRQC) casestechnical integration requirements
D. Rivera (MONT)
7 05/06/2017 I.Farris (AALTO) Contribution on updated MEC use case
8 07/06/2017 L.Scudiero (AS) Privacy requirements
9 16/06/2017 G.Troglio (SOFT)  UML diagrams, requirement formalization
10 26/06/2017  R.Traperdurgos (ATOS Update of UML diagrams
11 30/06/2017 S.Bianchi (SOFT) Internal review, final editing and proeéading
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1.4 ACRONYMS ANDEFINITIONS

Acronym Definition

BGP Border Gateway Protocol

BMS Building Management Systems

CRUD Create/Retrieve/Update/Delete

DoA Description of Action

DPO Data Protection Officer

DSPS Dynamic Security and Privacy Seal
ECSO European Cyber Security Organization
FR Functional Requirement

GDPR General Data Protection Regulation
MEC Mobile EdgeComputing / Multiaccess Edge Computing
MVP Minimum Viable Product

NFR Nonfunctional Requirement

NFV Network Function Virtualization

PR Privacy Requirement

SDN Software Defined Network

TRL Technology Readiness Level

uc Use Case

UML UnifiedModeling Language

VID Virtualized Infrastructure Domain

VNF Virtual Network Function
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2 CONTEXTUALIZATION
2.1 SCOPE

ANASTACIA will develograstworthy-by-design security frameworkvhich will address all the phases of
the ICT Systems Development Lifecy¢®DL)and will be able to take autonomous decisions through the
use of new networking technologies suchSaftware Defined Networking (SDNInd Network Function
Virtualisation (NFVandintelligent and dynamic security enforcement and monitoringethodologies and
tools. The ANASTACIA framework wilisinclude:

1. a security development paradignibased on the compliance to security best practices and the
use of the seurity components and enablers
2. a suite of distributed trust and security components and enlabs, able to dynamically

orchestrate and deploy user security policies and-aiskessed resilient actions within complex
and dyramic CPS and loT architectures

3. aholistic Dynamic Security and Privacy Seadmbining security and privacy standards and rea
time monitoring and online testing

The elicitation of user requirements for suclalisticframework definitively embracgall the components
meant to ensure that addressed application domains will be provided with advanced capaldiies

Figure3) for:
w self-protection,
w self-healing and
w self-repairing.

"‘3 FRAMEWORK
----- COANASTACIA -ennr

Security development paradigm

SECURITY
BEST

PRACTICES :
Self-protection

capabilities

Camy

I
Self-healing '

capabilities - =
DEVICE

Distributed trust and security
components and enablers

Self-repair
SECURITY
& PRVALY

capabillities

Helistic Dynamic Security and
Privacy Seal (DSPS)

STANDARDS

Figure3. ANASTACIA framework components and provided functionalities

This deliverablenas beerprepared in parallel with several others complementary activities (Sgare4).

The results of the preliminary analysis included therein are thus mainly focused on inspiring technical work
LI O1F3Sa 2y Kz2g G2 GF1S Ayd2z2z O2yaARSNIGA2ya SyR
methodological and technical offerings expecteonfrthe ANASTACIA project.
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THREAT «T1.1. D11
ANALYSIS *T2.2 > D2.2

USE CASE

DEFINITION [t

MITIGATION

ACTIONS +T2.2 > D2.2

ARCHITECTURE
DESIGN

«T1.3>D1.3
Figured wSt I A2ya 0SG6SSy LINR2SOG Qa -ussh réGirerhedts. I OGA GAGASA

This initial analysis will be further refined during the project, and in particular after the first tialidand
evaluation phase, in order to support also the industrialization phase that might ultimately lead to the
release of an ANASTAGIérived set of products.

¢KS NBadzZ G6a 2F GKS aSO2yR |yl f&idA-Qéntred Retj@rhedts o A f €
'y I T &seeRigures) , which will constitute the basis for the refinement of technical results.

< @
"User-centred Requirements Initial Analysis"

@ End-user validation and evaluation
P

"Final User-centred Requirements Analysis"

Figure5. Relation between @liverables D1.2 and D1.4 associated to T1.2.

2.2 POSITIONING

The overall maturity of the ANASTACIA technology will be guaranteed by early prototyping and iterative
improvementcycles focused othe two different business scenarios addressétbbile Edge Comyiing
(MEQ andBuilding Management SystefBMS.
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As clearly indicated in the project proposal, considering the nature of the project (Research and Innovation
Action) and the complexity of the addressed domain (cybersecurity in I0T/CPS and SDN/NF\uaes)itec
ANASTACIA globally aims to reach TR&e®eFigure6).

"mA

The targetedl'RL5 positioning implies that:

TRL 1 — basic principles observed

TRL 2 —technology concept formulated

TRL 3 — experimental proof of concept

TRL 4 —technology validated in lab

TRL 5 - technology validated in relevant environment

TRL 6 —technology demonstrated in relevant environment

TRL 7 — system prototype demonstration in operational environment
TRL 8 — system complete and qualified

TRL 9 — actual system proven in operational environment

Figure6. TRL positioning of the ANASTACIA project results.

91 the project is not expected to release a fully functiohgdroduct-like prototype, but to validate
innovative technologies in relevant environments (hamely, the two MEC and BMS scenarios); this
condition has two distinct ipacts:

0 on user requirements: the intention of the auttoof this deliverable is not to limit the
analysis of requirements to the expected TRL5 but to consider alsmgwstrialization and
industrialization phase, providing an analysis that might ease tonversion of
technological results into a product;

0 on exploitation plans: as anticipated, since the project is not expected to deliver a complete
and qualified system, also commercial targets (associated also to the actual
implementation of some spedififeatures) might be adequately corrected.

1 considering the complexity of the architecture and the different maturity of the technologies and
tools to be adoptedand integrated (including proprietary solutions provided by some
beneficiaries) the envisagedTRL of the different ANASTACIA framework components will be
monitored separately to vely the final global positioning (sd&gure?).

¢
$

TRL1 TRL7 TRL8 TR9

Innovative cyber threats
protection algorithms

Security policy models
and tools

Security-aware NFV
MANO system

SDN-based security
enforcement

Extended SDNs for loT
management

Security monitoring and
reaction infrastructure

New products for monitoring and testing
loT and cloud based SDN/NFV systems

Secured and Authenticated Dynamic
Security and Privacy Seal as a Service

Components addressing the new
General Data Protection Regulation

Figure7. ExpectedTRLshifts for the preliminary identified sets of ANASTACIA components

Page8 of 93

v
& NASTACIA




The analysis included herein is therefore meant to elicit the requirements of a potential ANASTACIA
powered product or solution, leaving to an internal discussion ambageficiaries and technology
providers the final decision on which developments should be prioritized to allow a proper demanstrat

in the addressed use cases.

2.3 BND USER

The context of use of themain servicesvhich will be included in the ANASTAGtAmework potentially
includesseveraldifferent user categoriesall coping at different levels with security and privacy issues

SW evelopers

IoT architects/developers

SDNarchitects/developers

NFV architect/developers

Security managers

Solution integr#ors

Chief Security Officer (CSO)

Chief Technology Office€TQ

Chief Information OfficerGlQ

Chief Information and Security Officer (CISO)

Mobile Edge Computing/Multi Access Edge ComputiiddEC)stakeholders
BuildingManagementSystem(BMS)stakeholders

System’ Networkadministrators

Security professionalsonsultants

Lawyers

GDPRassociated actors (e.g. Data Protection Offi€ata Processor, Data Controller, gtc.

= =4 =4 =4 =8 -8 88 ofofoa e oo g

Sincethe holistic framework under development spans over different levagtechnical complexity and
addresses different needgfrom methodological guidelines tadynamic reatime sealing/certification,
through a complex set of enableend componenty the requirements that can be expressed by the
categories mentioned above gabe really different in terms of e.g. complexity, usability, Ul: whereas
technical profiles might benore interested in interoperability/integrabili/autonomic features etc., end
users(mainly those involved in the management procedures in the addredsathins)might privilege
other highlevelaspectssuch asusability aspectssonfigurable dashboardseport generation, etc.

Considering the declared project positioniimgterms of TRLthe Consortium agrees timcusin this initial
phasemore ontechnical profilesand associated needstressing more the analysis on functional and-non
functional requirements associated to the inner architectural componeN&sertheless, the Consortium
also considers the possibility tgraduallytarget all the afeementioned groups as for dissemination and
exploitation activities, in order to gain visibility in the sector, integrate potential valuable feedback from
interested stakeholders and finally optimize the released prototypes.

2.3.1Interviews

As indicated in theDoA, part of the activities of task T1.2 includetierviews and focus groups with

potential end-users and stakeholdersrganized topreliminarily identifythe user needsdiscussexpected
developmentand compare expectations with theverall methodologichan technicalapproach adopted

within the project.To this end, a simple questionnaire was designed to gather general information on the
perceivedvalud RRSR 2F GKS !'b!{¢!/L!'Qa 2FFSNRAYy3I I a ¢Stf
applicationdomains, with the overall goal of generalizing the technical solutions primarily designed to be
applied and evaluated in the MEC/MAEC and BMS scenatidé.S{ iGd | SK2f RSN&E g Sy
questionnairet was designed to:

w briefly introduce the main ANASTACIA ogpts
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w gather an overall evaluation of AIBA ! / L | Q& (& te@enS & pridriy)s &
W collect information of contextual cybersecurity issues (in pilot domains and other domains);
W obtain indications on nottechnical features interestg forstakeholderscustomers.

The questionnaire was forwarded to a list of selected privileged observers and stakeholders in order to
YAYAYAT S GKS SF¥FF2NIa (G2 3 GKSN) YSIYyAYy3IFdzdZ FSSRoI
budget, since they work for institutns that are not diectly involved in the project):

W Innovation Advisory Board Members
o Diego R. Lopez (Telefoni&}
0 Jesus Luna (BosdbB
o Christian Mastrodonato (Konica Mino)tdK
o Stefano Secci (LIPBR
W Privileged observer in pilot domains
o0 BMS: Vijg Lakamraju (Cybersecurity Leader for UTC prodiutgs
0 MEC/MAEC: Stefano Secci (I.FF§
W Othersprofessional experts
0 Roberto Pastorino (Cleis Security, System Engihi@er
Oriano Sita (Italeafzhief Information OfficenT)
Lorenzo Papini (Seleso@eographic TLC Network ExpéT
Marco Grechi (Senior SCADA Systems & Telecomms Specialist, Member of JEIL TC57
LucaCavigliondResearcher at CNBSIAIT)
Mark Miller CEO of CONCEPTIVITY, Vice Chairman of EOS, Member of the Board of
Directors atEuropean Cyber Security Organisafioi)

O O O 0O

Annexesincludeshort CVs anthe questionnaireswith the participant€) |y &Fér$heBake of privacy,
no correspondence between interviewees and questionraisereported Section5 includes an analysis of
the feedback collected to be provided to designers and software architects as general guidelines.
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2.3.2Questionnaire

').,))
ANASTACIA

Aclvanced Networked Agents for Security and Trust Assessment in CPSA0T Architectures

Privileged observers’, Stakeholders’ & End Users’ questionnaire

Introduction

The heterogeneous, distributed, and dynamically evolving nature of Cyber Physical Systems (CPS) based on Intemet of
Things (IoT) and virtualised cloud architectures introduces new and unexpected risks that cannot be solved by
current state-of-the-art security solutions.

For this, new paradigms and methods are required in orcler

e to build security into the ICT system at the outset,

e to adapt to changing security conditions,

e toreduce the need to fix flaws after deploying the system, and

* o provide the assurance that the ICT system is secure and trustworthy at all times.

The main objective of the ANASTACIA project is to address these concems by researching, developing and
demonstrating a holistic sclution enabling trust and security by-design for Cyber Physical Systems (CPS) based on loT
and cloud architectures.

To this end, ANASTACIA will develop a trustworthy-by-design security framework which will address all the phases of
the ICT Systems Development Lifecycle (SDL) and will be able to take autonomous decisions through the use of new
networking technologies such as Software Defined Networking (SDN) and Network Function Virtualisation (NFV) and
intellisent and dynamic security enforcement and monitoring methodolosies and tools.

The ANASTACIA framework will include:

* 3 security development paradigm based on the compliance to security best practices and the use of the
security components and enablers (this will provide assisted security design, development and deployment
cycles to assure security-by-design);

e 3 suite of distributed trust and security components and enablers, that are able to dynamically orchestrate
and deploy user security policies and risk-assessed resilient actions within complex and dynamic CPS and loT
architectures (online monitoring and testing techniques will allow more automated adaptation of the system
to mitigate new and unexpected security vulnerabilities);

e 3 holistic Dynamic Security and Privacy Seal, combining security and privacy standards and real time
monitoring and online testing (this will provide quantitative and qualitative run-time evaluation of privacy risks
and security levels, which can be easily understood and controlled by the final users).
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Objectives

Can you please rate from 1 (low) to 5 (high) the relevance of our objectives?

To provide the end users with intuitive and user-friendly tools and solutions to model and cenfigure policies
governing the configuration of the security in decentralized and virtualized architectures.

To leverage cloud and SDN/NFV functionalities to allow easy deployment and provide security solution for
highly connected CPS/0T and, more generally, smart objects communications.

To develop a clynamic Security Enforcement Manager, based on Monitoring and Reaction components,
using beyond state-of-the-art vulnerability analysis and security monitoring techniques.

To develop a Dynamic Security and Privacy Seal (DSPS) combining normative requirements (GDPR, ISO
standards, etc.) with monitoring functionalities to provide real-time indication on the trustability of a
deployed system.

Would you please briefly answer the following questions?

1. Which is your level of expertise’ in SDN, NFV, CPS and loT respectively®?

9. How is cybersecurity generally managed in your domain®?

3. Can you provide a quick overview of the key cybersecurity issues associated to your domain?

4. Areyou aware of any big cyber security breach in your domain? If yes, what happened? How?

5. Are there systems supporting today the ANASTACIA’s functionalities in your domain? If yes, which ones?
6. Who do you think might use ANASTACIA in your domain?

7. Who do you think might benefit the most from ANASTACIA in your domain?

8. Would you consider using a solution based on ANASTACIA (see description above)?

9. s there any recommendclation you would like to give our project at design / development phase?

10. Would you please rate from 1 (low) to 5 (high) the relevance of the following features?

easy to use has intuitive / adaptive user interfaces

low cost provides real-time feedback

powerful reporting includes dynamic network topology

well supported developed by big vendors

flexible to customise modular architecture

scalable to grow compliant with standards

large, well-known vendor autonomous reaction to threats
good feedbacks / reputation self-healing / self-repair capabilty
integrates with other software highly configurable (e.g. rule editing)
licensed as open-source other (..o )

T [ NONE — LOW — MEDIUM — HIGH |
2 Software Defined Networks, Network Function Virtualization, Cyber Physical Systems, Internet of Things
* Pilot Domain 1: Mobile Edge Computing - Pilot Domain 2: Smart Building Management Systems — Others domains

Figure8.{ (1 {1 SK2f RSNR Q 39 S (iRrodimiich Nl Bvalljatia Brinh 2 y y | A NB
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3 UseCASE METHODOLOGY

This chapter briefly illustrates the methodology adopted in designing the Use Cases in the user
requirements analysisA Use Case template &so proposed onthe basis of a comparative analysis of
models suggested by OO approaches and UML.

3.1 GOALS

The main objectives of Use Cases are to find, describe and record functionand non-functional
requirements, by writing scenarios of use of the system to be designed, in orfigfitthe various goals.

A Use Caseases the definitiomf the set of requiremens according to whiclthe system needs to behave,
describing an interaction betweeexternal actos and the system and documenting the specific functions
that the system will perform.

A complete and detailed definition of possible Use Casemllyguarantees a correct development with
less effort in fixing functional bugs and alsmvides a trustable guideline for tests and validation the
solutionsdeveloped.

3.2 MODEL

In the following, the terminology adopted féine definition of theUse Cases is defined.

1 A scenariodescribes a user story and presents the involvement of the systemhiewvaicg a
predefined goal and the system expected functionalities. A scenario is usually written in narrative
form and defines the users of the technology, their needs, and their knowledge. Scenarios are
generally written at the beginning of a project, duy discovery and requirement gathering phases.
They provide guidelines for the design and development phases, by providing tangible faces, names
and stories for how the technology will be used.

1 A user storyis meant to replace long and complex documematiwith short sentences that
describes the needs of a user. They are short and granular: each story describes a single task or
action. User stories are defined during developmersyallybefore (or at the beginning gfeach
developmentsprint.

1 Ause casecaptures the actions that are required to accomplish a goal. It defines the interactions

between external actors and the system. A use case describes each step of the process including

Ay Llzia> 2dzildzias SNNRBNARZ | yR Haitcéahdédakenoyany usef R LIN

at any time.

Ausage scenarigs a single path through the use case.

An actor interacts with the system to achieve a predefined goal. Actors can be either humans or

external systems: they must be able to make decisions.

1 AUML dagramis a visual representation of a written usage scenario. A diagram can be generated
for each usage scenario, in order to formalize it.

1 AUse Case Template a form which allows to collect and structure all the information required to
define and clarify a Use Case.

= =4

Figure9 providesa graphical representation of treforementioneddefinitions and their connection
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Figure9. Graphical representation of the Use Case terminology and relations.

3.3 GUIDELINES

A Use Case has at least a name and alsyegtep description of a basic course of actiomluding:

triggering events;

necessary event response;

pre-conditions and postonditions;

sequence of exchanged messages and performed actions;

data exchanged;

non-functional technical constraints (reliability, performance, cost etc).

=A =4 =4 =8 -8 =9

Each Use Casetieen composed by a beginrgna main body and an ending.

Figurel0. Use Case composition
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